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Congress of the Mnited States
Washington, BE 20515

September 13,2018

“The Honorable Daniel R. Coats
Director of National Inlfigenco
Office of the Director of National Intelligence
Washingion, DC 20511

Dea Director Costs:

We request that the Intelligence Community report to Congress and the public about the implications of
now technologies that allow malicious actors o fabricate audio, video and sil images.

Hyper-realistic digital forgeries — popularly referred to as “deep fakes” — use sophisticated machine
earning techniques to produce convincing depictions of individuals doing or saying things they never did,
without their consent or knowledge. By blurring the fine between fact and fiction, dep fake technology
could undermine public trust in recorded images and videos as objective depictions of reality.

You have repeatedly raised the alarm about disinformation campaigns in our elections and other efforts to
exacerbate political and social divisions in our society to weaken our nation. We ar deeply concerned
that deep fake technology couldsoonbedeployed by malicious forign actors.

Forged videos. images or audio could be used o target individuais for blackmail or for other nefacious
‘purposes. OF greater concer for national security, they could also be used by foreign or domestic actors
10 spread misinformation. As deep fake technology becomes more advanced and more sceessibl, it could
poseathecat to United Sates public discourse and national securiy, with broad and concerning
implications for offensive active measures campaigns targeting the United States.

Given the significant implications of these technologies and their rapid advancement, we believe thata
thorough review by the Intelligence Community is appropriate, including an assessment of possible:
counte-mesures and recommendations to Congress. Therefore, we request tht you consult with the
heads of the approprite clements of the Inelgence Community to prepare& port 0 Congress,
including an unclassifiedversion, that includes:

(@) An assessment ofhow foreign goverments, foreign ineligence services or foreign individuals could
use deep fake technology to harm United States national security nleress;

(6) A description of any confirmed of suspected useofdeep fake technology by foreign govemments or
foreign individuals aimed at the United States that hs already occurred fo date,

(©) An identification of technological counter-measures that have been or could be developed and
deployed by the United Sites Government or by the private sector to deter and detect the use of deep
fakes, as well as analysis of the benefits, limitations and drawbacks, including privacy concerns, of
such counter-technologics;



(@ An identification ofthe elements of the Tteligence Commit that have, o should have, lead
responsibility for monitoring the deselopment of, useof and response to deep fake technology

(©) Recommendations regarding whether the Intelligence Community requires additional legal anhoritis
or financial resources to address the threat posed by deep fake technology;

(6) Recommendations to Congress regarding other actions we may take to counter the malicious use of
deep ake technologies; and

(® Any other information you believe appropriate.

‘We wonld appreciate your cooperation in producing this report as soon as feasible, but no later han
December 14, 2018. Thank you for your asistance.

Sincerely,

Adan.Schr V cpMurphy Z 7 z 4
Mestrkor Cononess Mesnsor Conon MissaorConanis
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Project Overview

Partially autonomous and imellgent systems have been usd in itary
technology since at least the Second World War, but advances in machine

learning and Artificial Intelligence (AI) represent a turning point in the
useof automation in warfare. Though the United States military and.
intelligence communities are planning for expanded useofAl across their
portfolios, many of the most transformative applications of Al have not yet
been addressed.

In this piece, we propose three goals for developing future policy on Al
and national security: preserving U.S. technological leadership, supporting
peaceful and commercial use, and mitigating catastrophic risk. By look-
ing at four prior casesof transformative military technology—nuclear,
aerospace, cyber, and bitech—we develop lessons learned and recommen
dations for nationalsecuritypolicy toward AL
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fo Executive Summary

«Researchersinthefieldof Artificial Intelligence(AI)have
demonstrated significant technical progress over the past five

Sa) ‘years, much faster than was previously anticipated.

Lai ~ Most ofthis progressis due to advancesin theAl sub-field of

a ‘machine learning.

% ~ Most experts believe this rapid progress will continue and even
B accelerate.

® + Most Al research advances are occurring in the private sector
and academia.
~ Private sector funding for Al dwarfs that of the United States

«Existing capabilities in AI have significant potential for national
security.
~ For example, exiting machine learning technology could

enable high degrees of automation in labor-intensive activites
such as satellite imageryanalysis and cyber defense.

«+ Futureprogress in Al has thepotential to be a transformative
< nationalsecuritytechnology, on a par with nuclear weapons,

aircraft, computers, and biotech.

5 ~ Each of these technologies led to significant changes in the
. strategy, organization, priorities, and allocated resources of the

A ‘ . US. national security community.

: * ~ Weargue future progress in Al will beatleast equally
LE impactful,



+ Advances in Al will affect national security by driving change in
three areas: military superiority, information superiority, and eco-
nomic superiority.

~ Formilitary superiority, progress in Al will both enable new capa-
bilities and make existing capabilities affordable to a broader range
of actors.

«For example, commercially available, Al-enabled technology
(such as long-range drone package delivery) may give weak
states and non-state actors access 10: typeof long-range preci-
sion strike capability.

= In the cyber domain, activities that currently require lots of
high-skill labor, such as Advanced Persistent Threat operations,
may in the futurebelargely automated and easily available on
the black market.

~ For information superiority, Al will dramatically enhance capabilities
for the collection and analysisofdata, and alsothe creationofdata.

= Inintelligence operations, this will mean that there are more
sources than ever from which to discern the truth. However, it
will also be much easier to lie persuasively.

= Al-enhanced forgeryofaudio and video media is rapidly
improving in quality and decreasing in cost. In the future,
Al-generated forgeries will challenge the basis of trust across
many institutions.

~ For economic superiority, we find that advances in Al could result
ina new industrial revolution,

+ Former US. Treasury Secretary Larry Summers has predicted
that advances in Al and related technologieswill lead to a dra-
matic decline in demand for labor such that the United States
“may have a thirdof men between the agesof25 and 54 not
working by the endof this half century”

2 Ait mligeneandNationaSecurity



= Likethe first industrial revolution, this will reshape the rela-
tionship between capital and labor in economies around the
world. Growing levelsof labor automation might lead devel-
oped countries to experience a scenario similar to the “resource

+ Alsolike the first industrial revolution, population size will
become less important for national power. Small countries
that develop asignificant edge in Al technology will punch far
above their weight

+ We analyzed four prior cases of transformative military
technologies—nuclear, aerospace, cyber, and biotech—and
generated “lessons learned”for AL.

~ Lesson #1: Radical technological change begets radical government
policy ideas.

= As with prior transformative military technologies, the national
security implications of Al will be revolutionary, not merely
different.

+ Governments around the world will consider, and some will
enact, extraordinary policy measures in response, perhaps
as radical as those considered in the early decadesof nuclear
weapons.

= Lesson #2: Arms races are sometimes unavoidable, but they can be
managed.

In 1899, Fears ofaerial bombing led to an international treaty
banning the useof weaponized aircraft, but voluntary restraint
was quickly abandoned and did not stop air war in WWI.

= The applications of Al to warfare and espionage are likely to be
asirresistible as aircraft. Preventing expanded military use of Al
is likely impossible.

ior Canto for cencesd ternAf Fcress Src 3



= ‘Though outright bansof Al applications in the national security
sector are unrealistic, the more modest goalofsafe and effective
technology management must be pursued.

~ Lesson #3: Government must both promote and restrain commer-
cial activity.

= Failure to recognize the inherent dual-use natureof technology
can cost lives, as the exampleofthe Rolls-Royce Nene jet engine
shows.

= Having the largest and most advanced digital technology indus-
try is an enormous advantage for the United States. However,
the relationship between the government and some leading Al
research institutionsi fraught with tension.

= Al Policymakers must effectively support the interestsofboth
constituencies.

Lesson #4: Government must formalize goals for technology safety
and provide adequate resources.

= In ach ofthe four cases, national security policymakers faced
tradeoffs between safety and performance, but the government was
‘more likely to respond appropriately to some risks than to others.

«Across all cases, safety outcomes improved when the govern-
ment created formal organizations tasked with improving the
safetyoftheir respective technology domains and appropriated
the needed resources.

= These resources include not only funding and materials, but
talented human capital and the authority and access to win
bureaucratic fights.

+The United States should consider standing up formal research
and development organizations tasked with investigating and
promoting Al safety across the entire government and commer-
cial Al portfolio.

4 ait mligenceandNationa Securty



= Lesson #5: As technology changes, so does the United States”
National Interest.

* The declining cost and complexityofbioweapons led the United
States to change their bioweapons strategy from aggressive
development to voluntary restraint.

= More generally, the UnitedStates has a strategic interest in
shaping the cost, complexity, and offense/defense balance pro-
files of national security technologies.

= Asthe case of stealth aircraft shows, targeted investments can
sometimes allow the United States to affect the offense/defense
balance in a domain and build a long-lasting technological
edge.

= The United States should consider how it can shape the techno-
logical profile of military and intelligence applicationsofAL

«Taking “wholeof government” frame, we provide three goals for
USS. national security policy toward Al technology and provide 11
recommendations.

= Preserve US. technological leadership

+ Recommendation #1: The DOD should conduct Al-focused
war-games toidentify potential disruptive military innovations.

+ Recommendation #2: The DOD should fund diverse, long-
term-focused strategic analyses on Al technology and its
implications.

+ Recommendation #3: The DOD should prioritize AI R&D
spending areas that can provide sustainable advantages and
mitigate key risks

= Recommendation #4; The US. defense and intelligence commu-
nity should invest heavily in “counter-AI" capabilites for both
offense and defense.

ior Conte forSciencead terion Af ncress rcs 6



~ Support peaceful use of the technology

= Recommendation #5: DARPA, IARPA, the Office of Naval
Research, and the National Science Foundation should be given
increased funding for Al-related basic research.

«Recommendation #6: The Department of Defense should
release a Request for Information (RFT) on Dual-Use Al
capabilites

«Recommendation #7: In-Q-Tel should be given additional
resources to promote collaboration between the national secu-
ity community and the commercial Al industry.

~ Manage catastrophic risks

= Recommendation #8: The National Security Council, the
Defense Department, and theState Department should study
what Al applications the United States should seek to restrict
with treaties.

= Recommendation #9: The Department of Defense and Intel-
ligence Community should establish dedicated Al-safety
organizations.

= Recommendation #10: DARPA should fund research on fail-
safe and safety-for-performance technology for Al systems.

«Recommendation #11: NIST and the NSA should explore tech-
nological options for countering Al-enabled forgery.

6 Aric ntclienceand atonalScary



Introduction & Project Approach

Over the past five years, researchers have achieved key milestones in

Artificial Intelligence (Al) technology significantly earlier than prior
expert projections.

Go is a board game with exponentially greater mathematical and strategic
depth than chess. In 2014, the computer expert who had designed the

worlds best Go-playing program estimated that it would be ten more years.
until a computer system beat a human Go champion." Instead, researchers

at DecpMind achieved tha goal one year ate? Other researchers have
since achieved new milestones in diverse Al applications. These include
beating professional poker players,” reliable voice recognition, image rec-
ognition superior to human performance,’ and defeating a former U.S. Air
Force Pilot in an air combat simulator.*

‘There are four key drivers behind the rapid progress in Al technology:

1. Decadesofexponential growth in computing performance

2. Increased availability of large datasets upon which to train machine
learning systems

3. Advances in the implementation of machine learning techniques

4. Significant and rapidly increasing commercial investment

Ste Coerta Seetentti sone S308.



Combined, these trends appear poised to continue delivering rapid
progress for at least another decade. Leading commercial technology
companies report that they are “remaking themselves around AL”

Most of the recent and near-future progress falls within the field of
Narrow Aland machine learning, specifically. General AL meaning
Al with the scale and fluidity of a human brain, is assumed by most
researcherstobe at least several decades away.’

‘There are strong reasons to believe—as many senior U.S. defense and
intelligence leaders do—that rapid progress in Al s likely to impact
national security.

Deputy Secretary of Defense Robert Work, a leader in developing and
implementing the Department of Defense’ “Third Offset” strategy, sup-
ported this view in a speech at the Reagan Defense forum: “To a person,
every single person on the [Defense Science Board Summer Study) said, we
can't prove it, but we believe we are at an inflection point in Artificial Intel-

ligence and autonomy Such statements indicate national security leaders
are confident that rapid progress in Al technology will continue and will
have impactasignificant impact on their mission.

Of hese eens, exponen on So tSEU OS
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‘The USS. government has recently sponsored several significant studies
on the future of Al and its implications for governance and national
security. *

‘These studies are generally concerned with the near-term futureofAl
and are especially concerned with increased utilization of Deep Learning
techniques

Apart from the Office of Net Assessment’ Summer Study* work to date
generally does not focus on the long-term, more transformative impli-
cations of AL This work is intended to assist in closing that gap.

Our Approach—Part 1: Analyzing possible technology development
scenarios related to Al and exploring how these might transform
national security

In this report, we supplement work to date with greater consideration
across three dimensions:

+ Greater diversity in potential applicationsofadvances in Al

+ Greater analysisofthe implicationsofAl advances beyond what is cur-
rently possible or expected to be possible in the next five years

+ Greater considerationofwhat technology management paradigms are
best suited for Al and evaluating these in historical context
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Our Approach—Part 2: Evaluating prior transformative military tech-
nologies in order to generate “lessons learned” for designing responses
to the emergence of an important field of technology such as AT

‘Weargue that Al technology is likely to be a transformative military
technology, on a par with the inventionof aircraft and nuclear weapons.
Governments have long competed for leadership over rivals in driving
and harnessing technological progress. Though machine learning and Al
technology arecomparatively young, human and organizational responses
to the new technology are often echoes of prior experiences. We believe
learning from the past offers significant wisdom with which to guide a
future courseof action with respect to AL

Accordingly, we investigate four prior cases of transformative technologies
which we believe to be especially instructive and relevant for Al These are
listed in Figure 1.

Figure 1: Four case studies of transformative
military technologies

Nuclear Cyber

Aerospace Biotech

Our Approach—Part 3: Providing Al-related policy recommendations
to preserve US. technological leadership, support peaceful Al use, and
‘mitigate catastrophic risk

For each case, we focus on the early decades of these technologies after
they began to see military application. During this period, responsible
agencies had to develop technology management strategies under sig-
nificant uncertainty. We examine the nature of the technology, how the
government sought to manage its evolution and utilization, and evaluate

10 Ait imtigenendNationa Securty



the results of those efforts through the lensof achieving the following three
goals:

1 Preserve Us. technological leadership
Underwrite continued military and intelligence capability superiority

2: Support peaceful use of the technology
Help civi/commercial sectors reap benefits of tech. applications

3: Manage catastrophic risks
Prevent and mitigate dangers from accidental and adversarial use

‘These goals are not always necessarily in alignment and may conflict, Nev-
ertheless, they capture what the national security community should seck.
Finally, we provide policy recommendations® for how the United States
national security community should respond to the opportunities and
threats presented by Al, including achieving the three goals.

© Tvsmos vas special cvlopes oa behalf Jason Matheny. Directo of th neignce
Avani Reseach roles Ai, aha eee 1od3 anol ofBn pe00ch 3 ings
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Part 1: The Transformative
Potential of Artificial Intelligence

In a modified versionofthe framework laid out in the Office of Net

Assessment Al Summer Study," we analyze ATs potentially transformative

implications across three dimensions: military superiority, information
superiority, and economic superiority.

In these we take noteof existing technological capabilities and trends and
then examine how further improvements in capability and/or decreases in
cost might transform national security. We then lay out specific hypotheses
for how these trends might interact to produce a transformative scenario.

Asan overarching frame, consider this statement from the 2016 White
House report on Al: “Al's central economic effect in the short term will be

the automation of tasks that could not be automated before." The same

is true for military affairs. Al will make military and intelligence activities

that currently require the efforts of many people achievable with fewer
people or without people.

Implications for Military Superiority

Inthissection, we examine trends in Al that are likely to impact the future
ofmilitary superiority. In particular, we analyze how future progress in Al

technology will affect capabilities in robotics & autonomy and cybersecu-
rity. After establishing key trends and themes, we conclude by laying out

scenarios where these capability improvements would result in transforma:
tive implications for the future of military superiority.

12 Ahr nence sd tonsSct



Robotics & Autonomy

Oneofthe prime wsesofrobots isto do things that are too dangerous
Jor humans, andfighting wars is about as dangerous as i gets.

~Pedro Domingos, The Master Algorithm

Autonomous systems have been used in warfare since at least WWIL.
Delegation of human control to such systems has increased alongside
improvement in enabling technologies.

Very simple systems that use a sensor to trigger an automatic military
action,suchas land mines, have been in use for centuries. In recent
decades, computers have since taken on more responsibility in the use of
force. With the inventionof the Norden Bombsight? and V-1 buzz bomb.
in World War 11, computer systems were first linked to sensors involved in
the dynamic control and application of lethal force." So-called *fire-and-
forget” missiles, for example, allow the onboard sensors and computer
to guidea missile to its target without further operator communications
following initial target selection and fire authorization. * The US. military
has developed directives restricting development and useof systems with
certain autonomous capabilities. Chief among these is that humans are to
be always “in the loop” and directly make the decisions for all usesoflethal
force." ®

‘The market size for both commercial and military robotics is increasing
exponentially, and unit prices are falling significantly.

According to the Boston Consulting Group, between 2000 and 2015,
the worldwide spending on military robotics (narrowly defined as only
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unmanned vehicles) tripled from $2.4 billion to $7.5 billion and is expected
to more than double again to $16.5 billionby the year 2025. Even this
rapid growth may understate the true impact of increased adoption due
to falling unit prices and the increasing overlap between commercial and
military systems.

One type of robot, the Unmanned Aerial Vehicle otherwise known as a
drone, has seen major commercial price declines over just the past few
years." Bill Gates has argued that robotics is poised for the same reinforc-
ing cycleofrapid price declines and adoption growth that personal
computers experienced Asshown in Figure 2, in the 15 years from 1998
102013, the average price ofa personal computer fell by 95%. Ifa
high-quality drone that costs $1,000 today were available for only $50 in
the future, especiallyifthat drone possessed improved autonomous capa-
bilities, it would transform the cost curve for all sorts of military activity:
As Paul Scharre has written, “Ulra-cheap 3D-printed mini-drones could
allow the United States to field billions—yes,billions—of tiny, insect-like
drones?

Figure 2: Consumer Price Index or Personal computers
‘and peripheral equipment (Dec 1997 = 100)

100

7s

95% decioe
=" over 13 years

2

o
1998 2003 2008 2013

Commerc UAV Drone Frces hove rece experianced PC fe exponentiolpric dedines

er————r————————rr——

18 Ait mligenendNationa Securty



Expanded useofmachine learning, combined with market growth and
price declines, will greatly expand robotic systems’ impact on national
security.

‘We argue that the useofrobotic and autonomous systems in both warfare
and the commercial sector is poised to increase dramatically. We concur
with Gill Pratt, former DARPA Program Manager and leader of the
DARPA Robotics Challenge, who argues that, technological and economic
trends are converging to deliver a “Cambrian Explosion” of new robotic
systems. The robotic “Cambrian Explosion” is an analogy to the history
oflife on Earth, specifically the period roughly 500 million years ago in
which the paceof evolutionary change, for both diversity and complexity
oflife forms, increased significantly. Pratt points to several trends, but of
particular importance are the improvements in the utilizationofmachine:
learning techniques and the ability for these techniques to allow robots
to intelligently make decisions based on sensor data. Humans have been
able to build self-driving automobiles for as long as they have been able to
‘make automobiles, but they would invariably crash. Only recently has the
technology been available to produce autonomous cars that can safely and
reliably operate in the real world. The same is true for an incredibly diverse
array of robotic systems.

Like the impactofcyber, increased utilizationofrobotics and auton-
‘omous systems will augment the powerofboth non-state actors and
nation states.

‘The introduction of the cyber domain had benefits for all types of
actors. Major states built powerful cyber weapons, conducted extensive
cyber-espionage, and enhanced existing military operations with digital
networking.

Since cyber capabilities were far cheaper than their non-cyber equiva-
Tents, smaller states with less powerful militaries also made useof cyber.
Ethiopia and many other governments, for example, used cyber tools to
‘monitor political dissidents abroad: Likewise, hostile non-state actors,
including both criminals and terrorists, have made effective useof cyber
tools for geographically dispersed activities that would be much more
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difficult to execute in the physical domain In the near term, the Cam-
brian Explosion of robotics and autonomy is likely to have similar impacts
forpowerdiffusion as the riseofnational security operations in the cyber
domain did.

In the short term, advances in Al will likely allow more autonomous
robotic support to warfighters, and accelerate the shift from manned to
unmanned combat missions.

Initially, technological progress will deliver the greatest advantages to
large, well-funded, and technologically sophisticated militaries, just as
Unmanned Aerial Vehicles (UAVs) and Unmanned Ground Vehicles
(UGVs) did in US. military operations in Iraq and Afghanistan. As prices
fall, states with budget-constrained and less technologically advanced
‘militaries wil adopt the technology, as will non-state actors. This pattern
is observable today: ISIS is making noteworthy use of remotely-controlled
aerial drones in its military operations. In the future they or other terror-
ist groups will likely make increasing use of autonomous vehicles. Though
advances in robotics and autonomy will increase the absolute power ofall
types of actors, the relative power balance may or may not shift away from
leading nation states.

‘The size, weight, and power constraints that currently limit advanced
autonomywill eventually be overcome, just as smartphones today
deliver what used to be supercomputer performance.

Automobile manufacturers expect to be selling fully autonomous vehicles
by the year 2021 These carswill have large, expensive, and power-hungry
computers onboard, but over time prices will fal, and sizes will shrink. A
‘modern smartphone, which costs $700 and fits in a pocket, is more pow-
erful than the world fastest supercomputer from the early 19905 The
processors that will power upcoming autonomous vehicles are much, much
closer to thoseof current phones than theyare to current supercomputers
(which require their ownpowerplants).
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Over the medium to long-term, robotic and autonomous systems are
likely to match an increasing set of the technological capabilites that
have been proven possible by nature.

‘Weespeciallylike this “Cambrian Explosion” biological analogy because
biology is full of intelligent autonomous systems. An “existence proof” is
when one acquires the knowledge that a specific technology is possible
because one observes it in action. For instance, many militaries around the
world first learned that precision-guided-missile (PGM) technology was
possible when they saw the technology successfully used by the United
States military during the GulfWar in 1991. Most militaries could not
themselves build PGMs, but suddenly they knew that PGMs were techno-
logically achievable.

Similarly, the natural worldof biology can be considered a set of techno-
logical existence proofs for robotics and autonomy. Every type of animal,
whether insect, fish, bird, or mammal has a suiteof sensors, tools for
interacting with its environment, and a high-speed dataprocessing and
decision-making center. Humans do not yet know how to replicate al the
technologies and capabilitiesofnature, but the fact that these capabilities
exist in nature proves that they are indeed possible. Consider the common
city pigeon: the pigeon has significantly more light maneuverability, better
sensors, faster data processing capability, and greater power efficiency than
any comparable drone. The combination ofa pigeon’ brain, eyes, and ears
is also superior at navigation and collision avoidance than any autonomous
car, despite requiring less than one watt of power to function. Humans do
not know what the ultimate technological performance limit for autono-
‘mous robotics is, but the ultimate limit can be no lower than the very high
levelofperformance that nature has proven possible with the pigeon, the
‘goose, the mouse, the mosquito, thedolphin, etc.

Over the long term, these capabilities will transform military power and
warfare.

Autonomous robots are unlikely to match all the technology and per-
formance of nature in the next decade or two. Nevertheless, the robotic
systems that are possible wil be capable enough to transform military

ior Conte for Science ad terion Ake nc ressy Snes 17



power. Human-developed technology can do things that natures engi-
neering approach cannot, such as adapting capabilities from one system to
another. A hypothetical robotic “bird” could also possess night vision or
a needleforinjecting venom. Even the most advancedrobotsare far from
achieving this combination of capabilities and performance today, but
given that these technologies exist in nature, there is no reason in principle
why advanced military robots could not possess these capabilities. Robots.
can also make use of technologies that do not exist in nature, such as radar,
explosives, ballistics, and digital telecommunications.

Cybersecurity & Cyberwar

“Top US. national security officials believe that Al and machine learning
will have transformative implications for cybersecurity and cyberwar.

In response to a question from the authorsofthis report, Admiral Mike
Rogers, the Directorof the National Security Agency and Commander of
US. Cyber command, said “Artificial Intelligence and machine learning—1
would argue—is foundational to the future of cybersecurity [...] We have
got 10 work our way through how we're going to deal with this. Its not the
iit only the when to me We agree.

As with all automation, Al and machine learning wil decrease the
‘numberof humans needed to perform specific tasks in the cyber
domain.

“The adventof cyber tools dramatically increased the productivity of indi-
viduals engaged in espionage. As Bruce Schneierof Harvard University
points out, “the exceptionally paranoid East German government had
102,000 Stasi surveillinga populationof 17 million: that's one spy for every
166 citizens” By comparison, using digital surveillance, governments and
corporations can surveil the digital activitiesofbillions of individuals with
onlya few thousand staf. Increased adoptionofAl in the cyber domain
will further augment the power of those individuals operating and super-
vising these tools and systems.
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Al will be useful in bolstering cyber defense, since probing for weak-
nesses and monitoring systems can be enhanced with intelligent
automation.

DARPA is currently working on systems that will bring Al into cyber
defense. These include techniques for automatically detecting software
code vulnerabilities prior to release and using machine learning to detect
deviations from normal network activity. Cyber defense is currently quite
labor intensive and skilled cyber labor is in short supply. Additionally, Al
will enable new paradigms for cyber defense. Most cyber defense systems
today are based on a priori knowledge assumptions, in which the defender
has optimized their system to address known threats, and is less well
protected against unknown threats. Al and machine learning might allow
systems to not only learn from past vulnerabilities, but also observe anom-
alous behavior to detect and respond to unknown threats.

However, the same logic suggests Al advances will enable improvements
in cyber offense.

For cybersecurity, advances in Al pose an important challenge in that
attack approaches today that are labor-and-talent constrained may—in a
future with highly-capable Al—be merely capital-constrained. The most
challenging typeofcyberattack, for most organizations and individuals
to deal with, is the Advanced Persistent Threat (APT). With an APT, the
attacker is actively hunting for weaknesses in the defender’ security and
patiently waiting for the defender to make a mistake. This is  labor-inten-
sive activity and generally requires highly-skilled labor. With the growing
capabilities in machine learning and Al, this “hunting for weaknesses”
activity will be automated to.a degree that is not currently possible and per-
haps occur faster than human-controlled defenses could effectively operate.
“This would mean that future APTS will be capital-constrained rather than
Iabor-and-talent constrained. In other words, any actor with the financial
resources to buy an AL APT system could gain access to tremendous offen-
sive cyber capability, evenifthat actor is very ignorant of internet security
technology: Given that the cost of replicating software can be nearly zero,
that may hardly present any constraint at all.
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Near term, bringing AI technology applications into the cyber domain
will benefit powerful nation-state actors. Over the long term, power
balance outcomes are unclear, as is the long-term balance between cyber
offense and defense.

“To some extent there is alreadya market for the servicesofskilled cyber
criminals. However, there are many people who refuse to serve as hitmen
but are willing to sell guns. We should therefore be concerned about Al
advances making cyber “guns” much more capable and autonomous.
Developing cyber weapons includes the difficult stepsof weaponizing
undetected vulnerabilities, customizing software to have the desired effects,
and engineering the weapons to avoid defenses. As Al-related cyber tech-
niques improve,a greater and greater portionofthe operations may be
amenable to automation.Iftrue, the Stuxnetof the future may not require
tens or hundreds of millions of dollars to develop and launch but merely
hundreds or thousandsofdollars as the steps requiring high-skill human
cyber operator customization are reduced or eliminated through AL At
that point, most software can be reproduced at near-zero marginal cost

Applications of AI therefore have exceptional abilities to strengthen the
cyber capabilities of powerful nation-states, small states, and non-state
actors. There is no obvious, stable outcome in termsof state vs. non-state
power or offense vs. defense cyber advantage. It will depend on the balance
ofresearch and development investments by all actors, the paceoftechno-
logical process, and underlying limitations in economics and technology:
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Potential Transformative Scenarios

“The trends and themes described above could combine to create a military
power landscape very different from what exits today. Below, we provide
ten scenarios by which the growing capabilitesof Al could transform
military power. These are not meant as firm predictions. Rather, they are
intended to be provocative and to demonstrate how wide the range of pos-
sible outcomes is—given current trends. Moreover,theyare not mutually
exclusive alternatives. More than one or several could potentially happen
simultaneously.

1. Lethal autonomous weapons form the bulkofmilitary forces.
For nearly eight decades, as automatic and autonomous systems
have become more capable, militaries have become more willing to
delegate authority to them.* Given that an Al-based pilot running on
a $35 computer has already demonstrated the ability to beat a Us. Air
Force-trained fighter pilot in a combat simulator,” many actors will
face increasing temptation to delegate greater levelsof authority to a
machine, or else face defeat. The Russian Miltary Industrial Committee
has approved an aggressive plan that would have 30% of Russian
combat power consisofentirely remote-controlled and autonomous
robotic platforms by 2030. * © Other countries facing demographic
and security challenges are likely to set similar goals. For example,
Japan and lsracl, which have highly advanced technology sectors and
unique demographic challenges, may find lethal autonomous weapons
especially appealing. The United States Department of Defense has
enacted restrictions ontheuse of autonomous and semi-autonomous
systems wielding lethal force. Other countries and non-state actors may
not exercise such self-restraint.

2. Disruptive swarming technologies render some military platforms
obsolete.
Asof2013, The United States possessed 14,776 military aircraft,
someofwhich cost more than $100 million per unit.» A high-quality
quadcopter UAV currently costsroughly$1,000, meaning that for the
price ofa single high-end aircraft, a military could acquire one million
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drones. If the robotics market sustains current price decline trends,
in the future that figure might become closer to one billion. In such a
scenario, drones would be even cheaper than some ballistic munitions
are today, e.g ~$150 per 155mm shell

‘Commercialdrones currently face significantrange and payload
limitations but become cheaper and more capable with each passing
year. Imagine a low-cost drone with the range ofaCanada Goose,
abird which can cover 1,500 miles in under 24 hours at an average
speed of 60 miles per hour." How would an aircraft carrier batdegroup
respond to.an attack from millionsof aerial kamikaze explosive drones?
Someofthe major platforms and strategies upon which US. national
security currently relies might be rendered obsolete.

3. Roboticassassination is common and difficult to attribute.
“The low-costof cyberhas given offense the edgefor targeted digital
attacks. Widespread availability of low-cost, highly-capable, lethal,
‘and autonomous robots could make targeted assassination more
widespread and more difficult to attribute. A small, autonomous robot
could infiltrate a target's home, inject the target with a lethal dose of
poison, and leave undetected. Alternatively, automatic sniping robots
could assassinate targets from afar.

4. Mobile-robotic-IEDs give low-cost, PGM:ike capabilites to terrorist.
Improvised Explosive Devices (IED) posed a significant challenge to
US. forces in Iraq because they were low-cost, easily manufactured,
and could cause significant damage. As commercial robotic and
autonomous vehicle technology becomes widespread, some groups will
leverage this to make more advanced IED technology. For example, the
technological capability to rapidly deliver explosives to a precise target
from many miles away is currently restricted to powerful nation states
who sometimes spend millionsofdollars for each Precision Guided
Munition (PGM).Iflong distance package delivery by drone becomes
a reality the costofprecisely delivering explosives from afar would
fall from millionsofdollars to thousands or even hundreds. Similarly,
self-driving cars could make suicide car bombs more frequent and.
devastating since they no longer require a suicidal driver.
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5. Military power grows disconnected from population size and economic
strength.

“The CIA World Factbook still counts the numberof combat-age males
ina country as one of the elements for determining a country’s military
potential. In the future, however, even countries with small, elderly,
and declining populations may be able to use robotics and autonomy
to possesses robotic “manpower” far beyond their human population
size. Consider South Korea: after Google DeepMind's AlphaGo
system defeated the South Korean Go ChampionLee Sedoul, South
Koreas government announced that it would spend nearly $1 billion
over the next five years on Al research and development." Including
‘government in-kind contributions and reprogrammed funds, South
Koreas annual AI R&D spending may reach $1 billion within the next
year or two.

If South Korea dos reach such a figure, it would match the 2015 Al
R&D budgetofthe United States,a country with a nearly fifieen-fold

larger economy. Though such a scenario is speculative, itis possible
thata technologically advanced country with a smaller population,
such as South Korea, could build a significant advantage in Al based
‘military systems and thereby field greater numbers of more capable
robotic “warfighters” than some more populous adversaries.

6. Cyberweapons are frequently used to ill.
“The linkageofdigital and physical systems will expand the number of
possibilities for killing with cyberweapons. A self-driving car could be
hacked and made to crash on the highway. While lethal cyberattacks
are possible without Al, Al will change the situation in two ways: First,
capabilities might make it possible or even easy to execute such attacks
at scale and possiblefor well-fundedactors with limited cyber expertise
to perpetrate. Second, the growthof Al applications will help bring
more hackable things into the physical world.
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7. Mostactors in cyber space will have no choice but to enable relatively
highlevelsof autonomy, or elserisk being outcompeted by “machine-
speed” adversaries.
There are some sectorsof military power where high levels of
autonomy are a pre-requisite for success. Missile defense, for instance,
cannot always wait for human operators to individually target and
approve the launching of each counter-missile. Similarly, Al cyber
defense will have to be given high levelsof autonomy to respond to
high speed cyberattacksorelse risk being overwhelmed. In recent
years, some attackers of government networks have attempted to
maintain their presence even after discovery, actively fighting with the
United States for control.* Machine-speed Al defenders or attackers
wouldlikely have an advantage in this sort of virtual “hand to hand
combat" since they operate at gigahertz speed. As with missile
defense, those defenders unwilling to turn over control to AL, will
simply lose out to attackers who are more willing to do 50.

8. Unexpected interactionsof autonomous systems cause occasional “flash
crashes”
Autonomous systems can make decisions incredibly rapidly, much
faster than humans can monitor and restrain them without theaid of
machines. Becauseofautonomous systems’ high speed, unexpected
interactions and errors can spiral outofcontrol rapidly. One ominous
example is the stock market “Flash Crash’of May 2010, which the
US. Securities and Exchange Commission reported was enabled and
exacerbated by useof autonomous financial trading systems. In the
Flash Crash, one trillion dollarsof stock market value was wiped out
within minutes because of unintended machine interactions (emergent
effects). One must consider the cybersecurity or autonomous vehicle
equivalent ofa flash crash.

“The system verification and validation process for autonomous
systems that leverage machine learning is still in its relative infancy,
and the flash crash suggests that even systems which perform better
than humans for 99%+oftheir operations may occasionallyhave
catastrophic, unexpected failures. This is especially worrisome given
the adversarial natureofwarfare and espionage. Pedestrians and
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otherdrivers want autonomous vehicles to be successful and safe. The
military adversariesof robotic systems, like those in financial markets,
will be less kind.

9. Involving machine learning in militarysystems will create new types of
vulnerabilities and new typesof cyberattacks that target the training data
ofmachine learning systems.

Since machine learning systems rely upon high-quality datasets to
train their algorithms, injecting so-called “poisoned” data into those
training sets could lead Al systems to perform in undesired ways. For
instance, researchers have proven that an adversary with access to a
deep neural network image classifier’ training data, could expose it
to data that the classifier would systematically miscategorize.” One
could imagine a more extreme data poisoning attack that would lead
a sensor to falsely recognize friend as foe or foe as not present at all
Such manipulations are possiblewith existing cyber systems, butas we
increase useofmachine learning, the natureofthe attack will change.
Given rising levelsofautonomy, the impactof an attack might also
increase significantly.

10. Theft and replicationofmilitary and intelligence AI systems will result in
Alcyberweapons falling in the wrong hands.

In aerospace or other technologies, stealing the blueprints for a
weapon does not actually give thethiefaccess to the weapon or even
a guaranteed abilityto develop one. As oneofus wrote in a previous
article® for Vox:

When China stole the blueprints and R&D data for America’ F-35
Jighter aircraft, for example, it likely shaved yearsoff the development
timelinefora Chinese F-35 competitor. But, China didn't actually
acquire a modern jet fighter or the immediate capability to make
one. That’ because aerospace manufacturingi incredibly difficult,
and China can’ yet match US competence in this area.” But when a
country steals the codefor a cyberseapons, it has stolen not only the
blueprints, but also the tool itself— and it can reproduce that tool at
near zero-marginal cost.
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In the cyber domain, groups have reportedly stolen access to US. gov-
ernment cyber tools and used them to infect hundreds of thousands of
‘computers for criminal purposes.” Cyber tools utilizing Al may also
share this property, and the result—especiallyifoffense-dominance
remains the case—would be that highly-destructive Al cyberweapons
could be widely available and difficult to control.

Hackingof roboticsystemsmight also pose a serious risk. Paul Scharre
has pointed out that autonomous weapons “pose a novel risk of mass
fratricide, with large numbersof weapons turning on friendly forces
[...] This could be becauseofhacking, enemy behavioral manipulation,
unexpected interactions with the environment, or simple malfunctions
or software errors?
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Implications for Information Superiority

If World War IIT will be over in seconds, a one side takes control of
the other’ systems, wed better have the smarter, faster, more resilient
network.

—Pedro Domingos, The Master Algorithm *

In this section, we examine trends in Artificial Intelligence that are likely to
impact the future of information superiority. In particular, we analyze how
future progress in Al technology will affect capabilites of intelligence col-
ction and analysisof data, and the creationofdata and media. We believe
the latter setof capabilities will have significant impacts on the future of
propaganda, strategic deception, and social engineering, After establishing
the key trends and themes, we conclude by laying out scenarios where
these capability improvements would result in transformative implications
for the future of information superiority.

Collection & Analysis of Data

US. Intelligence agencies are awash in far more potentially useful raw
intelligence data than they can analyze.

‘According toa study by EMC Corporation, the amountofdata stored on
Earth doubles every two years, meaning that as much data will be created
over the next 24 months as over the entire prior historyof humanity.
Mostof this nev data is unstructured sensor or text data and stored across
unintegrated databases. For intelligence agencies, this creates both an
opportunity and a challenge: there is more data to analyze and draw useful
conclusions from, but finding the needle in so much hay is tougher. The
Intelligence Agenciesof the United States each day collect more raw intel-
ligence data than theirentire workforce could effectively analyze in their
combined lifetimes:
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Computer-assisted intelligence analysis, leveraging machine learning,
will soon deliver remarkable capabilities, such as photographing and
analyzing the entire Earths surface every day.

Analysts mst prioritize and triage which collected information to analyze,
and they leverage computer search and databases to increase the amount
of information that they can manage. Some datasets that were previously
only analyzable by human staff, such as photos, are newly amenable to
automated analysis based on machine learning. In 2015, image recognition
systems developed by Microsoft and Google outperformed human compet-
tors at the ImageNet challenge.” These machinelearning based techniques
are already being adapted by US. intelligence agencies to automatically
analyze satellite reconnaissance photographs, which may make it possible
for the United States to image and automatically analyze every square
‘meterofthe Earths surface every single day. Since machine learning is
useful in processing most typesof unstructured sensor data, applications
will likely extend to most typesofsensor-based intelligence, such as Signals
Intelligence (SIGINT) and Electronic Intelligence (ELINT). Machine learn
ing-based analysis is also useful for analyzing and deriving meaning from
unstructured text
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Creation of Data and Media

Al applications can be used not only to analyze data, but also to produce
it, including automatically-generated photographs, video, and text.

Researchers have demonstrated rapid progress in the ability ofAl to gen-
erate content. Existing Al-related capabilites include but are not limited to
the following:

+ Realistically changing the facial expressions and speech-related
‘mouth movementsofan individual on video in real-time, using onlya
retail-consumer webcam’ ©

+ Generating realistic-sounding, synthetic voice recording of any indi-
vidual for whom there is sufficient trainingdata, so-called “Photoshop
for Audio” 1

+ Producing realistic, fake images based only on a text description

+ Producing written news articles based on structured data such as polit-
ical polls, election results, financial reports and sports game statistics ©

+ Creatinga 3D representation ofan object (such asa face) based on one
or more 2D images“

+ Automatically producing realistic sound effects to accompany asilent
video

In the near future, it will be possible even for amateurs to generate pho-
to-realistic HD video, audio, and document forgeries—at scale.

‘Today, manyof these Al-forgery capabilities are real enough that they can
sometimes fool the untrainedeye and ear In the near future, theywillbe:
‘good enough to fool at least some typesof forensic analysis. Moreover,
these tools will be available not only to advanced computer scientists, but to
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anyone, unless the government effectively restricts their availability. : When
tools for producing fake-video at higher quality than today’s Hollywood
Computer-Generated Imagery (CGI) are available to untrained amateurs,
these forgeries might comprisealarge partof the information ecosystem.

‘The existenceofwidespread Al forgery capabilities will erode social
trust, as previously reliable evidence becomes highly uncertain.

Since the inventionofthe photographic camera in the mid-1900s, the
technology for capturing highly reliable evidence has been significantly
cheaper and more available than the technology for producing convincing
forgeries. Today, every individual with a smartphone can record HD video
of events to which they bear witness. Moreover, most people can today also
generally (though not always) tell when a video they are looking at is fake.
Currently, producing high-quality fake video is extremely expensive. Hol-
Iywood movies spend tens ofmillions ofdollars to produce believable CGI,
and still many fans occasionally complain that the images look fake This
will change. As one of us wrote in an articlefor WIRED,

Today, when people see a video ofa politician taking a bribe, a
soldier perpetrating a war crime, or a celebrity starring in a sex
tape, viewers can safely assume that the depicted events have
actually occurred, provided,of course, that the video is of  cer-
tain quality and not obviously edited.

But that worldoftruth—where seeing is believing—is about to be
upended by artificial intelligence technologies [..)

When toolsfor producingfake video perform at higher quality
than today’s CGI and are simultaneously available to untrained
amateurs, theseforgeries might comprise a large partofthe infor-
‘mation ecosystem. The growth in this technology will transform
the meaningofevidence and truth in domains across journalism,
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government communications, testimony in criminal justice, and,
ofcourse, national security

A future where fakes are cheap, widely available, and indistinguishable:
from reality would reshape the relationshipof individuals to truth and evi-
dence. This will have profound implications for domains across journalism,
government communications, testimony in criminal justice, andofcourse
national security. Today, when someone seesa leaked videoof a terrorist
perpetratingamassacre or a politician admitting to taking a bribe, (assum-
ing the video isofacertain quality and not obviously edited), the person
can safely assume that the depicted events actually occurred. In the future,
people will be constantly confronted with realistic-looking fakes.

‘We will struggle to know what to trust, Using cryptography and secure
communication channels, it may still be possible to, in some circum-
stances, prove the authenticity ofevidence. But, the “seeing is believing”
aspectofevidence that dominates today—one where the human eye or car
is almost always good enough—vwill be compromised.

Potential Transformative Scenarios

‘Asthe above analysis indicates, Al is useful both for using data to arrive at
conclusions and for generating data to induce false conclusions. In other
words, Al can assist intelligence agencies in determining the truth, but
italso makes it easier for adversaries to lie convincingly. Which of these
two features predominates is likely to shift back and forth with specific
technological advances. Below, we outline six possible scenarios for how
Al capabilites could transform the future of information superiority. We
acknowledge that someof these are mutually exclusive. Ouraim is to show
how wide the range ofpossible transformative outcomes is, not to flaw-
lessly forecast the future.

1. Supercharged surveillancebrings aboutthe endof guerillawarfare.

“There is a plausible “winner-take-all” aspect to the futureof Al and
surveillance, especially for nation-states. Terrorist and guerrilla
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organizations will struggle to plan and execute operations without
leaving dots that nation-states can collect and connect. Imagine, for
instance, ifthe United States could have placed low-cost digital cameras
with facial recognition and the robotic equivalent ofa bomb-sniffing
dogs nose” every 200 yards on every road in Iraq during the height
ofUs. operations. If robotics and data processing continue their
current exponential price declines and capability growth, this sort
of Al-enhanced threat detection system might be possible. Ifit did
exist, guerilla warfare and insurgency aswe know it today might be
impossible.

2. A country witha significant advantage in Albased intelligence analysis
achieves decisive strategic advantage decision-making and shaping.

‘Over the longer term, Al offers the potential to effectively fuse and
integrate the analysisofmany different typesofsensor data sources
into a more unified source of decision support. The OfficeofNet
Assessment Summer Study astutely compared the potentialof Al
intelligence support to the advantage that the United Kingdom and its
allies possessed during World War II once they had decrypted the Axis
Enigma and Purple codes.

3. Propaganda for authoritarian and illberal regimes increasingly becomes
indistinguishable from the truth.

Given the caseof producing forgeries using Al regimes that control
official mediawill be able to produce high quality forgeries to shape
public perceptions to a degree even greater than today. Supposedly
“leaked” videos could be producedof hostile foreign leaders shouting
offensive phrases or ordering atrocities. Though forged media will also
be produced against authoritarian regimes, state control of media and
social media censorship might limit its ability to be disseminated.

4. Democraticand free press difficulty with fake news gets dramatically
worse.

“The primary problem with fake news today is that it fools individual
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citizens and voters. In the future, even high-quality journalist institu-
tions and governments will face persistent difficulty in separating fake
news from reality. Becauseof a floodof high-quality forgeries, even the
best news organizations will sometimes report hoaxes as real and fal to
report real news because they are tricked into believing that it is fake

5. Command and Control organizations face persistent social engineering
threats.

Widely available Al-generated forgeries will pose a challenge for
Command and Control organizations. Those giving and receiving
orders will struggle to know which communications (written, video,
audio) are authentic. Social engineering hacks, which are analogous
to digital hacking but target people insteadofcomputers, might be a
‘much greater problem in the future. Allowing an individual ina video
or audio phone call to assume the likeness and voiceof someone they
are impersonating adds another significant layerofdifficulty to vali-
dating communications. One can imagine an adversary impersonating
amilitary or intelligence officer and ordering the sharing ofsensitive
information or taking some action that would expose forces to vul-
nerability. Al could be used to produce counterfeit versions of DOD
Directives and statements of policy and to disseminate them widely
across the internet. Adversaries ofamilitary could use these technolo-
gies to produce large quantitiesofforged evidence purporting to show
that the military has engaged in war crimes.

6. Combined with cyberattacks and social media bot networks, Al-enabled
forged media threatens the stabilityofan economyor government
regime.

On April 23, 2013, hackers took controlof the Associated Press”
official Twitter account and tweeted “BREAKING: Two Explosions
in the White House and Barack Obama is injured” to the accounts
nearly two million followers* In the two minutes following the tweet,
the US. stock market lost nearly $136billion in value until the hack
was revealed.” With Al-enabled forgery, one could imagine a future,
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more devastating hack: Hackers would take controlof an official
news organization website or social media account being used to
spread not only false text, but also false video and audio. A network
of social media bots could then be used to spread the fake messaging
rapidly and influence a broad number of individuals. Exactly this sort
of social media botnet influencing approach was reportedly used by
Russia in its attempt to influence the outcome of the 2016 US. presi-
dential election.”

To some extent this problem is not new. For instance, in 2014, some
of the images, circulated widely on social media, that claimed to
depict Israels airstrikes on Gaza in 2014 were photographs of the
more extensive violence from conflicts in Syria and Iraq” However, if
forged evidence were sufficiently compellingand effectively dissemi-
nated, it might result in stock market crashes, riots, or worse. One way
this might be executed by an adversary would be to acquire thousands
ofreal (and sensitive) documents through cyber-espionage and then
leak the real documents alongside a few well executed forgeries which
could then be supported by “leaked” forged audio and video. Even if
the government offered widespread denials and produced contradict-
ing evidence, sill it would struggle to squash the false understanding
ina population that such an operation could bring about. The govern-
ment would also face major difficulty in limiting and remediating the
potentially significant consequences of that false understanding.
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Implications for Economic Superiority

In the same waythat a bank without databases can't compete with
a ban that has them, a company without machine learning cant
keep up with one that uses it [...] Its about as fai as spears against
machine guns. Machine learning is a cool new technology, but that’s
not why businesses embrace it. They embrace it because they have no
choice.

—Pedro Domingos, The Master Algorithm

In this section, we examine trends in Artificial Intelligence that are likely
to impact the futureofeconomic superiority. In particular, we analyze
how flture progress in Al technology will affect the speedof technological
innovation, and thehow increases in automation will affect employment.
After establishing key trends and themes, we conclude by laying out sce-
narios where these capability improvements would result in transformative
implications for the futureofeconomic superiority.

Innovation Supercharger

Artificial Intelligence might be a uniquely transformative economic
technology, since it has the potential to dramatically accelerate the pace
of innovation and productivity growth.

Many advancements in the domainofA have the characterof general pur-
pose technologies, meaning that theyenhance productivity across a broad
swathofdifferent industries. Al applications can do more, however. They
can accelerate the paceofinventing and innovation itself. Consider three
examples:

1. Automation of scientific experiments: researchers developeda robotic
system that can autonomously develop scientific genomic hypotheses,
conduct scientific biology experiments to test the hypotheses, and then
reach conclusions about the hypothesis that informs the next genera-
tionof hypothesis formation.
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2. Synthesizing findings in thousands of scientific papers: A partner-
ship between the Barrow Neurological Institute and IBM resulted in an
Alsystem that used language processing algorithms toanalyze thou-
sands of peer-reviewed research articles related to a neurodegenerative
disease and then correctly predicted five previously unknown genes
related to the disease.”

3. Automatically generating and optimizing engineering designs:
machine learning algorithms supported by advanced mechanical sim-
ulation have proven useful in developing new designs for mechanical
equipment, including car engines.

These examples show that developing a leading technological position in
conducting Al research will likelydeliverbenefits to the paceofresearch
and development progress in many fields, including AL Al applications can
therefore act as an “innovation supercharger”

Automation and Unemployment

‘The 2016 White House Report on Artificial Intelligence, Automation,
and the Economy found that increasing automation will threaten
‘millions ofjobs” and that future labor disruptions might be more per-
‘manent than previous cases.

Automation has always led to the destruction of jobs. After the invention
ofthe mechanized tractor, for example, agricultural labor in the United
States began a permanent decline. Farming work today is performed by
only 1%ofthe American population (3.2 million). In 1920, farming labor
comprised 30% of the population (32 million).

‘What is different today, according to the White House report,i the speed
ofthe economic disruption. Economic theory suggests that the increased
productivity through automation should ultimately also decrease prices
and provide consumers more disposable income with which to generate
demand forothergoods, services and the workers that provide them.” This
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price effect can be slow, however, especially in comparison to the pace of
job loss and the lengthoftime required to retrain displaced workers.

Tt may be the case, however, that large populations of workers lose their
jobs due to automation and thereafter facea dearth ofnew job oppor-
tunities. Former US, Treasury Secretary Larry Summers has indicated
credence for this view: “This questionof technology leading toa reduction
in demand for labor is not some hypothetical prospect .. Its one of the
defining trends that has shaped the economy and society for the last 40
years” he said in a June 2017 interview. More worryingly, however, Sum-
‘mers went on to posit the following dire scenario:

“I suspect thatif current trends continue, we may havea thirdof mien
between the agesof25 and 54 not working by the endof this halfcen-
tury, because this is a trend that shows no signofdecelerating. And
that’s before we have... seen a single driver replaced [byself-driving
vehicles]... not a trucker, nota taxicab driver, nota delivery person.
.. And yet that is surely something that is en route™

Notably, the one-third unemployment rate that Summers’ predicts is higher
than either the United States or Germany faced at the heightof the Great
Depression. IfSummers’ scenario comes to pass, the political stability and
national security consequences could be dire.

One worst case scenario, which is not included in the White House report
buts taken seriously by some economists and computer scientists, is that
the next waveof automation will leave many workers around the world in
the same position that horses faced during the mechanized agriculture and
transportation revolutions —unable to remain economically competitive
with machines at any price and unable to acquire new, economically useful
skills. Human farm laborers successfully retrained to work in other indus-
tries when the need for farm labor declined. Horses could not. In 1900,
there were 21 million horses and mules in the United States, mostly for
animal labor. By 1960, there were fewer than 3 million.® If artificial intelli-
gence significantly and permanently reduces demand for human unskilled
labor, andifsignificant portions ofthe unskilled labor workforce struggle
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to retrain for economically valuable skill, the economic and social impacts
would be devastating.

If Al does lead to permanent worker displacement, technologically
advanced countries may face the “Resource Curse” problem, whereby
the owners of productive capital are highly concentrated, and econom-
ics and politics become unstable.

‘The Resource Curse problem refers toa diverse and robust seof economic
analyses that show countries where natural resources comprise a large
portion of the economy tend to be less developed and more unstable than
countries with more diversified economies. For instance, one extensive
studyofthe topic found that “between 1960 and 1990, the per capita
incomesof resource-poor countries grew twoto three times faster than
those of resource-abundant countries. The main mechanisms for the
Resource Curse (as it applies to natural resource wealth) are summarized
below:

~The composition of extractive industries promotes inequality
and poor governance: Extractive industries, such as mining, are
capital-intensive and labor-light relative to their scale in the econ
omy. These characteristics imply thata small numberofpeople reap
outsized benefitsof resource exports

~ Redistributionofresource revenues risks government cor-
ruption: By taxing extractive industries, the government raises
significant revenues which it can then use to provide public goods
such as infrastructure and services. Though potentially beneficial,
this allocative modelof wealth encourages corruption and weak
institutions since those with power will be tempted to allocate cap-
ital based on political imperativesrather than in accordance with
Tong term economic goals.

~ Inequality promotes political and civil conflict: The outsized
concentration of national wealth in relatively few areas encourages
conflict over who will control those resources rather than collabo-
ration over how to promote sustainable economic growth overall.

38 Aric ntclience and atonalScurty



For example, Sierra Leone’ decadesof war prior to 2000 were
fueled by conflict over which faction would control the country’s
diamond mines.

~ Success in the natural resource export sectors harms other
industries: Increased demand for a country’s natural resource
exports causes pressure on its currency to appreciate. The more
valuable domestic currency in turn makes other export sectors—
such as manufacturing and agriculture—more expensive and less
competitive. Domestic-focusedproducersare also harmed as the
stronger domestic currency makes imports cheaper.

‘Though there are interesting parallels between the resource curse and how
automation might enable consolidation of control over the economy, there
are also important differences. Most notably, production and consumption
ofthe natural resources typically associated with the resource curse (e.g. oil)

isrelatively inelastic, meaning large change in the price ofagood might only
result in a modest change in production or consumption. Further study is
needed on this issue.

Potential Transformative Scenarios

1. Automation-induced “Resource Curse” plagues technologically devel
oped economies.

“Though speculative, some have argued that Resource Curse mecha-
nisms would operate in a country where the owners of automation
capital (in both manufacturing and service sectors) were concentrated
among elites and labor was comparatively weak in its bargaining power.
To illustrate, consider the trajectoryofthe first industrial revolution.
Atthe beginning, the productivity of both labor and capital increased
significantly, but worker wages remained low, and most of the returns
went to the ownersofcapital. Only by organizing into groups that
had economic power (the ability to go on strike and halt production)
and political power (the ability to influence the state’ regulation and

ior Canto for cence sdterionAf Fc ress Src 39



enforcement behavior) were workers able to secure a greater share of
the economic returns of industrialization. In resource curse economies,
onlya small numberof well-compensated workers are required to
sustain the main economic drivers, and the non-resource industry
workers generally lack economic bargaining power. The owners of
capital therefore need only be limited by political concerns, which lead
them to redistribute the minimum amount of resource wealth required
to establish sustainable political or military governing constituencies.
If automation could perform asignificant portionof current jobs
at higher quality and lower cost, and if the displaced labor popula-
tion lacked skills and the ability to retrain for any newly created job
demand,a similar operative mechanism to the resource curse theory is
plausible for heavily automated economies.

Iftrue, advanced economies, including the United States and many of
itsallies, will face significant future challenges in maintaining good
governance and political stability. Increasing instability among OECD
countries could result in a waveof liberalism and corruption among
democracies. In the worst case, such a scenario might threaten the
US-led systemofdemocratic alliances and US. national security.

2. Acountry with a significant lead in Al-enabled innovation technology
develops aselfreinforcing technological and economic edge.

AI role as innovation-supercharger can deliver astrategic (and per-
haps permanent) economic and military advantage to a country that
developsa significant lead in exploiting Al applications. Because of
this recursive-improvement property, and because Al applications also
facilitate the automationof labor, it is possible to imagine a breakaway
economic and innovation growth scenario, whereby a country develops
asignificant lead in developing certain Al applications, which then
guarantee it will be the first to discover the next generationofinno-
vations, and so on. In the most extreme scenario, one could imagine
small, technologically advanced country like Singapore developing

an accelerating technological edge that facilitates extreme economic
‘growth, far beyond what would normally be expected ofa country with
only five million people. This may sound implausible, but consider the
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fact that in 1900, Great Britain, a countryofonly 40 million people,
came to control an empire with dominion over nearly 25% of the
Earths land and population. Being the first to exploit a technological
revolution can have outsized consequences. Likewise, this Al-enabled
recursive-improvement scenario might result in one country acquiring
radically superior military technology, especially in the domain of
cyberweapons, where experiments and simulations can be run at digi-
tal speeds.

3. Al-enabled economic sabotage emerges as anew typeofweapon.

As described herein the Information Superiority section, the 2015 AP.
twitter account hack led to major, though extremely brief, implications
for the US. stock market. A more extreme versionofthis capability
could be harnessed into a generalized economic weapon, intended to
crash stock or other trading markets, or to disrupt the major digital-
ly-connected means of production in an economy To some extent,
this threat exists today due to cyberattacks, but Al capabilities might
allow much smaller teams of non-nation state actors to launch such
an attack and might also increase the scale of such an attack. In 2001,
Enron, a corrupt energy company, deliberately shut down a power
plant in California on false pretenses to raise energy prices and gener-
ate billions in excess profits. The crisis resulted in wavesofblackouts
across California. An economic terrorist o nation-state adversary
using Al-enhanced cyberveapons might replicate this sortofattack
for either strategic military advantage or even just to make a profit by
‘making calibrated investments aheadof time.
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Part 2: Learning from Prior
Transformative Technology Cases

‘Having summarized the mechanismsbywhich Artificial Intelligence might
prove to be a transformative field for military technology, this section will

summarize our analysis of prior transformative military technologies—
Nuclear, Aerospace, Cyber, and Biotech—and thereafter generate lessons

learned that apply to the management of Al technology. Our full analysis
ofthese prior cases is included in the Appendix, but Part 2 will summarize
this analysis and the lessons learned that we propose.

Key Technology Management Aspects

‘Though eachofthese technology caseswere transformational for U.S.
‘national security, they had different underlying scientific and economic
conditions, which affected the optimal approach for the U.S. government to
‘manage them. We evaluated each case across five different dimensions:

1. Destructive potential: Using the technology, how much destruction

can weapons cause? How casy is it to demonstrate the destructive
potential? How assuredis the destruction?

2. Cost profile: What resources, and at what price, are required to
develop the technology? What is the marginal costof weapons produc-

tion at scale? Does productionrequire large fixed assets?

3. Complexity Profile; What types of technical expertise are required to
develop the technology? To use it after acquisition? Is this expertise
primarily dependent on formal knowledge (e.g. mathematics) or tacit
knowledge (e.g. manufacturing excellence)?

4. Military/Civil dual-use potential: Does experience with commercial
versions of the technology implyeasytransitions to the military ver-
sion? Do companies that produce in one sphere tend to also produce
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for the other? Do workers with skills from the commercial sector have
relevant sills for the miliary sector?

5. Difficultyofespionage and monitoring: Is it casy for adversaries to
‘monitor the progress of a military development program? Is it easy for
developers to hide their development, or portray it as commercially
intended? Is the technology easily replicated or reverse-engincered?

‘Again, detailed justification for our technology management aspects is
provided in the Appendix. Our summary of the technology profile for each
caseis presented in Table 1:

Table 1: Key Technology Aspects
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Government Technology
Management Approach

In what is admittedly (and necessarily)a partial oversimplification, we have
classified the Us. governments management paradigm for cachofthe four
technologies. Our goal here is to clarify how government viewed the nature
ofthe challenge—especially in its early decades—and characterize what
approach they ultimately took to meet it. A more detailed justification of
our analysis is provided in the Appendix. The four approaches are summa-
rized in Table 2

Table 2: Government Technology Management Approach
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Government Management

Approach “Scorecard”

Next, we evaluate the effectivenessofthe government’ technology man-
agement approach for cachofthe four cases. Our evaluation is based upon
our assessmentof the government’ performance in meeting three key goal:

1 Preserve Us. technological leadership
Underwrite continued military and intelligence capability superiority

2: Support peaceful use of the technology
Help civi/commercial sectors reap benefits of tech. applications

3: Manage catastrophic risks
Prevent and mitigate dangers from accidental and adversarial use

Our detailed justificatons for the scorecard are provided in the Appendix.
Our findings are summarized in Table 3.

Table 3: GovernmentTechnologyManagementApproach Scorecard
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Al Technology Profile: A Worst-case Scenario?

Comparing the technology profileof Al with the prior technology cases,
we find that it has the potential to be a worst-case scenario. Proper pre-
cautions mightaterthis profile in the future, but current trends suggest a
uniquely dificult challenge.

DestructivePotential: High

+ Ata minimum, Al will dramatically augment autonomous weapons
and espionage capabilities and will represent a key aspect of future
military power

+ Speculative but plausible hypotheses suggest that General Al and
especially superintelligence systems pose a potentially existential
threat to humanity” ©

CostProfile:Diverse,butpotentiallylow

+ Developing cutting-edge capabilities in machine learning and Al
can be expensive: many firms are spending billions or hundreds of
millionsofdollars on R&D.

+ However, relatively small teams can leverage open-source code
libraries and COTS or rented hardware to develop powerful capa-
bites for less than $1 millions leaked copies of Al software might
be virtually free.

Complexity Profile:

+ Advancing the stateof the art in Al basic research requires world-
class talent,of which there is avery limited pool.
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«However, applying existing Al research to specific problems can
sometimes be relatively straightforward and accomplished with less
dite talent.

+ Technical expertise required for converting commercially available
Al capabilites into miliary systems is currently high, but this may
decline in the future as Al improves.

Military/CivilDual-UsePotential;High

+ Militaries and commercial businesses are competing for essentially
the exact same talent pool and using highly similar hardware
infrastructure.

+ Some military applications (e.g autonomous weapons) require
additional access to non-Al related expertise to deliver capability.

Dit ’

+ Overlap between commercial and military technology makes it
difficult to distinguish which Al activities are potentially hostile.

+ Fewifany physical markers of Al development exist.

+ Total numberofactors developing and fielding advanced Al sys-
tems will be significantly higher than nuclearor even aerospace.

«Monitors will find it difficult to assess Al aspects ofany autono-
mous weapon system without direct access.
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Lessons Learned

Having provided our observationsofprevious cases, we will now attempt
to summarize lessons learned. Werecognize that there are vast differences

of time, technology, and context between these cases and Al This is our

effort to characterize some lessons which endure nevertheless.

Lesson #1: Radical technology change begets
radical government policy ideas

‘The transformative implications of nuclear weapons technology, com-
bined with the Cold War context, led the U.S. government to consider

some extraordinary policy measures, including but not limited to the
following:

+ Enacted—Giving one individual sole authority to start nuclear war:
“The United States President, as headofgovernment and commander

inchiefof the military, was invested with supreme authority regarding
nuclear weapons*

+ Considered—Internationalizing control of nuclear weapons under
the exclusive authorityof the United Nations ina collective security
arrangement”

«+ Enacted—Voluntarily sharing atomic weapons technology with allics
(which occurred) and adversaries including the Soviet Union (which

didnot)

+ Considered—Atomic annihilation: Pre-emptive and/or retaliatory
atomic annihilation ofadversaries, which could have resulted in mil-

tions or even billions ofdeaths?
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+ Enacted—Voluntarily restricting development in arms control
frameworks to ban certain classes of nuclear weapons and certain
classesof nuclear tests

“The world has lived with some of these policies for seven decades, so the
true extent of their radicalism (at the time they were first considered) is
hard to convey. The first example is perhaps the easiest, because it required
passage of the Presidential Succession Actof 1947, which laid the founda-
tion for the 25 Amendment to the United States Constitution. Though
there were other proximate causes for the 25 Amendment, such as the
assassinationof President Kennedy, itis onlya mild stretch to say that the
invention of nuclear weapons was so significant that it led to a change in
the United States Constitution.

‘Though nuclear weapons clearly resulted in the most radical policy pro-
posals, the other cases also led to significant changes. For instance, the
Department of Defense ultimately created a ful armed service to make use

of aerospace technology, the organization now called the US. Air Force.
Cyber challenges led to the creation of Us. Cyber Command. These were
significant changes, though time has made them familia.

It remains unclear what the full impact of Al technology on national security
will be, and how fast it will arrive. So far, we have argued that it is highly
likely to be a transformative military technology. Some, such as Nick Bos-
trom, believe that the recursive improvement property of Al has the potential
tocreateasuperintelligence that might lead to the extinctionofthe entire
human species. If continued rapidprogress in Al leads some governments
to share Bostrom’ view, they may consider policiesas truly radicalasthose
considered in the early decadesofnuclear weapons. The bigger and more
visible the impactsof Al become (andwe argue the impacts are likely to be
increasingly large and obvious over time) the more policymakers will feel
justified in making extreme departures from existing policy:

Lesson #2: Arms races are sometimes
unavoidable, but they can be managed
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Fears ofaerial bombing led to an international treaty banning the use of
Weaponized aircraft, but voluntary restraint was quickly abandoned and
did not stopairwar in WWI.

In 1899, diplomats from the worlds leading military powers convened in
‘The Hague fora peace conference. Oneofthe more interesting outcomes
of the conference was a five-year moratorium on all offensive military uses
of aircraft Though the intention was to later make the ban permanent, it
was abandoned at the second Hague conference of 1907 once countries saw
the irresistible potentialof aerial warfare. Accordingly, all the great powers
began constructing and planning for the useofaircraft bombers= In 1910,
the combined military air flectsof the European great powers contained 50
airplanes. By 1914, the number reached 700. When World WarI broke
out, the only real limitation on the use ofmilitaryair power was technology:
the primitive airplanes had limited range and bomb-carrying capacity. Still,
every European belligerent’ capital, save Rome, was bombed from the air

‘The applications of Al to warfare and espionage are likely to be as
irresistible as aircraft. Preventing expanded military use of Al is likely
impossible.

Aerospace technology ultimately became nearly synonymous with military
power, and it seems likely that applicationsofAl will ultimately go the
same route. Just as businesses are choosing machine learning because:
competitively they have no choice, so too will militaries and intelligence
agencies feel pressure to expand the use of military Al applications.
Michael Rogers, head of the United States National Security Agency and
Cyber Command, agrees: “It is not the ‘if’ Itsonly the ‘when’ to me. This is
coming? That senseof inevitability derives not only from how useful Al
is already proving to be, but also from the belief that current applications
have only scratched the surfaceofwhat capabilitiesare likely to come.

‘Though outright bansof Al applications in the national security sector
are unrealistic, the more modest goal of safe and effective technology
‘management must be pursued.
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“The banofaircraft fell apart, but the United States, its alles, and even its
adversaries did develop a framework that sought to limit the risksof aerospace:
technology: Though many details will remain unclear until the technology is
more mature, eventually the United States and other actors will have to develop.
a regime that limits the riskof military Al technology proliferation.

Lesson #3: Government must both promote
and restrain commercial activity

Failure to recognize the inherent dual-use natureof technology can cost
lives, as the example of the Rolls-Royce Nene jet engine shows.

After World War II, the United States recognized that facilitating economic
‘growthofthe commercial aerospace industry and maintaining military
secrecy were often at odds. For instance, the United Kingdom had superior
jet engine technology at the endof World War 11 but faced significant
financial challenges. The British engine manufacturers, seeking export rev-
enues, sold 25 of their “commercial” Rolls-Royce Nene Jet Engines to the
Soviet Union, which promptly reverse-engineered the Nene engines and
designed their MiG-15 fighter around it. The highly effective MiG-15 went
on to dominate the skies in the Korean War: Experiences such as those of
the Nene taught the United States that breakthroughs in aerospace tech-
nology sometimes had to be kept secret and in the hands of the defense:
sector. The government expanded its classification and clearance process
to include significant numbers of the civilian aerospace workforce, and
restrictions were placed on the abilityof aerospace companies to sell their
technology domestically and especially abroad.

Having the largest and most advanced digital technology industry is an
enormous advantage for the United States, but reconciling commercial
and national security interests will remain a challenge.

‘When the United States government set out to regulate the aerospace
industry, it did so from a positionof extreme strength. The government
customer represented a significant majority of total aircraft sales, and the
‘government funded most aerospace R&D, Likewise, as one of us wrote
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regarding the nuclear situation: “When nuclear weapons were invented, the
best scientists worked for governments, the most advanced technology was
possessed exclusively by governments, and governments provided the bulk
ofscientific research and development funding. That world is so far gone as
to be almost unrecognizable”

“The situation for Al will be very different, both because the government is not
nearly as large a customer for Al companies and because mostofthe leading
researchers in the field do not work for government. As the White House
report on Al points out, the entire US. government spent roughly $1.1 billion
on unclassified Al research and development in 2015, while annual US. gov-
ernment spending on mathematics and computer science R&D is $3 billion *
There are multiple Silicon Valley and Chinese companies who each spend
‘moreannually on Al R&D than the entire United States government does on
R&D for all ofmathematics and computerscience combined

“To make matters more difficult, the relationship between the US. govern-
‘ment and the digital technology industry is currently strained, especially
in the wakeof the Edward Snowden incident and the statements of some
political leaders about technology and the techindustry. Google's Deep-
Mind, seen by many as the world leader in cutting-edge Al research and
development, hasa strong stance against the military or surveillance use of
Al technology. Upon Google's acquisition of DeepMind, the two organiza
tions agreed that Google would prohibit the use of DeepMinds technology
for military and government surveillance purposes. When Google
acquired Boston Dynamics and Schaft—two leading robotics research and.
development firms that received a significant portion of their funding from
DDARPA—Google stated that the firms would no longer pursue new mili-
tary and intelligence contracts."

Google is in fact more cooperative with the national security community
than many leading technology companies. Eric Schmidt, the Executive
ChairmanofGoogle's parent company Alphabet, also serves as Chairman
ofthe Department of Defense Innovation Board. That even Google has
significant restrictions on its cooperation with the DepartmentofDefense:
shows just how tough the current situation is. Though leading digital
technology companies are, for the most part, headquartered in the United
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States, they are operating in global markets, with customers, suppliers, and
partners all over the world

Whereas the government regulated the nuclear and aerospace industries
from the positionofmost valuable customerand trusted partner, the rela-
tionship between the government and some leading Al research institutions
is fraught with tension. Fortunately; the same concern applies in the cyberse-
curity domain, and the United States government has nevertheless been able
to builda significant lead in the offensive military and espionage applications
of that area. In no small part, this success is due to decadesof US. govern-
‘ment supportof the computing and internet industries while they were in
their comparative infancy. Nevertheless, the tensions between commercial
and government interests in Al will remain a challenge for policymakers,
who must effectively support the interestsofboth constituencies.

Lesson #4: Government must fomalize
goals for safety and provide resources

In each of the four cases, national security policymakers faced tradeoffs
between safety and performance, but the government was more likely to
respond appropriately to some risks than to others.

‘The current Command and Control and safety systems used for each of
the four cases took decades to emerge. This in and of itself is not worri-
some. What is worrisome is the often very long times between thorough
identificationof a risk factor and the implementation ofa solution. In the
caseof nuclear weapons, many safety measures that are today considered
essential were not implemented fora decade or more after the solution
was identified." The institutions responsible for safety repeatedly failed to
implement needed safety measures due to cost concerns, biases towards
functional reliability (assured destructionof the target) over safety reliabil-
ity, and bureaucratic infighting.

After surveying the record of nuclear close calls, we agree with former
Secretary of Defense Robert McNamara that the absence ofa catastrophic
nuclear weapons accident can be attributed to luck atleast as much as a
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reflectionofwell-designed technological and procedural safeguards.’ In
an interview with Errol Morris, McNamara stated “I want to say—and this
is very important—at the end, we lucked out. It was luck that prevented
nuclear war” The same can be said for the absence ofa major cyberattack
on United States critical infrastructure. Most cybersecurity experts feel
these systems are not actually secure from attack and so the absence ofa
‘major attack on one has more to do with the successofUS. deterrence
(and some luck) than it does with appropriate attention and resources
being devoted to cyber defense and safety.

Notall communities made this same mistake. The US. nuclear submarine
community never lost a sub for nuclear technology-related reasons. The
aerospace sector likewise managed to achieve continuous and rapid capa-
bility improvement while at the same time delivering consistent progress
on safety—in both the military and commercial domains.

Across all cases, safety outcomes improved when the government created
formal organizations tasked with improving the safetyoftheir respec-
tive technology domains and appropriated the needed resources. These:
resources include not only funding and materials, but talented human
capital as well as the authority and access to win bureaucratic fights. The
nuclear weapons safety department at Sandia, the Federal Aviation Admin-
istration, the Center for Disease Control and Prevention, are all examples
oforganizations that put safety at the centeroftheirmission, and safety
outcomes improved as a result.

As the United States embarks upon the Third Offset and looks to regulate
expanded useof Al in the commercial and civilian government sector, it
should consider standing up formal research and development organiza-
tions tasked with investigating AI safety across the entire government and
commercial Al portfolio.
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Lesson #5: As a technology changes, so
does the United States’ national interest

‘The declining cost and complexityof bioweapons led the United States
to change their bioweapons strategy from aggressive development to
voluntary restraint.

Based on its own experience, the United States initially believed effective
bioweapons were likely to be expensive, complicated and therefore only
available to powerful states. During WWII, the United States spent $400
‘million in 1945-dollars ($5.4 billion in 2017-dollars) on bioweapons,
roughly one-fifth what was spent on the Manhattan project." Mostof this
funding went to R&D, since developing mass-production, storage, and
effective dispersal methods proved technologically difficult. Biological
weapons were scen to have significantly greater destructive capability
per cost than chemical or conventional weapons,® but bioweapons were
perceived as only being available to the United States and other powerful
nation-states. The Us. pursued security through aggressive bioweapons
development to underwrite effective deterrence.

By the late 1960s, however, technological progress raised the possibility
that bioweapons could become comparable in destructive potential
10 nuclear weapons and could become available to weaker states that
lacked the wealth and technological sophistication of nuclear weapons.
Bioweapons had the potential to become “a poor man's nuke” with an
offense-dominant profile. The United States accordingly realized that its
primary bioweapons threat was likely to come from unstable small states
against which deterrence might not provide sufficient security. In order to
shape global norms and arms control frameworks against bioweapons, the
United States took the unprecedented stepofunilaterally renouncing an
entire category of weapons.

As the bioweapons case illustrates, the United States has a strategic
interest in shaping the cost, complexity; and offense/defense balance
profilesof strategic technologies.
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‘The 1969 National Security Council position paper on biological weapons
by Matthew Meselson concluded that “our major interest is to keep other
nations from acquiring them.” Improvements in technology that increased
the destructive potential ofbioweapons while reducing their cost could not
strengthen the United States’ deterrent, which was already well supported by
nuclear and conventional armaments, but it might give weak sates or terror-
ists theability to deter actions by the United States. Equally important, such
actors might harm the United States unintentionally through contagious
outbreaks. The UnitedStatesunilaterally disarmed because it determined its
primary interest to be in opposing the proliferationofbiological weapons

“The broader pointi that the United States has a strategic interest in the
attributesofdominant military technologies: since the United States
has a much larger economy and is much richer than its adversaries, it is
betteroffifthe most usefulmilitary intelligence technologies are complex
and expensive, so that only it and a minimal numberofpeers can afford
them. The United States is also better offifthe performance gap between
expensive, stateof the art systems and cheaper/older alternatives is very
large and would take a long time and considerable resources to close the
performance gap.

As the caseof stealth aircraft shows, strategic investments can some-
times allow the United States to affect the offense/defense balance in a
field and build a long-lasting technological edge.

Consider the caseofstealth aircraft. During one 18-day periodofthe 1973
Yom Kippur War, Soviet-made Surface-to-Air-Missile (SAM) batteries
shot down 109 Isracl miliary aircraft. Since the Isracli Air Force used the
‘most advanced US.-made aircraf and electronics, the US. military quickly
determined that Soviet ar defense capabilities were capableof decimating
US./NATO offensive fighters and bombers The United States then began a
research and development program that ultimately resulted in the creation of
stealth aircraft technology. With the introductionofthe F-117 nighthawk in
1981, stealth tipped the balance back in favorofthe United States offensive
capabilites. Perhaps most shocking in this story; severalof the key under-
ing scientific breakthroughs that enabled stealth technology originated in
1962 in the Soviet Union with research by Petr Ufimtsev;a physicist at the
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Moscow Institute for Radio Engineering. English translations of Ufimtsevs
work were not available uniil 1971. Despite having a nine-year head start,
and later an aggressive effort to replicate US. advances," the Soviet Union
never successfully fielded stealth aircraft or developed radars that could
reliably detect US. stealth aircraft. If the United States had never come across.
Ufimtsev’s breakthrough work, itis possible that the inital invention of
stealth aircraft might not have occurred until decades later

‘The United States should consider how it can shape the technological
profile of military and intelligence applications of AL

‘We haveargued that the technological profileofAl has the potential to
bea worst-case scenario from a technology-management perspective.
However, while we view this as the most likely outcome, itis not an inevi-
table one. There is much the United States could do to make the situation
better or worse. As just one example, the Department of Defense Strategic
Capabilities Officeis currently developing autonomous swarmsof arial
‘micro-drones.™ As the United States pursues this sort ofmilitary Al
research, it should ask whether this is likely to result in acapabilitythat
produces a sustainable military advantage for the United States or whether
itis likely to accelerate theacquisitionofsimilar capabilities by other
countries. Given that aerial micro-drone swarms are also being evaluated
by commercial and academic researchers, it may be that whatever advances
this program produces can be easilyreplicated and that the United States
is spending money that will ultimately accelerate a technological state of
affairs that is worse than the current one. OF course, the program may
also result in a breakthrough technological edge that is as decisive and
long-lasting as stealth aircraft proved to be.
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Part 3: Recommendations for
Artificial Intelligence and
National Security

Preserving U.S. Technological Leadership

DoD should conduct Al-focused war games to
identify potential disruptive military innovations.

‘Background: Disruptive innovation theory

Clay Christensen, a professor at Harvard Business School, has char-

acterized two different typesofinnovation: sustaining and disruptive.

Sustaining innovation is where the locusof competition is on “making
better products that can be sold for more money to attractive customers."

In sustaining innovation competitions, the existing market leaders usually
prevail. Disruptive innovation occurs when “the challenge is to commer-

cializeasimpler, more convenient product that sells for less money and

appeals to a new or unattractive customer set” In disruptive innovation,
new competitors are likely to beat the incumbents. The disruptive and sus-

taining innovation pattern has been documented hundreds of times."

Disruptive innovation theory applies to military domains.

Dr. Gautam Mukunda has observed that these disruptive innovation

dynamics also occur in the military sphere,” and we believe that they
are likely to take place in the caseofAL The United States, as the world's
current leading military power, is analogous to the market incumbent:
it competes through sustaining innovation, leveraging and improving

the extraordinary military capabilities that it already possesses. Other

countries and non-state actors—with smaller miliary budgets and les
advanced technology—are analogous to the new competitors. They
‘must consider how to innovate with far fewer existing advantages. The
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improvised explosive device (IED) isa classic example ofadisruptive
‘military innovation. IEDs significantly increased the threat posed by
insurgent groups in Iraq, even though they were significantly inferior to
US. military technology.

Advances in Al will enable new, disruptive innovations for military
power.

“To the United States, $1,000 quadcopter drone mightappear completely useless
since its performance in nearly every sustaining categoryis inferioro that of
existingmilitaryaircraft. Toasmall-power military or non-state ator, however,
the drone might appearasan affordable means for acquiring desirable capabil
ities that are otherwise too expensive, including reconnaissanceor long-range
deliveryofexplosives. As drones and other Al-related capabilities grow in capa-

bility and fall in price, thenumberofdisruptive opportunitieswill increase.

Recommendation: The Department of Defense should fund war-gaming
and red-teamcreative thinking exercises designed to identify how advances
in Al might lead to disruptive military innovations that will threaten USS.
‘military advantages. Specifically, the United States should attempt to iden-
tify how Al-enabled capabilities might be useful to different typesofactors:
powerful nation-states, middle powers, and non-state actors. Once identi-
fied, DoD can develop investment strategies to counteract these threats and
‘maintain the United States’ military leaership.

DoD should fund diverse, long-term-focused
strategic analyses on Al technology and its
implications.

Beyond military war-games, the United States needs prolonged strategic
thinking on Al and its implications, like the role the RAND Corpora-
tion played in assessing nuclear weapons strategy.

‘While this study draws heavily upon history for inspiration, there is much
about Al technology that is unique and unprecedented. Determining the
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correct path forward wil require “war-games” not only for military strategy,
butalso for more complex policy decisions that involve economic, legal, cul-
tural, and technological considerations. Evaluating plausible scenarios, their
desirability, and what the optimal response is willrequire sustained, long-
term strategic analysesofAl technology and its implications. We feel that the
role played by the RAND Corporation for nuclear strategy during the Cold
War isa useful comparison in this regard. RANDSstaff included hundreds
of leading scientists, engineers, academics, and former practitioners. These
individuals were trusted with sensitive information critical to understanding
the nuclear problem, but they remained separate and independent from the
government agencies that they advised. They could also serve asan indepen-
dent voice challenging the conventional wisdom and giving asecond opinion
before Congress and the executive branch.

Simply put, the US. government needs something like a RAND Corpo-
ration for AL The amountofstrategic thinking needed on this topic is
immense. Ofcourse, the Typesofquestions that demand substantive eval-
uation include, but are not limited to the following:

Mandatory IARPA Research Proposal Questions

+ Whatis the first-mover advantage in developing Al technologies? Can
fast-followers effectively compete?

+ What commercial Al technologies are military “dual-use’?

+ What investments in R&D could affect the offense/defense balance for
military and intelligence Al applications? And what balance should the
United States prefer in variousmilitary and intelligence domains

+ What Al investments would likely extend the advantagesofpowerful
states, as opposed to weak states or non-state actors?

+ How will the growthof artificial intelligence capabilites affect the
international balance ofeconomic power?

+ When might artificial general intelligence happen? How could the
United States know when technology is getting close to general AI?
How can the United States effectively plan for or try to affect how it
happens?
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DoD should prioritize Al R&D spending on areas that
can provide sustainable advantages and mitigate
key risks.

Alhas the potential to enable many new types of low-cost, high-impact
‘military technologies. Someof these may make DoD's current invest-
‘ments unattractive.

‘Though the development timelineofmany specific Al capabilites is
unclear, Al has the potential to bea transformative military technology.
Some of these future, Al-enabled capabilities will change the relative attrac-
tiveness of procurement and sustainment investments that the Department
of Defense plans to make. For instance, the spending justification for some
aircraft and naval platforms assumes that they will still have useful military
capabilites decades hence. The amountof progress Al technology is poised
to make over the next 10-20 years should lead the Department of Defense
to revisit those assumptions.Ifswarms of autonomous, long-range, and
low-cost kamikaze drones become available, for example, aircraft carriers
as we know them may no longer be relevant to the conflictsofthe future
Ifthe United States has a strategic interest in extending the aircraft carrier's
military superiority for as long as possible, then it should be investing
aggressively in technologies to defend against the threatofdrone swarms.
Moreover, it should limit spending on any technologies that threaten
existing military advantages and that —oncedemonstrated —will be easily
replicated by potential US. adversaries. Some military Al technologies that
the United States develops may ultimately be more beneficial to its adver-
saries than toitselfand its allies.

However, it may also be the case thatby investing to extend the relevance
ofthe United States” existing advantages, it is merely wasting time and
resources to fight inevitable technological progress in AL Doing so may
allow the United States pacing competitors to move first in developing and
fielding disruptive technologies and to reduce the amount of time that the
United States has in which to develop an effective change in approach.

ior Conte for Science ad terion Ake nc ressy Src 61



Determining whichofthese situations is the case and whati the optimal
investmentportfoliowillbe difficult and require constant reassessing
as technology evolves. One of the key ways that a country expresses
its strategy in peacetime is through choicesofbuying and researching
weapons systems. As the Department of Defense develops its military and
intelligence Al research agenda, it should consider what typesofstrategic
outcomes it is seeking and how to avoid counterproductive “racesto the
bottom? When evaluating research proposals, IARPA requires applicants
to answera seriesof questions, which are highly relevant to the sorts
of questions that the United States should consider across its Al R&D
portfolio:

+ Whatis your estimate for how long it would take a major nation com-
petitor to weaponize this technology after they learn about it?

+ Whatisyour estimate for how long it would take a non-state terrorist
‘group with resources like thoseof Al-Qaeda in the first decade ofthis
century?

«Ifthe technology is leaked, stolen, or copied, would we regret having
developed it?

+ How could the program be misinterpreted by foreign intelligence? Do
youhave any suggestions for reducing that risk?

+ Can we develop defensive capabilites before offensive ones?

+ Can the technology be made less prone to thefi, replication and mass
production? What intrinsic design features could create barriers to
entry?

+ What red-team activities couldhelpanswer these questions? Whose
red team opinion would you particularly respect?
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The U.S. defense and intel communities should
invest in “counter-Al” capabilities for both offense
and defense.

Machine learning-based systems* have different strengths and weak-
nesses from traditional software development.

In traditional software development, programs are hand-coded asa long
seriesof sequentially executed instructions. Machine learning s different
Ina sense, the computer programsitselfby applying an algorithm to a set
oftraining data examples. With this different paradigm come different
strengths, including a superior ability to analyze unstructured sensor data,
and different weaknesses, including unpredictable behavior in response to
data not found in the training data set.

Researchers have only just begun to explore the vulnerabilities and
potentially exploitable aspects of machine learning-based systems,
so-called “counter-AL”

Recent research has made progress in identifying what sort of predictable
and exploitable vulnerabilities exist within a machine learning system. For
example, researchers at the UniversityofWyoming and Cornell University
have demonstrated that adversaries with access to the training dataofan
image classification machine learning algorithm can apply transformations
to any image that will cause the algorithm to predictably misclassify the
result.” This fieldof “counter-AI” isin ts infancy but will take on increas-
ing importance going forward.

‘The United States defense and intel communities should seck a leading
position in “counter-AI” capabilities.

Machine learning is likely to be incorporated into a large and diverse set
ofsystems over the coming decade. Much as the United States developed
aleading capability in offensive cyber operations in the early daysofthe
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internet, it must now invest to develop capabilites that exploit vulnerabil-
ities in anadversary’s machine learning systems. At the same time, it must
invest to secure ts own systems against these same types of threats. Given
the carly stage of this research, itis probably best supported through grant-
based funding for academic institutions, but eventually research will need
tobe moved into the classified community.

Supporting Peaceful Use of Al Technology

DARPA, IARPA, the Office of Naval Research, and
the National Science Foundation should be given
increased funding for Al-related basic research.

Skilled researchers with expertise in Al are in high demand. Many are leav-
ing academia for significantly higher salaries within the private sector. For
instance, in 2015 a single company, Uber, hired4 faculty and 35 technical

staff away from Carnegie Mellon University’s Robotics Institute, partofthe
School of Computer Science, in one swoop. “Hor to retain people who are
worth tens of millionsof dollars to other organizations is causing my few
remaining hairs to fall out” said department head Andrew Moore."

“Thistrend runs the risk that talent and information on cutting-edge Al
research will be locked up by proprietary enterprises who do not view the
national security community as a significant potential customer. Perhaps
worse, poaching academic talent runs the risk ofeating the Al “seed corn”
ofinstructors who are desperately needed to train a much larger Al work-
force and causing the publicly funded research community to fall behind
the corporate sector.

“To combatthese trends, the UsS. government should increase funding for
basic Al research at universities to ensure there are many more exciting and
well-funded projects for instructors and students alike to collaborate on.
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DoD should release a Request for Information (RFI)
on Dual-Use Al Capabilities.

Asa General-Purpose Technology, Al will affect many areas of the
commercial and military sectors. DoD should seek to determine
what All-capabilities (ifany) are inherently military or inherently
commercial.

Alisa broad field covering many areas. Someof these areas, such as the
incorporationofAl into autonomous weapons, are likely to be inherently
‘military in nature, while others are likely to be either dual-use or inher-
ently commercial. Since the commercial sector also has security needs,
these distinctions are not easily resolvable. By releasing an RFI and holding
hearings through the Defense Innovation Board, DoD should seck clar-
ity on these distinctions. A greater understandingofwhich aspects are
inherently military or have relatively few civilian uses can then be used to
inform future regulations on sensitive AI technology. This would assist the
US. national security community inthreading the needle between preserv-
ing military superiority and supporting the peaceful and commercial use of
Al technology.

in-Q-Tel should be given additional resources
to promote collaboration between the national
security community and the commercial Al industry.

In-Q-Tel is a not-for-profit venture capital firm that invests in tech-
nology companies to promote links between these companies and the
national security community

In-Q-Tel has a proud history of making venture capital investments in
companies that later go on both to make significant contributions in
national security and to find success in the private sector. Though ts full
budget is not public, public estimatesof In-Q-Tel’s annual budget are in the
rangeof$120million." This isadrop in the bucket compared to the more
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than $75 billion of annual venture capital funding that occurs in the United
States.™ Venturecapital is an increasingly important source of US. R&D
funding for groundbreaking technological areas such as AL Given that
US. Government Defense and Intelligence spending is more than 3.5% of
GDP, In-Q-Tel should comprise more than 0.0016%ofannual US. venture
capital investment.

‘These investments should go toward firms interested in pursuing both
commercial and national security customers.

Most experts in the field believe that leading Al companies are primarily
and in many cases exclusively serving commercial, non-defense custom
ers. Itis unrealistic to believe that the national security community will
bea primary sourceofrevenue for mostofthese firms. Where possible,
the government should seek to ensure that promising startups are also
pursuing relevant opportunities in the government space. These venture
investments should therefore include companies whose primary market
orientation is commercial, so long as they also have the strong potential to
contribute to the government mission.
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Mitigating Catastrophic Rsk

The National Security Council, the Defense
Department, and the State Department should
study what Al applications, if any, the United States
should seek to restrict with treaties.

‘While its highly unlikely that all military and intelligence applications
of Al could be restricted via treaty; there may be certain Al applications
that powerful states can agree to not develop and deploy.

Arms control treaties are difficult and imperfect instrument, but they have
been helpful in reducing the risks posed by miliary technologies. Treaties
limiting nuclear testing, banning developmentofcertain classes of nuclear
weapons, and banningof biological weapons use and development al played
asignificant role in reducing risk. The future applications of Al are uncertain,
but even now there may be arcas where treaties can be helpful in mitigating
future risk. For instance, states can hopefully all agree that entrusting strate-
gic nuclear weapons to the controlofAl "dead mans switches” would run a
tremendous and highly unjustified risk. The current moment, in which the
competitive pressures to develop military Al systems are more distant, i the
proper time to consider what capabilites the Us. should seck to restrict or
ban via treaty. The United States should also establisha government-wide
policy on autonomous weapons systems that can harmonize policy across
‘military and intelligence agencies and also be incorporated into the United
States’ stance in diplomatic discussions about AL

DoD and the Intelligence Community should
establish dedicated Al-safety organizations.

“The National Artificial Intelligence Research and Development Strategic Plan
established a strong agenda for research into Al-safety, covering improving
explainabiliy and transparency; building trust, and enhancing verification
and validation." These are the right priorities, but it is a separate task to
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ensure that research findings on Al safety are effectively incorporated into
the plans, systems, and activites of the national security community. As
the experience with nuclear weapons shows, establishing dedicated safety
organizations is critical to ensuring that safety is given its due against
the sometimes (though less often than is argued) competing interest of
performance.

Establishing formal Al-safety organizations at DoD and the relevant Intel-
ligence agencies would serve three purposes. Firs, these organizations can
serveas a shared resource for learning about best practices and the latest
research on Al-safety. Second, they can serve as a championofsafetyas
a priority in bureaucratic politics. Third, they could serve as an effective
point of interface with private, outside groups.

DARPA should fund research on fail-safe and
safety-for-performance technology for Al-systems.

One difference between the U.S. nuclear submarine community, which
had a spotless nuclear safety record, and the US. nuclear weapons pro-
gram, which did not, is that safety is an inherent requirementforhigh
performance on a nuclear submarine. Ifa nuclear submarine is a danger
tots crew or itself, it is significantly less likely to achieve its mission. With
nuclear weapons, some safety measures might decrease the chance of
mission success if they make it more likely that the bomb will fal to deto-
nate during an attack. This justification was used successfully for decades
by Strategic Air Command leadership to refuse the introduction of even
commonsense safety measures such as placing a combination lock on each
weapon.

Applying the lesson of the remarkable safety recordof the nuclear subma-
rine community to Al DoD should fund DARPA to investigate approaches
and technologies that can simultaneously increase safety and performance
in the development and fieldingof Al-cnabled systems. The goalshouldbe
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to give future developersa strong, performance-based incentive to pursue
safety, rather than merely directives and requirements to do so.

NIST and the NSA should explore
options for countering Al-enabled forgery.

Al-enabled forgery will challenge Command and Control organizations
and increase the threat of social engineering hacks for all organizations.

See Part1 fora full explanation

‘The National Institute of Standards and Technology (NIST) and the
National Security Agency (NSA) should explore technology options for
limiting the effectiveness of Al-enabled video and audio forgery.

Just as there are some (admittedly imperfect) technological solutions that
attempt to prevent image software like Photoshop from being used to
counterfeit money; theremaybe technologicalsolutions that can mitigate
the worst impacts of Al-enabled forgery. For instance, cameras could be
designed that would hash encrypted video files in a block chain. This would
not prevent later editing and forgery, but it would allow definitive, cryp-
tographically secured evidence that a given version ofa video or audio file
existed ata given date. Though lay people would stil struggle to know the
truth, this might allow sophisticated investigators to definitively confirm that
atleast some versions were edited, since their hash date would be later than
the original. This is but one potential research avenue to limit the impact of
Al-enabled forgery: There may be significantly better alternatives discovered
later. Regardless, the worst-case scenarios for widely available audio and
video forging technology indicates that both technical and regulatory options
shouldbeexplored. While NIST and the NSA ar the best leads for this type
ofactivity, it may make sense to support research through other organiza-
tions such as the National Science Foundation and DARPA.
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Conclusion

‘We stand at an inflection point in technology. The paceofchange for
Artificial Intelligence is advancing much faster than experts had predicted.
‘These advances will bring profound benefits to humanity as Al systems
help tackle tough problems in medicine, the environment and many other
areas. However, this progress also entails risks. The implicationsofAl for
‘national security become more profound with cach passing year. In this
project,we have sought to characterize just how extensive these implica-
tions are likely to be in coming years.

‘We find that Al is likely to display some,if not all,ofthe most challenging
aspects ofpriortransformative military technologies. In examining how
‘national security policymakers responded to these prior technologies we
agree with Scott Sagan, who pointed out that our forebears performed
worse than we had known but better perhaps than we should hae
expected. The challenges they faced were tremendous.

Unfortunately, Al has the potential to be every bit as fraught with risk
as these prior cases, perhaps more so given the speedof technological
progress and the more complicated relationship between government
and industry in the current era. Though we are encouraged by the bevy
ofhigh-quality AIreports that have been released in the past few years,
we find that they are somewhat hampered by conservatism. In this work,
wesought to honestly characterize the Al revolution as revolutionary, not
‘merely different. The government will need to be ambitious to respond
effectively.
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Appendix:
Transformative National Security
Technology Case Studies

Case Study #1: Nuclear Technology

History

‘The conceptofnuclear-powered superweapons that would transform

warfare was discussed by scientific and political elites for decades prior
to the weapons’ creation.

The possibilityofusing radioactive material to produce super-powerful
‘bombs was raised inpopularscience fiction as earlyas 1914. That year,

H.G. Wells’ novel The World Set Free described “atomic bombs” made from

uranium dropped from planes that “would continue to explode indefi-

nitely” thereby destroying whole cities in a world war to come." Wells was
friends with manyofthe preeminent scientists and politiciansof the day,

including Winston Churchill, and his idea was well known among elite

scientific and political circles.’

Starting in 1939, the United States government committed extraordi-
‘nary financial, organizational, and human resources to nuclear weapons
research and production.

The possibilityofa technology capableof winning the war for whichever
country developed it first was enough to justify unprecedented expense.
After getting fully underway in 1942, the Manhattan Project’ three-year
costof$2 billion (in 1940's dollars) comprised nearly 1% of 1945 US.

GDP. The government enlisted many of the worlds leading scientists,
engineers, and mathematicians, both American and foreign, for the Man-

hattan project.



Extraordinary levelsof spending and commitment ofnational resources
to nuclear technology continued for many decades afterward. From
1947-1952, spending on nuclear weapons averaged 30%oftotal defense
spending, which in 1952 was 15% of US. GDP From 1940 to 1996,
11% of total government spending was related to nuclear weapons.

Table 4. U.S. Government Spending by Function, 1940-96
Billions
559

Nuclear Weapons and Infrastructure $5.821.0
Building the bomb 34004
Deploying the bomb $32010
Targeting and controling the bomb $8311
Defending against the bomb $9372
Dismantling the bomb $311
Nuclear waste management and environmental remediation $3651
Victims of U.S. nuclear weapons s21
Nuclear secrecy $31
Congressional oversightof nuclear weapons programs $09

Non-Nuclear National Defense $13.213.0

All Other Government $32,523.0

Total National defense $190340
% Nuclear 31%

Total Government Spending $51.5570
% Nuclear 1%
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Nuclear weapons were immediately and widely seen as a game-changing
technology, and the U.S. national security community transformed to
adjust to the implications.

After WWIL the United States continued to devote ever-increasing
resources to nuclear weapons. By 1948, the US. had enough parts for 56
atom bombs. By 1950, that figure had increased to 300. In 1967 the size
ofthe US. nuclear arsenal peaked at 31,255 nuclear warheads. ™

In 1952, the United States tested its first nuclear fusiondevice which, like
the fission bomb, was the result ofa crash research and development effort
personally approved by the US. President. Nuclear weapons were the
central basisofmilitary power for the Truman and Eisenhower presiden-
cies, which dramatically reduced the sizeofconventional military forces
in favor of nuclear-capable bombers, artillery, and other weapons. The
Department of Defense under both Presidents developed war plans that
called for extensive useof nuclear weapons.

Key Technology Aspects

Destructivepotential;Veryhigh

‘The destructive power of nuclear weapons is immense, assured, and
easily demonstrated. Skeptical adversaries rely on intelligence and analysis
ofperformance in exercises and hostile engagements to accurately assess
of an adversary’s conventional military capability. With nuclear weapons,
however, the destructive capability from even a single weapon test is
both immense and obvious, a the fission bomb attacks on Hiroshima
and Nagasaki—bombs a thousand times less powerful than later fusion
bombs—proved.
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Developing nuclear weapons required a significant portionoftotal gov-
ernment financial capacity of the first five nuclear weapons states and
remains expensive today.

As mentioned above, the United States spentasignificant portion of its
total government budget on nuclear weapons. Though limited data is
available, estimates from academicsand intelligence agencies suggest that
the financial burdenofdeveloping nuclear weapons was even greater for
the Soviet Union (despite having gathered helpful espionage from the
United States) and for China." In more recent decades, both Iraq™ and
North Korea'™ are each estimated to have spent billions to develop atomic
weapons.

Techni 8 i

Development of nuclear technology requires advanced scientific and
engineering knowledge.

Lackof availability of weapons-grade material and the expertise on how to
refine uranium ore into weapons-grade nuclear fuel are the most important
barriers to nuclear proliferation. In the early stages, developmentofnuclear
fuel manufacturing required the involvementofmany of the worlds fore-
‘most scientists and engineers. In 1964, China, whose scientists lacked deep
expertise in underlying technologies, nevertheless succeeded in testing
a nuclear weapon, but they might not have been able to do so without
having received critical technical assistance from the Soviet Union from
1955-1959.

‘Today the developmentof the lowest-tech, lowest-yield nuclear bombs is
within the technical capabilityofmany states.
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Nuclear technology has important civilian and commercial applications
in energy and medicine, but both carry significant risksof nuclear
proliferation.

In the United States, 20 percent of electricity is generated from nuclear
power plants. Some countries rely on nuclear for significantly more
Nuclear powerfacilities are either government controlled or heavily regu-
lated due to the risks of nuclear accident, terrorism, and due to the use of
nuclear energy technology in weapons development.

Radioactive nuclear materials have important medical applications in
thediagnosis and treatmentofdiseases, especially cancer. Manyofthese
nuclear medicine applications and technologies were invented by govern-
‘ment scientists at laboratories that also conducted nuclear weapons R&D.
Radiopharmaceuticals are frequently produced using weapons-grade ura-
nium, and the production of radiopharmaceuticals could be a significant
sourceof nuclear terrorism and nuclear proliferation risk.”

DifficultyofEspionageandMonitoring:Moderate

Shortly after the original developmentof nuclear technology, advances
in aerospace reconnaissance and radioactive tracing made nuclear mon-
itoring generally effective.

“Thanks to aircraft and satelite overflights, combined with human intel-
ligence and Signals Intelligence (SIGINT), the US. and its allies detected
every nuclear weapons program before completionofdevelopment. How-
ever, in some cases, facilities were under construction or even operational
for years before they were detected.=
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Government Management Approach

‘The U.S. government responded aggressively to the challenges presented
by nuclear technology, creating new civilian and military agencies,
forming extensive partnerships with the private and non-profit sectors,
and devoting tremendous resources.

Immediately following the Manhattan Project, those organizations created
to enable it were made permanent and were augmented by many new
ones comprising what would later become todays Department of Energy.
National laboratories were transferred from military to civilian control
under the newly formed Atomic Energy Commission, which was given
significant authority to regulate the entire nuclear domain. These labs
were government-owned but were run in partnerships with academia and
industry. For example, Sandia National Lab was managed and operated by
ATT corporation

Nuclear weapons and national security was the single most important
political issue following WWII and was subject to uniquely high levels
of political and media scrutiny.

Congress established the Joint Congressional Comittee on Atomic
Energy less than a year after the bombingofHiroshima. The Committee
was given unprecedented legislative powers, including the ability to veto
executive actions in advance, to demand information from and assistance
from executive agency personnel, to authorize legislation withouta vote
by the full House and Senate, and (to some extent) to disregard spending
limits from other laws. Moreover, the Committee was staffed by some
ofthe most senior and most powerful Representatives and Senators from
both political parties.

The media paid close attention to developments in nuclear weapons,
including technological developments and government actions. The
‘medias efforts were hampered, however, by government secrecy and the
repeated willingnessof government officials to lie about incidents involving
nuclear weapons for the goalofnational security."
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Results of The Government's Management Approach

Preserving U.S. Military Technological Leadership: Partial Success

‘The United States was the first country to acquire an atomic bomb and
maintained a significant edge in nuclear armaments throughout the first
three decades after their invention. The United States had more mega-ton-
nage of nuclear warheads and more ways todeliver them through at
least 1972, at which point both superpowers were capableofunilaterally
destroying the worlds cities many times over.

‘The United States also developed nuclear powered submarines four years
earlier than the Soviet Union. Moreover, US. nuclear submarines and
later nuclear powered surface ships had significantly better safety and
performance records than notonlytheir Soviet counterparts, but also the
commercial nuclear power plants in the United States and elsewhere."

‘The primary blemishes on this record are the failureofthe Us. nuclear
community to prevent the unintentional transfers of its nuclear secrets to
both its adversaries and allies. Soviet spies infiltrated the Manhattan Proj-
ect early and stole material that accelerated their development of nuclear
weapons byyears. Oneof the first Soviet atomic bomber designs was an
inch-for-inch reverse engineered design ofa captured U.S. B-29 bomber,
the same type as the Enola Gay:'* Later, the John Walker spy ring, active:
from 1967 through 1985, successfully gave the Soviet Union access to huge
‘numbers of highly sensitive USS. documents, including many secrets related
t0 the nuclear submarine fleet and theoperations of US. nuclear forces.

However, it is unclear that the United States’ achievement of nuclear supe-
riority brought it safety. During the Cuban Missile Crisis, the United States
had a nuclear arsenal seventeen times as largeas that of the Soviet Union.
However, the deterrent effectof this was reduced since tactical nukes in
Cuba were under local controlof Soviet forces in Cuba. Leaders of these
forces stated after the endof the Cold War that their plan was to retaliate:
with nuclear weapons in the event of a conventional US, invasionofCuba,
Robert McNamara has stated that the US. leadership made all its decisions
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during the crisis under the false assumption that Cuban nuclear forces
were under direct Kremlin control.

Supporting Peaceful Use of Nuclear Technology: Partial Success

After the ManhattanProject,scientists and resources were directed toward
the possibility of generating electricity using nuclear energy, primarily for
naval vessels. For the first eight years after Hiroshima, nuclear power
technology was considered too dangerous to be outside government con-
trol. The Atomic Energy Act of 1946 explicitly banned patents on nuclear
technology not exclusively owned by the government.

The Eisenhower administration reversed this policy in 1953 and began
promoting civilian and commercial useof nuclear technology. The gov-
ernment declassified important aspects of nuclear technologyto allow
nongovernmental use and reinstated private patent authority. Those
companies in the private sector defense industry that were involved in the
designof nuclear propulsion systems for submarines, ¢.g. General Electric
and Westinghouse, were encouraged to invest and develop commercial
nuclear power. Additionally, Eisenhower's “Atoms for Peace” program
encouraged American companies to develop commercial nuclear power
in other countries, which became an important US. export industry and
helped secure American leadership in commercial nuclear technology for
several decades.

‘While the policy did result in benefits, the changes were less significant
than expected. Changes in the power industry area lengthy process, how-
ever, and nuclear power did not compriseasignificant portion of overall
US. electricity generation until the mid-1970s. Nor did the nuclear
power industry ever achieve its most boastful promises, such as the 1954
public claim by Atomic Energy Commission Chairman Lewis Strauss that
nuclear power would bring “electrical energy too cheap to meter” within a
single generation.

‘Additionally, advocatesof exporting peaceful nuclear energy underes-
timated the risks of proliferation. India, for example, acquired its first
nuclear weapons using plutonium from a reactor built with Canadian and
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United States assistance, which they had previously promised would be
used for exclusively peaceful purposes.

Mitigating Catastrophic Risks of Nuclear Technology: Partial Failure

After the bombing of Nagasaki, the world did not experience a single
nuclear weapons attackor asingle unintentional nuclear detonation of an
atomic bomb. We feel, however, that characterizing this record as a success
would be inaccurate due to the high number of near missesofboth acci-
dental nuclear war and accidental nuclear detonation. This is not intended
t0 be unduly criticalofthe organizations charged with managing the US.
nuclear arsenal. Their mandate to deliver perfect readiness and perfect
safety was uniquely difficult.

1. The United States experienced numerous nuclear weapons accidents,
manyof which were near misses that did result in significant release of
radioactive material and could have resulted in full nuclear or thermonu-
clear explosions.

A report compiled by the Nuclear Safety Department of Sandia National
Laboratory found that between 1950 and 1968, no fewer than 1,200
nuclear weapons were involved in “significant” incidents and accidents.
“This number undercounts the true numberofaccidents by potentially
as much as half, since the military did not keep accurate records on the
subject until 1959. This number includes relatively minor accidents but
also includes nearly catastrophic ones such as the droppingoftwo armed.
thermonuclear warheads on Faro North Carolina in which every safety
‘mechanism failed except for one, asafety switch whichitself was later
found to have failed in dozensofother, separate instances.

“The accident in North Carolina is but one ofa terrifying record. After
surveying the record of nuclear close calls, we agree with former Sec-
retary of Defense Robert McNamara that the absence ofa catastrophic
nuclear weapons accident can be attributed to luck atleast as much as
to well-designed technological and procedural safeguards.’ This is
especially compelling when the nuclear weapons record is compared
with the failure-free performanceofthe nuclear submarine community.
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2. The United States conducted nuclear weapons tests and deployed nuclear
‘weapons without adequate evaluationsofthe risks.

Asis famously known, someof the senior scientists involved in the
inventionofthe frst atomic bomb were at least modestly concerned
that it would cause a chain reaction igniting all the nitrogen in the
atmosphere and thereby end all life on Earth. The programs leaders
conducted the test anyway.

Later, thescientists who conducted the first thermonuclear weapons
test were astonished at the quantity and spreadofdeadly radioactive
fallout over hundredsofmiles around the testing zone, which vastly
exceeded their experience with fission weapons and even their worst-
case expectations for fusion weapons.

“The nuclear program leadership's willingness to conduct these tests—in
the absenceof confidence about nuclear testing’ effect on the atmo-
sphere and without having imagined the risks from thermonuclear
fallout—is strong evidence of their prioritizing technological progress
over mitigating risk from their ignorance of nuclear outcomes. They
were more concerned with mitigating the risk of deterrence failure.

3. Even where the risks of using nuclear weapons were clear, the responsible
institutions repeatedly failed to implement needed safety measures due
to cost concerns, biases towards destructive reliability over safety, and
political infighting.

“The first report on increasing nuclear weapons safety, authored by the
Pentagon's Armed Forces Special WeaponsProject,was not initiated
until the middleofJuly 1957, more than twelve years afier American
warplanes began carrying them over US. soil The report found that
nuclear weapons werehighlyvulnerable to accidental detonations from
mechanical failure, human error, or malicious intent. The report was
circulated at the highest levels of Pentagon leadership and suggested
badly needed changes to the designs of existing and future nuclear
weapons as well as the procedures surrounding their use. However, the
responsible organizations resisted the needed steps. Even though most
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of the recommendations in this and other safety reports would later be
implemented, in general the fixes took decades or more to make the
transition between the identification of serious risk and implementa-
tion ofa resolution plan.”

4. The United States’ senior leadership did not always understand the extent
to which they were notin controlofevery aspectof the nuclear arsenal.

“The United States nuclear forces were massive networksofdisparate orga-
nizations responsiblefortraining and managing hundredsofthousands
ofindividuals and tensofthousandsofweaponssystems over multiple
decades. ois credit, US. Strategic Air Command (SAC), which had prin-
cipal responsibility for the operationsof the airborne nuclear arsenal in the
atomic ages first decades, created a strong cultureofreliabilityand structured
discipline: Nevertheless, theseproceduresoften failed to anticipate key
challenges in nuclear technology management during real-world crises. For
example, in the middleofthe Cuban Missile Crisis, apreviouslyplanned
ICBM test launch was conducted completely unbeknownst to the President
and other leaders anddespitethepossibility that any launch might be
interpreted by the Soviet Union as the beginning ofa fll scale nuclear first
strike. Thisisbut one failure. The Union ofConcerned Scientists maintains.
alistofmore than a dozen declassified high-risk incidents

5. “The United States transferred custodyof nuclear weapons

‘The United States transferred custody of nuclear weapons to NATO
allies with inadequate security precautions and failed to sufficiently
supervise their activity.

A 1960 Congressional investigation into US. owned nuclear weapons
stored in NATO countries found frightening evidence of nuclear
‘mismanagement. In the case of Italy numerous nuclear missiles were
‘guarded by a single USS. soldier with a handgun and the launch key tied
around his neck. During that period, the Italian Communist Party was
actively supported by the Soviet Union and was popular in the region
‘where the nuclear weapons were stored. Security for Us. nuclear
weapons in Turkey were even worse.
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Case Study #2: Aerospace Technology

History

Military aviation began with the use of balloon airships in Europe in
the late 1700s, but lack of steering and logistical challenges limited their
effective use to reconnaissance and communications for a century.

Balloon technology, invented in France in 1783, was quickly recognized
asa useful technology for military reconnaissance and saw extended use:
in conflicts such as the Napoleonic wars, the USS. Civil War, and the Fran-
co-Prussian War. By the 18805 most Europeanarmies had dedicated corps
ofballoon engineers. During this time, optimism grew about potential
offensive capabilities of future balloons© Both the American and the
European balloon and later airplane industries viewed governments as
theirprimary prospective customer from the carliest daysofflight onward.

Science fiction of the late 1800s routinely described futures with cannon
and bomb-armed airships.

Popular science fiction from Jules Verne’ Clipperofthe Clouds (1873)
and Albert Robida's War in the Twentieth Century made aircraft engaging
in dogfights and dropping bombs on populated cities a well-known con-
cept long before technology made it possible. Militarytheorists such as
Giulio Douhet and inventors such as Count Ferdinand von Zeppelin were
counseling generals that technology would make such envisioned futures
inevitable.

Fearsofaerial bombing led to an international treaty banning the use
ofweaponized airships, but voluntary restraint was quickly abandoned
and did not stop air war in WWI.

Aan international arms control conference of 1899, Czar Nicholas II
successfully lobbied for a “prohibitionofthedischarge ofanykind of
projectile or explosive from balloons or by similar means” The ban lasted
five years and was observed by al the European great powers. The second
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Hague conference of 1907 addressed renewing the ban but failed. Every
European belligerent’ capital (save Rome) was bombed from the air."

Key Technology Aspects

Destructivepotential: Moderate:

Individual aircraft carrying conventional explosives can cause damage, but
only in vast quantities do aircraft pose a threat remotely comparable to
nuclear weapons. The real destructive risk in aerospace technology comes
not from individualaircraft, but from air forces. A nation faces existential
risk from conventional aerospace technology only in thepossibiltythat
a military opponent with superior capability will repeatedly bomb it with
large fleets, as happened to Germany and Japan in World War Il and Iraq
in the Gulf War.

c _ i

Today's military aircraft cost millions or billionsof dollars per unit,
but in the first few decades after invention, cutting-edge aircraft were
affordable for affluent civilians.

During World War 1, the main US. fighter aircraft costa litle more than
ten times the price ofa civilian car. By 1945, fighter aircraft were roughly
50timesas much asa new civilian car" while advanced bombers were
‘more than 650 times as costly. To research, design, and build the B-29
bomber, the US. government spent $3.7 billion (in 1945 terms), nearly
twice the amount spent on the Manhattan Project."

Technical complexityprofile:Initially moderate.thenhigh

Aerospace technology attracted some of the best scientific and engineering
minds from its beginning. Early military aircraft were straightforward
enough that car and even bicycle mechanics could build and modify them.
By World War II, however, aircraft cost and complexity had ballooned to
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the point where only the most sophisticated organizations could push the
stateofthe art.

Military/CivilDual-UsePotential:High

‘Through World War II, there was minimal difference between commer-
cial and military aircraft technology, and significant overlap with other
scientific and industrial sectors.

Afier World War I, Germany was banned from producing military aircraft
“The enforcersofthe peace treaty faced major challenges in that perfor-
‘mance requirements for military and commercial aircraft were essentially
identical. In Europe, one ofthe first commercial airlines built its passenger
service business using reconfigured WWI bombers.

In terms of manufacturing and industrial requirements, the aircraft indus-
try also shared many similar needs with other industries, especially the
automobile industry. In both the first and second World Wars, automobile
‘manufacturers reconfigured their plants to build engines, other systems
and even whole military aircraft.

DifficultyofEspionageandMonitoring:High

Commercial aerospace facilities require similar talent and equipment
to the military aerospace facilities and are not especially amenable to
Intelligence, Surveillance, and Reconnaissance (ISR) monitoring.

Fora large portion of the 20" century there was significant overlap
between military acrospace R&D and manufacturing and general commer-
cial industry, such as the automobile industry. This dual-use issue made it
difficult to monitor military aerospace development programs, except for
rocketry.
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Government Management Approach

‘The USS. government has always played a very active role in the aero-
space market: providing R&D support, acting as an anchor customer,
and developing regulations and standards to enforce useof safety-en-
hancing technologies and procedures.

Research and development support: Congress established the National
Advisory Committee for Aeronautics (NACA) as partofthe Naval Appro-
priation bill in 1915. NACA, which ultimately evolved into the National
Aeronautics and Space Administration (NASA), began small but grew rap-
idly into the primary government aerospace research institution, complete
with its own national laboratory in 1917—oneof the first USS. government
laboratories in any scientific discipline. Research produced and shared
by NACA, especially related to its wind tunnel technology, had a critical
impact on the successofthe US, aircraft industry improving performance
and safety." NACA also played an important role in visiting acrospace
companies and researchers in Europe and disseminating their latest
advances to US. companies. The Army and Navy established Aircraft Tech-
nical Boards to draw up requirements and assist the industry in meeting
military needs. Later the military established their own laboratories and
funded significant rescarch and development at both academic institutions
and private contractors. Such approaches are standard now,but they were
revolutionary at the time.

Acting as an anchor customer: Military orders in World War I led to an
explosion in aircraft demand. Annual US. aircraft production exploded from
411in 1916 10 14,000 in 1918, employinga reported 175,000 personnel in the
process.” Demand crashed afier the war's end and by 1923 was again below
1916 levels, causing many firmsto go under. The government responded
by passing the Air Mail act of 1925. This made commercial companies
responsible for government air mail delivery operations, thereby providing
stable revenues for aircraft manufacturers and operators and allowing them
to reach sustainable scale economies and to compete successfully in com-
‘mercial markets." Though the aircraft industry remained tiny compared to
the automobile industry, it did not collapse despite weak demand and strong
European competition following the WWI.
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[Year[ total[ wittary [ civiian |
1913 3 1 29
1918 14.020 13991 2
1923 3 687 56
1928 4346 1219 3127
1933 1324 466 858
1938 3623 1800 1823
1043 | 85433 85433 0

1948 9838 253% 7302
1953 13112 8978 4134
958| 10938 4078 6860
1963 10143 1970 8173

1968 19362 4440 1.922
1973 15952 1243 14.709

Regulation and standardization: The carly air industry suffered from high
ratesof costly crashes and fatalities that frightened customers and ruined
company finances. The government played an important role in addressing
this problem with the Air Commerce Act of 1926. The Act required that
pilotsbetrained andlicensed,developed uniform standards for safety
among both manufacturersand operators, and funded the development
ofa safety infrastructure. This was all supervised by a new aviation branch
ofthe Department of Commerce, which would later evolve into today’s
Federal Aviation Administration (FAA). Once this agency got underway
in 1928, crash rates, though still unacceptableby today's standards, made
continuous progress each year.

[Year[FatalitiesperArinePassengersCarried|
1930 1per50000

2012 1per 9.900000
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‘The modern air transport regulatory complex represents the effective
implementation of more than a centuryof technological and process
wisdom for maximizing safety. Each commercial airline crash or major
problem is investigated thoroughly by both industry and government
officials, after which, procedures and technologies are implemented to
‘minimize the riskof that specific crash cause occurring second time.

During WWII aerospace technology and operations became one of the
primary activitiesofthe U.S. military and government. Aerospace tech-
nology became nearly synonymous with modern national power.

In 1941, the ArmyAir Corps was renamed the Army Air Force, a unit that
grew solarge and vital that it ultimately became an independent service

branch,co-equal with the Army and the Navy. The Navy, for its part, also
acquired significant aerospace capabilites to use aircraft carriers and to
execute combined air/sea operations. During and after World War II, mil-
lions of American military service members and civilian support personnel
were involved in conducting military and intelligence operations that were
enabled by acrospace technology. The scaleof these activities was colossal,
comprisinga significant portionofoverall US. GDP. Air superiority and
air power would be foundational goals for US. military strategy and opera-
tions from WWII onward.

Despite heavy government involvement in the arospace industry, the
US. Aircraft industry remained fundamentally undergirded by the
American economic modelof capitalism and free enterprise.

‘The US. government played a more interventionist role in aircraft than
in most other industrial sectors. Yet, even during the height of World
‘War Il and the Cold War, the US. government generally did not engage
in aerospace production directly through government organizations or
state-owned companies. These activities were left to private firms who
competitively bid for government production contracts.
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Additionally, the United States encouraged the commercialization of mil-
itary aerospace technologies. For instance, thedigital computer industry
received significant early support from defense organizations who needed
computer chips for their guided missile avionics. This commercialization
allowed producers to expand to new markets outside of aerospace, which
in turn allowed them to reach even greater economiesofscale and reduce
costs for aerospace customers,

During WWII and the Cold War, the United States engaged in indus-
trial espionage on behalfofits military aerospace companies:

Where US. intelligence agencies uncovered superior foreign aerospace
technologies, these were shared with government defense contractors who.
could incorporate these advances intotheir own designs. The longstanding,
official US. policy on industrial espionage is not to engage init in outside
of national security industries, but US. defense aerospace companies have
long benefitted from industrial espionage.”

Attimes, the United States government implemented major changes in
the overall American economy and education system, based on its goals
for the aerospace industry.

During World War II, the industrial production agenciesofthe Us. gov-
ernment developed prioritization quota systems for different raw materials,
such that different industries received the quantities they needed to meet
their production targets. In this regard, aerospace was no different from
other wartime industries such as tank or ship manufacturing, although
aerospace often has unique requirements, suchas exotic materials.

During the Cold War, the Us. government showed a continued willingness
to reorient the nation's economy around improving aerospace industry
competitiveness. Soviet advances in rocketry, as demonstrated by the
launchof the Sputnik satelite, directly led to major reforms in the Amer-
ican education system with the National Defense Education Act of 1958.
The Act provided annually one billion dollarsoffederal funding to Ameri-
can schools to expand and improve science and engineering education.”
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Results of the Government's Management Approach

Preserving U.S. Military Technological Leadership: Success

Muchofthe 20° century can be accurately summed up as an aerospace
arms race. The United States was not always the clear, unambiguous leader.
For example, the US. never fielded a UsS.-designed airplane in WWI, and
the US. was notably behind Germany and the United Kingdom in carly
jet engine technology: However, The United States set the pace in many
technological and operational domains and generally caught up rapidly
in those instances when an adversary jumped ahead with a technological
breakthrough. Though European acrospace industries had an edge during
World War One and immediately prior to World War Two, the United
States’ overall record is best in class. The Us. was frst to invent the air-
plane in the early 1900s, first to cross the Atlantic in the late 1920s, and first
to the moon in the 1960s. Even in the most famous instances ofthe United
States being behind in acrospace—the early daysofthe Space Race—the
deficit was less severe than is popularly imagined. When the Soviets were
first to launch an uncrewed satellite in 1957, the United States matched the
accomplishment just 14 weeks later. By 1961, the United States successfully
launched their human spaceflight capsule a week prior to Yuri Gagarins
first human spaceflight. Had that uncrewed capsule carried a human,
which it successfully could have,the Us. would have had the first human
in space. Later, the United States decisively proved acrospace leadership
with the Apollo moon program. The US. government’ technological man-
agement approach helped it in building the worlds leading military and
commercial aerospace industry.

Supporting Peaceful Use of Aerospace Technology: Success

Since there was such a significant overlap between civilian and military
aerospace technology in the firstfour decades after the invention of the
airplane, the strong performance mentioned above was replicated in the
commercial sphere. After WWII, the United States emergedas the clear
winner in building commercial aircraft for the rapidly growing market
in air transportation. The Soviet Union, with less effect, used politics to
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pressure its allies and clients to buy Soviet airplanes wherever the USSR
held sufficient sway.™

Mitigating Catastrophic Risksof Aerospace Technology: Success

Catastrophic risk in aerospace is very different from that of nuclear
weapons. Rather than a single nuclear device being responsible for the
death of millions, aerospace’ primary risks are the small (compared to
nuclear) lossoflie incidents fromairplane crashes. As mentioned above,
the governments approach to reducing the risks ofcivilian and military
air transportation has been spectacularly successful, and flying has gotten
progressively safer over time.

“The other primary risk for aerospace is that of falling behind in technology
and air power, which the US. adequately addressed by building powerful
‘military aerospace capabilities.
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Case Study #3 Internet and Cyber Technology

History

‘The government played an integral role in the technological evolution
of digital computing, internet networking, and cryptography, the three
fundamental technologies enabling all cyberspace operations.

“Cyberspace? according to PW. Singer and Allan Friedman, refers to
“the realmof computer networks (and the users behind them) in which
information is sored, shared, and communicated online” Modern
cyberspace was enabledby three technologies:

1. Digital computing (especially using silicon integrated circuits), which
allows storage and processing of information by machines

2. Internet networking, which allows for the connection and unification
of different types of networks according toa single standard, namely
internet protocol

3. Cryptography, which allows for unrelated users to share data and
infrastructure while maintaining data confidentiality and integrity

All three technologies were actively supported by the US. government.
“This support was crucial to the developmentofthe internet from the its
carly inception in the 1970s through the mid-1990s, when the internet
took on a more commercial nature.
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Key Technology Aspects.

DestructivePotential: Moderate:

As more and moreof the world's systems become linked to computers and
in turn to the internet, the destructive potential ofa cyberattack has grown
accordingly. The most typical cyberattack’ destructive power is quite low,
butthere are indications for much greater potential. Three examples illus-
trate the destructive power available for skilled cyberattackers:

+ Cyber capabilities can augment physical military attacks: In 2006,
the Isracli intelligence agency Mossad reportedly used a cyberattack to
spoof theentire Syrian air defense radar network, allowing the Iracli
Air Force to enter Syrian airspace unnoticed until the missiles began
exploding Hacking may be able to allow an adversary access o sys-
tems related to nuclear weapons, though how feasible this is unclear:

+ Cyber capabilities can directly damage physical infrastructure:
In 2010, the Iranian nuclear program was set back many years when
acyberattack caused centrifuges to violently self-destruct (Singer
and Friedman 117). This typeof attack could in principle be used to
‘damage many types of commercial and military infrastructure.

+ Cyber-espionage can acquire sensitive information: The Chinese gov-
ernment has reportedly hacked manyofthe US. defense contractors
and military organizations associated with the F-35 program. The R&D
cost of the F-35 exceeded $50 billion, and the Chinese are believed to
have acquired nearly al the intellectual property associated with the
plane. The Chinese are also believed to have hacked extremely sensitive
information related to the US. nuclear arsenal.

However, cyber is distinct from nuclear or aerospace capabilities in that
testing and demonstrating the destructive potential ofa cyber capability
can be difficult. Openly announcing that one was exploiting a vulnerability
in an enemy’ network will generally lead them to resolve that specific
vulnerability. Accordingly, the game theory aspectsofcyberweapons are
still unclear and debated. For an in-depth discussionofthese issues, see the
authors article in Vox.
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CostProfile;Inexpensive:

Cyber capabilites are cheap enough that even terrorists and criminals can
afford quite useful capabilities. As with all existing productized software,
the marginal costof additional production is near zero. For those groups
or individuals who are merely using cyber exploits developed by others, the
price is often very low.

Individual attacks are cheap: The Department of Defense reports experi-
encing more than 10 million incursion attempts daily. However, some
actors,notably the United States, sec value in spending heavily on cyber.
For Fiscal Year 2017 budget, then President Obama requested $17billion
for cybersecurity, an increase of 35% over the previous request." This
figure reflects the scaleofboth the challenge the US. faces in securing its
expansive data networks and its ambitions in exploiting weaknesses in the
networks of others.

Nevertheless, cyber delivers capabilites at costs that are multiple orders
of magnitude below what they would otherwise cost. As Bruce Schneier
points out, “the exceptionally paranoid East German government had
102,000 Stasi surveilling a population of 17 million: thats one spy for every
166 citizens, or one for every 66ifyou include civilian informants. With
digital surveillance, intelligence agencies and even corporations can collect
data on hundreds of millions or even billions of individuals with far fewer
resources than the Stasi

TechnicalComplexityProfile: Moderate

Asstated previously, there is broad diversity in the type, sophistication,
and impactof cyber operations. The technical sophistication required
varies accordingly. Some attacks, such as the Stuxnet virus that knocked
out one-fifth of Iran's nuclear centrifuges, likely require resources and
capabilities likely to reside only within military and intelligence agencies.”
Others, such as spear “phishing” attacks to acquire user credentials, can be:
executed by so called “script kiddies hackers who lack detailed technical
U7Theresaneportant citi ion, though, Sctmeen those Cyber expos which 60not aur high
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understandingof the exploits they are using." Depending on the system
authorizationsofthe stolen credentials, however, spear phishing attacks
can be highly impactful.

Military/CivilDual-UsePotential;High

“The basic requirements for using and accessing digital networks are similar
for both commercial and military users. In 2011, more than 90 percent
of military digital communications took place over civilian networks.
Militaries likewise make extensive useof commercial computing hardware,
though itis sometimes modified to meet their security or operational
requirements.

In termsof cyber defense operations, the military and civilian communities
share many of the sameneeds—preserving data confidentiality, integrity,
and service availability. Both groups need to securetheir data with strong
cryptography, and rapidly patch vulnerabilities in the systems they use. As
US. corporations become increasingly under threat from cyber criminals
and adversarial states, their cybersecurity needs have correspondingly
increased. The commercial cybersecurity market was estimated at $75 bil-
lion in 2015,and may double that figure as soon as 2020.

Only governments have a strong case for needing cyber offense capabili-
ties, whether attack or exploitation. But, bothdefense and offense involve
looking for vulnerabilities. Only the hunting ground changes.

“The best evidence for a high degree of technological overlap is that indi-
viduals with job experience in government cyber organizations are in high
demand among commercial firms looking to secure their networks. In
2015, the Us. National Security Agency began licensing its cyber defense
software to commercial companies and saw strong demand."
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Diff Een itoring:Vary Dif

Cyber capabilities are difficult to monitor. Military cyber equipment is
generallyverysimilar to commercial information technology equipment
As internet security becomes increasingly important to commercial enti-
ties, the staffs training and experience are likely to increasingly resemble
thatofan offensive cyber entity. To some extent, the fact that cyber offense
and exploitation are so much easier than defense™ has allowed for mutual
infiltration and monitoringof many of the more sophisticated government
‘military organizations, but in practice much remains secret and unknown.
Moreover, criminal and terrorist groups have had considerable success in
hiding their online activities.

Government Management Approach

‘The government was a highly active supporter of the U.S. semiconduc-
tor industry, which was a key technological enabler of modern digital
computing.

US. government intervention was crucial to the semiconductor industry's
progress in both carly and mature stages. In the early stage, the USS. mil-
itary’ role as an R&D subsidizer and an anchor customer was crucial to
driving investment, innovation, and growth." In 1987, the Departmentof
Defense matched R&D investments up to $100 million annually in the US.
semiconductor industry research consortium, which was crucial in restor-
ing U.S. competitiveness against Japan.’

‘The USS. government was a highly active supporter of the development
of internet networking technologies and computer science research
generally.

The US. DOD's Defense Advanced Research Projects Agency (DARPA,
previously ARPA) is the primary government defense organization fund-
ing long-term advanced research and development projects. University
scientists, working as DARPA program managers and with DARPA
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funding, developed ARPANET, a network for sharing computing resource
access. In 1973, Stanford professor Vint Cerf, working with Robert Kahn
of ARPA, developed the internet protocol that would ultimately evolve
into a common standard that can be used to connect any two information
networks." After the invention of internet protocol, the government con-
tinued to support the developmentofthe internet by funding procurement
ofinternet backbone infrastructure, promoting use of the internet at gov-
ernment science agencies, and funding continued technological R&D and
standardization."

From 1975 through 1996, unclassified federal government funding for
computer science research increased nearly five-fold, from roughly $200
‘million to nearly $1 billion ($1995).

‘The U.S. government invested heavily in developing advanced cryptog-
raphy mathematics and technology, but restricted its use to government
organizations for several decades.

Since its founding, the U.S. National Security Agency (NSA) has had
an intimate relationship with the study of cryptography: The NSA’ dual
‘mandate s to secure the confidentiality of communicationsof the US. and
simultaneously to intercept the communications of other governments.
Accordingly, it has, since its inception, employed large numbers of math-
ematicians and engineers to develop advanced cryptography and other
information security technologies.

‘The US. military and intelligence communities were also the largest cus-
tomers for cryptography technology. Asa result, the best cryptographic
capabilites resided in government. Unlike digital computing and net-
working technologies, however, the U.S. government’ official policy, for
‘many decades after the war, was that cryptography was a sensitive enough
technology to be legally treated as a military munition. Accordingly, the
US. government banned overseas saleof advanced cryptography software
by US. firms.

Rather than develop different software versions for domestic and inter-
national markets, nearly all US. information technology firms used
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cryptography software weak enough to meet US. government export
restrictions in both markets. The weaker cryptography standards were
easily cracked by interested parties, but in the nascent daysofthe internet,
the US. government considered this a minor risk. The law was only relaxed
in the late 1990s, by which time non-NSA affiliated academics had made
considerable advances in developing strong cryptography, and competing
high-quality foreign cryptography software became widely available."

Results of the Government's Management Approach

Preserving U.S. Military Technological Leadership: Success

As Bruce Schneier points out, the United States is the undisputed leader in
cybersecurity technology becauseof three key advantages:

It has a larger intelligence budget than the rest ofthe world combined.
“The Internet’ physical wiring causes muchofthe world traffic to
cross USS. borders, even between two other countries. And almost all
the worlds largest and most popular hardware, software, and Inter-
et companies are based in the US. and subject to its laws. Its the
hegemon.

‘The United States has by far the most advanced capabilities in both cyber
offense and cyber defense, but it is notclear that dominance in cyber
will ever be comparable to dominance of the ai, where the United States
can establish undisputed air superiority and can prevent other militaries
from even operating in a given airspace. It s unlikely that any adversary
could, for example, deploy a bomber to destroy a US. power plant or radar
installation. With cyber, however, many US. potential adversaries now
possess the capability to destroy U.S. mainland power plants or take radars
offline. In 2014, Admiral Michael Rogers, director of the NSA, testified
before congress that China, as well as other countries, currently possesses
the ability to usea cyberattack to take down the U.S. power grid. This could
be evidence that the United States failed to invest and plan sufficiently for
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its cyber defense, or it may simply reflect the uniquely difficult technical
realitiesof cyberspace as a warfare domain.

Supporting Peaceful Use of Cyber Technology: Partial Success

“The United States internet and information technology industries are
unambiguously the leaders worldwide. Across the internet technology
industry, US. companies lead in search, social networking, mobile hard-
ware, internet infrastructure, and deliveryof cloud-based services. In
general, USS. internet policy has supported economic growth and US. com-
petitiveness across this domain. As President Barack Obama stated in 2015,

[The United States has] owned the internet. Our companies have
created it, expanded it, and perfected it in ways that they can't
compete. And oftentimes what is portrayed [byforeign countries] as
high-minded positions on issues sometimes is just designed to carve
out someoftheir commercial interests."

Notall US. policies have been supportive of Us. commercial competi-
tiveness in the internet industry, however. The NSA restriction on use
of advanced cryptography through the mid-1990s at one point made
European software more competitive than it otherwise might have been
‘Additionally, many U.S. companies have claimed that government surveil-
lance of Us. digital equipment and networks hurts the competitiveness of
American firms in export markets. Referring to reports of US. government
surveillance in 2013, Facebook CEO Mark Zuckerberg said, “The govern-
‘ment response was, ‘Oh, don't worry, we're not spying on any Americans’
Oh, wonderful: thats really helpful to companies trying to serve people
around the world, and that’ really going to inspire confidence in American
internet companies” In recent years, American technology firms such as
Apple have shown increased willingness to resist government requests for
cooperation in enabling government digital surveillance.

Perhaps more problematic, however, is how the US. government supported
the commercial development of the internet while not taking adequate
steps to ensure security for individuals and organizations that use the
internet.
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Mitigating Catastrophic Risks ofCyber Technology: Partial failure

‘While the United States has had astounding success in cyber offense,
the government failed for decades to develop a strategy that adequately
addressed the asymmetric vulnerability it faced in termsof cyber defense.
‘As former Director of National Intelligence Mike McConnell stated in 2010
testimony before Congress, “Ifthe nation went to war today, in a cyberwar,
we would lose. We're the most vulnerable. We're the most connected. We
have the most to lose? The previously mentioned loss of the F-35 intel-
lectual property illustrates this asymmetric vulnerability in another way:
when China or another adversary hacks the United States, they can spend
nearly nothing to steal cutting edge technology and designs that cost $50
billion to develop. When the US. hacks China, they can only learn about
older, essentially obsolete military technology, though this will likely not
always be the case. No onehasyet died from the theftof the F-35 plans,
butin the event ofa future conflict, China would have military capabilities,
perhaps new missiles or planes or electronic countermeasures, that they
would not otherwise have. In a war, this type of failure would cost the lives
ofAmerican military personnel.

“The situation has improved in the years since McConnell testimony. The
United States federal government, especially national security and home-
land security agencies, have provided increased support to commercial
firms tosecure their networks andsystems= Stil, a 2017 report by the
Government Accountability Office found that the federal government still
needed todosignificantly more to protect its own networks.

WNote.acauinng research dataanddesigns are noteaualentto acquiring a capabiity i many.

evapreo ————2

eleContr oe Sere sna ntrontonalAfsanarey cro. 99



Case Study #4 Biotechnology

History

Militaries have intentionally used biological disease as a weapon for
thousandsofyears.

‘Humanity has suffered from discase outbreaks for a long as there have
been humans. The worst outbreak was likely the Black Death, which killed
an estimated 200 millionpeople (including roughly 1/3 of the European
population) during the 14* century Even at the peakof the Black Deaths
devastation, militaries made use of it for warfare: At the 1346 Siege of
Caf, the Mongol army used catapults to hurl plague-infected corpses over
the wallsof the besieged city Evidence exists for much earlier wartime
uses of infectious disease, as earlyas600 BCE.

Disease has also seen more recent wartime use on the North American
continent. During the Seven Years’ War, “the British army used a few
infected blankets to start a smallpox epidemic in an enemy American
Indian tribe”

‘The modern historyofbiological weapons is interwoven with that of
chemical weapons, which saw extensive use during WWI. The Geneva
Protocol of 1925 banned use of both biological and chemical weapons.

“Though The Hague Declaration of 1899—ratified by all major powers
except the United States—prohibited the military useof “Asphyxiating
Poisonous Gases; all World War I belligerents ultimately made use of
chemical weapons. Despite that failure of pre-war diplomacy and vol-
untary restraint, the great powers again banned military useofchemical
weapons in the Geneva Protocolof 1925.

Biological weaponattacksdid not play a significant role in WWI, though
diseasecertainlydid. The so-called “Spanish” Influenza of 1918-1919
infected an estimated one-third of the world's population (500 million
people) and killed an estimated 50 million= The Geneva protocol likewise
banned “the useofbacteriological methodsof warfare? The United States
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signed the Geneva protocol in 1925 but did not ratify it until 1975. After
the required numberofcountries ratified the treaty, it went into effect in
1928.

‘The Geneva Protocol only banned the military first useofbioweapons,
not their development or stockpiling. After WWI and especially during
WWIL many militaries, including the United States, worked to develop
industrialized biological warfare.

‘The immense destructive potential of disease did not dissuade countries
from developing biological weapons. Rather, some nations sought to utilize
their improved understanding of medicine, public health, and chemical
weapons to develop powerful biological armaments that were orders of
magnitude more destructive than chemical weapons. The French, who
had a rich medicinal science legacy dating back to Louis Pasteur, were the
‘most aggressive and sophisticated in developing bioweapons during the
interwar period" After Germany occupied France, the United Kingdom,
fearful that the Germans would inherit the advanced French program,
began a bioweapons effortof their own. The UK, in collaboration with
the United States and Canada, successfully mass-produced bioweapon
‘munitions during WWIL However, the offensive elements of the United
States’ biological program were officially conceived as a deterrent against
adversarial use of bioweapons on the United States. The official US. policy
wasnofirst-use:#4

Despite bioweapons R&D and manufacturing by many WWII belliger-
ents, only the Japanese made offensive use of biological weapons.

“The architectof Imperial Japaris biological warfare program, Shiro Ishi,
successfully persuaded the leaders of Japan'smilitary that widespread
acceptanceofthe Geneva Protocol (which Japan signed in 1925 but did not
ratify until 1970) meant that Japan should aggressively develop a biological
weapons program. Ishii and Japan believed that the Geneva Protocol meant
other countries would foolishly neglect to develop biological weapons
and that Japan could provide itselfwith asignificant military advantage:
However, Japan's separation of its bioweapons program from its chemical
weapons activity left it at a disadvantage in solving complicated problems
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related to agent disbursement and munitions production. Japan used
biological weapons againstChinesecivilians and attempted to use them
against Soviet forces, but Japan's primary attack vectors were disbursement
ofdisease-infected fleas, poisoningof water wells, and use of infected
kamikaze soldiers. Though they produced significant suffering, especially
among Chinese civilians, they did not provide Japan with any significant
wartime advantage.

During the first decadesof the Cold War, both sides saw biological
‘weapons as having destructive potential comparable to nuclear weap-
ons, and both massively expanded their bioweapons programs.

Aftera brief, post-WWII reduction in activity, both the United States
bioweapons program and its Soviet counterpart were restarted. In 1945,
the US. and its alles foresaw future bioweapons having destructive poten-
tial rivaling nuclear weapons+ By the mid-1960s, the United States was
spending $300 million annually (not inflation-adjusted) on chemical and
biological weapons and even seriously considered first useofbiological
weapons during wartime: In 1956, the U.S. Army manual, The LawofLand
Warfare, removed all statements about biological weapons being “retal-
iation only” and stated explicitly that the United States was not party to
any treaty that would restrict the use of biological weapons. The United
States did make significant useof chemicals during its conflicts, notably the
‘Agent Orange herbicide during Vietnam, but there is no credible evidence
that the United States ever used biological weapons during wartime.

‘The United States terminated its offensive biological weapons program
in 1969 and began working to create an international treaty to ban bio-
logical weapons. The US’ efforts culminatedin the Biological Weapons
Convention (BWC) of 1972.

Aftera formal policy review in 1969, then-president Nixon stated that the
United States would dismantle its offensive biological weapons program
and thereafier only devote US. efforts to “rescarch and development for
defensive purposes” The US. then began negotiating with the Soviet
Union and other nations, which resulted in the BWC of 1972. The BWC
banned all non-defensive biological weapons activity but lacked effective:
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enforcement or monitoring mechanisms. The United States and the Soviet
Union both signed the treaty in 1972, and it went into effect in 1975.

Over time, both the technological potential of peaceful biotech-
nology and the technological barriers to bioweapons development
have changed significantly. This poses a challenge for managing
proliferation.

‘Though only one terrorist group (Japan's Aum Shinrikyo) is known to have
had an advanced bioweapons program, the US. government has spent
billions on both biodefense and technology management to address the
threat ofterrorists armed with biological weapons.

“The rise ofa commercial biotech industry has complicated these efforts
by making the materials, the systems, and the technical knowhow needed
fora biological weapons program more widespread, affordable, and more
easily concealedunder the auspices ofa commercial effort

Key Technology Aspects

Destructivepotential: High

Military planners had credible evidence that non-contagious bioweap-
ons (anthrax) could feasibly kill millions of people within days. Prior
contagious disease outbreaks had a demonstrated ability to kill tens or
hundreds of millions of people.

In 1944, during intense aerial bombardment of Germany, the UK Joint
Planning staff drew up plans for bioweapon attacks on German cities that
would have used four million air-dropped anthrax bombs (mostly man-
ufactured in the United States) to kill an estimated three million German
civilians= The accuracy of these estimates are difficult to prove but are:
plausible given the technologyofthe time.
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Natural disease likewise proves how destructive biological weapons could
become. The naturally occurring influenza outbreak of 1918 killed an esti-
‘mated 50 million people worldwide.

CostProfile:Initially High, CurrentlyLow

‘Though the United States and other countries spent heavily to develop
bioweapons, they were viewed as being comparatively cheap, having
greater destructive potential per dollar cost than the alternatives.

During WWII the United States spent $400 million in 1945-dollars ($5.4
billion in 2017-dollars) on bioweapons, roughly one-fifth what was spent
on the Manhattan project Mostofthis funding went to research and
development. Biologicalweapons were seen as having significantly greater
destructive capability per cost than chemical or conventional weapons.

By the mid-1960s, the United States was spending $300 million annually
(not inflation-adjusted) on chemical and biological weapons. Most of this
was going towards chemical weapons that were being used in the Vietnam
War.

‘Today, biological weapons are within the graspofwell-funded terrorist
‘groups, as demonstrated by the Japanese Terrorist organization Aum
Shinrikyo.

Aum Shinrikyo, whose budget was in the tens of millions of dollars, had
an advanced chemical and biological weapons program. They successfully
‘managed to cultivate anthrax and were struggling but making progress on
agent-dispersal technologies. Fortunately, the terrorists were working with
less-virulent strainsof the anthrax bacteria and were unsuccessful in

their attempts to convert benign anthrax into a weaponizable form
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At first, the USA believed that only industrialized countries could

develop bioweapons, and that development and useofbioweapons
could be effectively controlled.

In 1951, the US. Joint ChiefsofStaff released a report that commented favorably
on the cost-profileof bioweapons compared with conventional and nuclear
‘weapons. The report, however, assumed that only industrialized nations would
be able tosuccessfullydevelop biological weapons # Weaponization, especially
‘mass productionofdisease agents, developmentofreliable storage technologies,
and developmentofdelivery mechanisms had proven highly challenging using
the technologies anddiscaseagents available during WWIL

Notably, thediseaseagent that was weaponized most extensivelyby both the
United States and the Soviet Union was Anthrax, which is not human-to-hu-

‘man contagious? Therefore the impactofan anthrax attack, while devastating
tothe affected region, would nottrigger an infectious plague outbreak that
could “boomerang” and spread to the attacker's hometerritoryand popu-
lation.* # Likewise, accidental infection at a manufacturing or research site

could have deadly consequences, but would not trigger a contagious outbreak.

By the late 1960s, the United States’ assessment of the technological
situation and its interests had changed. The U.S. saw bioweapons as

‘unnecessary, given the existing atomic deterrence, and less controllable,
given rapidly decreasing technological barriers.

As the technology for developing bioweapons increasingly became within
the reach of lesser powers, the strategic calculus for the United States
changed. In 1969, the USS. National Security Council led a review of US.
biological weapons policy and concluded in a position paper that the
USS! “major interest |... is to keep other nations from acquiring them.
Possessing bioweapons did not improve the US?deterrent, which was
primarily underwritten by nuclear weapons. But, the proliferation of bio-
logical weapons—viewed as a “poor mans atomic bomb’ —increased the
threat to the US. posed by lesser powers and terrorists.
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Most of the R&D workforce for WWII biological weapons programs
was drawn from the medical and biological research communities.

The authorsof the Roscbury-Kabat report, which led to the creation of the
US. bioweapons program, were academic medical professionals,as was
‘muchof the researchstaff of the US. bioweapons program. Mostof their
equipment was purchased from the civilian medical or chemical industries
However, there was significant expertise drawn from the chemical weapons
industry, which had important technical insights on weaponization and
storage.

DifficultyofEspionageandMonitoring:High

Despite signing Biological Weapons Convention, the Soviet Union
continued its biological weapons program unbeknownst to the United
States. The Soviet program was reportedly dismantled after the dissolu-
tionof the Soviet Union but may continue.

Unlike the Geneva Protocol, the Biological Weapons Convention pro-
hibited the development, manufacturing, and stockpilingofbiological
weapons, not merely their use in wartime. However, the treaty lacked effec-
tive provisions for inspection and monitoring. This, combined with the
fact that offensive biological weapons programs are difficult to distinguish
from defensive and public health programs, meant that the United States
did not know that the Soviet Union never ended is offensive program.
Some in the United States suspected, however,especiallyafter the 1980
Anthrax outbreak in the Soviet cityofSverdlovsk. The Soviets plausibly
blamed the outbreak on naturally occurring anthrax from a local textile
mill, but the Russian government in 1992 revealed that the outbreak was
caused by a leak from a nearby offensive bioweapons facility The Russian
government officially ended its bioweapons program after the end of the
Cold War, but a high-level defector from the Soviet bioweapons program
reported in 1998 that the Russian bioweapons program continues in a
reduced form.
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After the end of the Cold War, the United States’ primary concern was
proliferationofbiological weapons to smaller states such as Iraq and to
terrorist groups. The United States has struggled to accurately monitor
and stop these efforts.

Iraq began its bioweapons research and development program in 1984,
the same year that the United States restored diplomatic relations=" By
1988, Iraq had begun mass production, unbeknownst to the international
community.” The United Nations worked to compel Iraq to dismantle its
program in the mid-1990s, which it did. However, due to Irag’s continued
unwillingness to cooperate with inspections, many senior officals in the
United States did not accept Iras claim that the program had ended. In
2003, then SecretaryofState Colin Powell cited Iraq’ purported continued
possession of an advanced bioweapons program as a major justification for
the US. invasion of Iraq #*

Government Management Approach

Aftera nearly thirty-year periodof active bioweapons development
without military use, the United States adopteda policyoftotal vol-
untary restraint, whereby it renounced bioweapons and worked to end
them asa toolof war.

During WWII and the first decades of the Cold War, the United States
amassed a major bioweapons arsenal and munitions production capability.
For nearly allthis time, the United States had an official no-first-use policy
of bioweapons, meaning that the United States would only use bioweapons
to retaliate against a miliary that attacked the United States with bioweap-
ons. This is notably in contrast with the Us. policy on nuclear weapons,
where it has always refused to adopt a no-first-use policy

Beginning with the Nixon administration, the United States went further
by unilaterally disarming its offensive bioweapons program and working
on domestic and international non-proliferation regimes.
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As commercial biotechnology has grown more capable and sophisti-
cated, the biotech regulatory regime has grown more extensive both
domestically and internationally.

‘The 1994 Us. Senate’ Riegal Report showed that during the 1980s the
United States exported significant quantities ofbiotech machinery and
‘materials—including four strains of anthrax ina sale approved by the Us.
Commerce Department—that ultimately were used for Iraq's develop-
‘ment and manufacturingof bioweapons. This experience showed that
effectively countering bioweapons proliferation would require extensive
regulationofthe commercial biotech industry. As Jonathan B. Tucker
writes, the US. approach to managing biotech dual-use has “traditionally
revolved around the materials, methods, and products involved in misuse,
and governance strategies have also taken an ‘artifact-centric approach by
seeking to control the availabilityofdual-use products and services

‘The commercial biotech and civilian research communities have also
adopted a voluntary restraint approach, notably with the Asilomar con-
ference on recombinant DNA of 1975.

Recombinant DNA, a technology that involves inserting DNA from one
organism into another organism's DNA, was a breakthrough in genetic
engineering technology when discovered in 1972. The genetics research
community quickly realized the significant implications ofthis technology
and called for a temporary moratorium on recombinant DNA research.
“The field leading researchers held a conference in 1975 to develop guide-
lines for research risk mitigation. As Katja Grace writes,

The conference ultimately recommended that the science continue
and offered guidelines under which they thought it could do so safely:
“The resulting guidelines were adopted by the National Institutes of
Health as a condition forfunding, and were adhered to by others
voluntarily. Over the years, the guidelines have become les restrictive
as new information has emerged.

‘While the guidelines were generally adhered to in the West, the Soviet
Union violated its obligations under the Biological Weapons Convention
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and proceeded, with ultimately successful research, to weaponize recombi-
‘nant DNA technology

Results of the Government's Management Approach

Preserving U.S. Military Technological Leadership: Not Applicable/
Voluntary Restraint

“The United States, along with the United Kingdom and Canada, had the
‘most advanced biological weapons program during WWII. During the
second and third decadeofthe Cold War, its possible, though unclear,
that the Soviets may have had a more advanced bioweapons program. After
1969, the United States unilaterally disarmed because it was comfortable
ceding leadership in biological weapons given the strength of its nuclear
deterrent and its primary interest in opposing the proliferation of biologi-
cal weapons.

Supporting Peaceful Use of Biotechnology: Success

‘The United States is generally regardedas the world leader in the biotech-
nology industry, a position that it has maintained since the end of WWIL="
Biotechnology has seen many important technology advances in that time,
including recombinant DNA, cloning, gene sequencing, synthetic biology,
and gene editing. Throughout each, the United States has managed to
remain at the cutting-edge in both research and commercial exploitation.

Mitigating Catastrophic Risks of Biotechnology: Partial Success

‘The post-BWC US. response to the risks of bioweapons and bioterrorism
has been extraordinary. As LP. Knowles writes, “the United States leads
the rest of the world with respect to the extent and detail ofits biosecurity
legislation” The United States has spent billions ofdollars to establish the
capacity to prevent the spreadofbiological weapons, manage the risks
of dual-use biotechnology; and establish defenses against deliberate and
accidental biotechnology risks. According to one estimate, the US. federal
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government spent $79 billion on civil biodefense between 2001 and 2014,
with recent annual budgets nearly $7 billion.=

Given that partof the stated justification for the Iraq War was belief
in Irags possession of biological weapons, the United States has also
demonstrated willingness to use military force to prevent proliferation of
biological weapons.

Nevertheless, there are two important criticismsof US. policy that lead us
to characterize its risk-management regime as only moderately successful.
First, the United States did not develop effective tools for monitoring and
countering the Soviet post-BWC bioweapons program. Three factors were
especially worrisome:

1. The Soviets were experimenting with highly-contagious and highly-le-
thal pathogens;

2. The Soviets were using recombinant DNA and other techniques to
increase the lethality and resistance to treatmentof their weaponized
pathogens; and

3. The Soviets had unsafe containment procedures and experienced sev-
eral major containment failures and infectious outbreaks,

Combined, these aspects suggest that the United States’ lack of knowledge
about the post-BWC Soviet bioweapons program put the US. at significant
risk despite its best efforts.

Second, the United States was late in developing its counter-proliferation
approach to dual-use technologies. As a result, many of the most important
assets that Iraq needed to develop its biological weapons program were
acquired in legitimate trade with the United States.
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CC lvpcon

From: C—Jems
Sent: Tuesday, September 04, 2018 8:04 AM b6
To: (CYD) (FB) bc
ce ovo) ra)

Subject: RE amide

Thanks. We are meeting with a company on Friday that clams to havea solutions. We'l see.

Regards,

C__1 bs
FBI Cyber Division b7¢wm

desk)
mobile)

Original Message
Fone Cn) (£81) be

Ser er 04, 2018 7:57 AM wie

To eo] reSubject article

https://money.cnn.com/2018/08/08/technology/deepfakes-countermeasures-facebook-twitter-youtube/index. html

Thanks,

Chief, Technology Cyber Intelligence Unit Cyber Engagement & Intelligence Section Cyber Division Federal Bureau of bE
Investigation IC

Cb ”
lo)

:



(IMD) (CON)

From: CCJooewSov Fe Serv0194Av
To CEoyanSic: ERTecoe w
Thanks! we

C—
Federal Bureau of Investigation | | Cyber Division

Orga
solJemSor FR Sh0138.8 AI—I)—

11-1 am pinging myJcontacts as well 0 we can be involved in the response. ve

esas, u

desk)
(mobile)

Fam ovo raSopaeTsx ©ran——}SF provi con »
a un
hats]
Orgaese

From FonSeo EB moe 4, 2018752 AToea .
Ce: Karl, Larry D. (CYD) (FBI) bESetAerod 6S Se
Torry fm bugging you but | wasn't sure if you were or weren't in the office f not, let me know who to deal with
Se itseem{_Jis outfor an extended time.

.



|sowthis nicl st igh nd remeber takin oyusb if wecolgt ths aici rept of congressional ass
ora staffers ret. Tisarte coll for nf that my at ha rea 180]Thoughts?
U.S. lawmakers call for deepfakes counter measures https://venturebeat.com/2018/09/13/u-s-lawmakers-call-for-

deepfakes-counter-measures/ veYe
hanks, 7] we

etTechnology Cyber ntelgence Unit Cyber Engagement& nteligence Section Cyber Divsion Federal Breau
nesigation

fo)
fc)

.



.CC woeow i
From: CC Jomem

 —
Subject: Re: Deepfakes meeting

Regards,

 — x
FBI Cyber Division

(desk)
(mobile)

rn ev oo 5
= emmy[1]
Subject: Deeplakes meeting

HC]

1000 to 1100Eereserved a Bu car and requested the EZPass (so as to avoid mostof the fun morning traffic).

Cd f“cderal Bureat of Investigation || Cyber Division ve
Desk] ue

,



NotSoFakeApp: Determining the Provenance of AI Created

Video Artifacts

Sean. Fuich Timothy R. Leschke
Information Security Insitute Information Sccuriy Insite:
Johns Hopkins University Johns Hopkins University
Balimore, MD 21218 Balimore, MD 21215
sftchl@jhu edu eschk ahd

Abstract
“The newly relascd Dake echnlogy as problemaizd the Feld of dighal forensic, specifically nthecamofvideoand
sil mage alysis. Easy to use and ely avaiable. advanced ce swapping technology based upon Aland machine leaning
Has he poral capably to edceFuhand nsindigital aifats, a wel as geal hinder forcsic aldaionofSud fms
By repurposing cunt analysis programs and using them in nde, we show Us tis new avenue of video forgery. Wile
sophisticated. eran useptble 0 cura ares ech.

Keywords When donecorel. assuming enoughimages ext of te
FakeApp. DecpFake, Arificial Incllgence, Forensic SW 1crc facial mip, Ue results anbe iia 1
Inge Processing, ELA. Noise Reduction. Machine dees wilh bed re
Leaming. Neural Network

1. Introduction
“The resent advent and release of FaeApp, DF and
similar machin laming based fceae programs Is 4
Creedanw se for Ue forensic cxamiton of videos
csablihin the provenance and sulhnicy of persons
poriayed in them. This is parca porn 0 digial (4 7
forensic cxmiers esabishing video aubenicity. Tie LC
FekeAppprogramallows minal rindusers toikl 5

face.swap th actorsin ido withance pron. Unik Te =
previous methods, sch as OpeaCV, this process alles Figure 1: Facial Reconstruction of Actres Gal Gadot
Videos na just pre-cisting images. and wiles wus] repurposedfo us in pornography video, Image taken
network processing 10 morphapersons face nl another from Ait udm con fa pornaidsosgal:
idowhi prescring tearg facial expression 1]. Sadat ight anger machine earning
“Tis proces is cabled by “dcp leaning”, in WhCh 0 3. Related Work
softwre scans wsersclecid vidos and mags, raing onl ATA
dase fous inh ningof Aificil Incligece (A) es (0ISbeneoped cing he fo

‘ALi this cas eer to avanced che lcaming focused 3 Of videos and il images These nude openSure vido forensic tools Vido Cleaner, Codes,po cainlhesled imagesto ul map and encode WSS Keo ore ool Video Clee,Codi,
Ue fal sichof te subst over he ge nthe fl Frew 4 Kone, Forensicaly and FooForeics re
video. Once complet, the progam performs an caine 5 eh bed imag forensic prograns offeringnui
proces, coding a warped version of th mage 10 be 8
Sil40 Uk ISSA, om 1h oe ping Noneoftheabove 0ols werecreated 10 dete videoscreated
senceofa fae” hat mimicsthe facial xpesionsof06 4pparsmiarprogras, but our approach ured
ne (21, The svar then imposes and vers he LTE do oman forensicecomstnced image fom he dagsts ono he ce of aneomnicd ing fomhe Ggselsoo he066Of 0 yr ncicatng the presence of alerations Out of these
hehnavies shieg 4 Belg tools, Vidocicae, Forensic. a FotoForensics siood
hi ou, lowingafame. rane deed examinationof

1



videofie, and further analysisofcapurdsill mages fom methods to collet forensic daa and perform video
healed movie icity alysis. OFprc we a the Abily 0

pteideo frames inaTIF format. preservinghe quality
Our choice 10 use fel valbi tools was due to time of the nage for funber analysis. For Us cxpermen. we
constmins35 well as approsching (he problem st fiomhe captured sil images ofspecific Tames fomcach ideo to

lowestcommon denominator.cos, Cant propricay fools conduct a sid-y-side comparison in order fo delet
and hosted sevice ae expensive, may require addtional variances i th modifi ersons
eto lam snd ae no aay an pion or very forensic
examiner. With this approach. we iniend 10 cable evry To wale the captured TIFF mags, we used two online
anys withthe resources fo deirmine vido provenance sources: Fooforensics and Foreasically Bea
nd mba. Both tos provided ELA but ony Forensic provided

Noise Avalyis nd ter forensic ols, a wel 2 cable
3. Forensic Analysis on Videos and sitesifu rss
Pictures To ene consistency, llvideo comparisons and cs“The forensic examinationof igal mages las become 3 Lo ere soup th ren aSher
commonplace phepomcion. Foreasic Image POSES Ccrimening with variable seings 10 dete forensic(FIP) i wild to cxact specific information rom vidos url Fah App videos, ll variable ELA nd Noiseorpiues hata ically ncompIec is, OT UNCIONT apiesete ds Fondly Stine
Cxposed [3]. Too common technics in FIP 4c Eror pono pov)amsus low, Esel
Level Alyssa ag Noise Avalysis 2010, Opacity 10. Noise Analysis - Noise Anpltude

he enor eels in an image to detect any dial :
maipubion. Eor esc re nroduced in th Saving of
images oh moving and sl), In an vnalered mage, cron S- Results
levels shoud be wiform significantly dire cor es Viewed 35 @ cobesve whale the quality of the FakeApp
how, possible manipustion nage noses an perms Videos depend gral upon wo vaibls. th Fait of
facofhe nage cape proces hen producing vi he er wie program an he mamead ual of he
or sill images 1 my Some rom physical sous of fom gs ht re sed create the modified face ne art
the comerson of mage information fom clctica signals Video.
to ital data 4]. Though the Al caning and cial reconsiction fools re
nage oie lysis seks to id he varices th occur MDAC, Uy ar na fli. Slowing of sopping he
Whenanmae madd. Applying nfs redcton is Veo ad conductingfame by Tame analysis highlighted
Lens in dicing aratons in viol Kewifable Mes tht can be used by an imesigor to deemine

pro atic
i‘ Variances physical mosrnet spray nowt

4. Test Data aud Experiment “The program will make every attempt to follow the targetForiiscxperimen. DrSven Claesprovidedasanpical i= TOS LAC Sn Tenet 0 iowfe ee
ered andwalevideos WHINEzed 150lepe wen pert Addo yon

data st 1 ue in deerminin foesic Teens SI We yiewada sil nag. i possi o denis atrtonsen compiled smal munberofalr videos posed 0 ecBEDYouTubeascst sample 0 verify results.
-“The orginal sample conse of 5 short vidos (1 Ane i

Hathaway interview on the Toight Show, 2 lpsof Ante |
Hathaway in he moveGet Sma). and te resuln. dicd
vidos. The test sample consisted of twa altered videos
posed to YouTube, specifically Nols Cage rephcing‘Amy Adams nascene rom ManofSic,and Nicolas Cage

Tepacing Harison Ford nasc: fom Raidersofte Lost
pes Figure 2 Original image rom Raiders of the Lot Ark.
We divided th forensic examination tools io two sts:
vido ad sill mags. For video, we usd Videoceaer 0 “The ficial sete, hough close to te anges, ssoicned
Tis rey vise ineumcnt offers muncrous ma nd and shows fun round the des Lighting ets, such

a sat or hight ellcions, ars ot fly rendered
2



Addin, th idauly sarthe vide ds
of he ai scr is ied and a bared ay
ikncomparedio suring rtfcs ne ae This
erica ntsble when viewing 5 vio.

NYWNb _N
1 x)

J | Tires C4 7 LA svi of rd Ge) nd
| j maid right) sill mages ak rom Ann Hthimay

8 Tonight Show interim
Fire 3: FabeApp recreation of Figure 2. Note theohnofthets aroun1h bandas of he fail the seed image, eis robe ck of ion in
race and ack of mcatlight reflection. facil sete, 5 wel a. fated, sot amotcslepay or the os vd th Ts ty was contentwr eoughon fur ELA nas-e g

* o - a 3
- > .
Vg
: 4

v]
Fire & Original imac rom Get Smart

, uy Figures 8 & 9: ELA amas of original (cf) and
ms : modified (right) will images taken Figures 4 and 5,1 ——

’ |
+4 * Ol coii nu voi aso proved il, Amlying

£4 the orl age fo rove ly Showed Sirs and
ha » consisent results. When compared to FakeApp createdy Conca. the Tl wer notable, with Sir res
+ ion Sow inELA

Fire 5 FakeApp recreation of Figure 4. ote similar
aEatoras pesForged nagamd

inexact cspresion.
Moving Err Let Anyi, orsdiffsbese
appre. ELA isin i the vido vas problemietoiffy mghighing les vgaot,
foing th cape of Sil mages to compe. Oecomplet ts mdifcations becom: mrs pen.

Figur 10: Noise level analysis of sil image taken
from Get Smart Not the consistent evel of ise
throughout mage.
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video analysis software capable ofdetecting tracking.
and analyzing the facial fuzzing indicative of altered
Videos, as wellasthe ability 0 creae frame-by-frame.
sills that automatically contain ELA and noise
analysis.
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Figure 11: Nois level analysis of sill image taken from
FakeApp version of Figure 10. Note the inconsistenteel 8. References
of ois (fark area) shownin highlighted area. 1 Zucconi, A QUIS). An mrodicrion 10

Decpliates. Reered 25 March 2015, fromPrevious esearch into image forensics and. noise sel i se, AADAC Saanalysis hc shown tha Image forgeries with computer Slo taeiten
Emphics can have umsal noise, or no noise [3], This 0, Eplonng DevpFoies,
phenomenon rencined consistent throughoutthe esting of Se A re tom
his new video forgery technology pe senna als

6. Conclusion 51 Borengasser M. QOL). burodicton 0 forensic
Using fecly availible technology we idenificd and image processing Rewieved 08 April.
delincsicd noticeable forensic makers that ae erent in 2018 from
theaplicationofnew “dep laming” facial reconstruction ips ns freon Sem 01 0
and forgery applications. As thistechnology becomes more A
Sophisicaied nd commonplace, our esearch will lp 81 Juliana, . Norick,V. &Talbor,1. (Unksow,
dighal forensic examiners succesfully deny altered Image noise and digital mage forensics
Videos more efficiently Raed 08 Apnl 2015. fom

Intoatesemesshola 13/26 RUSS
FakieAppandober DecpFake echiology. thougheffective SOSA Tad
appear 0 lack both the ability to detect misiakes that occur 15] Charicr . QUIS) Family fon with depots or
during the stitching process [1] and the cor corction how 1 gor my wife_onto the Tonight Show
necessaryofxthm. This wasshowinthe zingofares. Revied 20 Mach 2008. fom
car the target face as well a the inexact fcial expression hips sandsonscondfusly funeei
matchingseeninaltred vidos. spssonhon spoon:
This effect likelyoccursbecause th images used to tri the
Al were ten in differen comet than th target video,
causing the program to extrapolate imperfectly. AS the
apical forensic examine will most Tikely lack an orginal.
wnlicred video for comparison, the facil fuzing. ELA
variances, and noise level analysis will provide th best
possible indicators that the video under examiation lus
been tre.
Though is technique Tas proven effective in this
experiment it mustbe ned that the imestigators bility to
discern a video forery can depend on he same two
variables with whic the video producr ist contend: user
familly wih he program, and the number and quality of
the images used to reste th modified fae in he target
video,

7. Future Work
Our future goals and recommendations for his branch
of forensic investigation include the development of
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IMD) (CON)

I [—rr] [3
Sent: Tuesday, October 09, 2018 3:36 PM bie
To: (CYD) (FB) bz
Ce: (OTD) (FBI)
Subject: TVW: Deepakes Congressional Roques] [- erel//nerorm
Atachments:

Classification: SEeRET//Neromrw—

Classifis 2 b6
Derived From; rH le Sources BCDeclaseiey Our soxioH

TT
Tan ht lls be done FTE things ston, a ow ca asst o help Ao maser soreio]
Jbeen brought into this? Let me know what you need. Thanks. ue

From] (OTD) (FBI)
rr mn
T 5)

(OTD) (FBI)
‘Subject: FW:DeepFakes CongressionalRe St] rey INOFORN bEec epFakes Congressional Reques EE ve

Classification: SECRET//NGRORN— bre

Classisied By: ve
Derived FYOMAEEFTETS Sources ue
Declassiiy Oar SuRaLEON

«
Thankyout

we
— 7c

-

.



From[______Jovo) (8) »6
sent: er 09, 20182:07 PM. »7c
To 0D) (£5) Ea
of oT) Fo
Subject FW:DeepFakes Congressional Reque: SEER NoRoR

Classification: SERRET//voromy

ClassifTaray: bs
Derived Fr Te Sources je
Declassify On: 50X1-]

[ver conversation, here s the write up fram the DecpFakes meeting on Friday. My 1A POC for thisi____ [io 6
Tess here working togetheron the Bu's part of the response. ve

hans]

room se
‘Sent: Tuesday,October09,201812:02PM be
To cro) r3) } mes}
o (crore
Subject DeepFakes Congressional Reque: SECRET)/oroRt

Classification: SESRET//NORGRN-

Classified By »6
Derived Fro TPTe Sources vic
Decl On: 50XT
TRANSITORYRECORD

0 >vc
Per our discussion this morning. we

Regards,

bertTRY Lyber Intelligence Unit
FBICyberDivision

el]

Classification: SEGRET//NeseRS

Classification: SBCRET//NoFoms

2



Classification: SECRel//wesem¥

Classification: SESRET//NGEGRN-

5



beImp) con be

From: Kar, Lary D. (CYD) Fa)
sent: Tuescay, August 26, 2018 225 PM
Tor CVD)a Wikinsey, Wiliam G. (CI) Fa)ba OTLoD)

Subject: RE FACE SWAPPING

Great calaboration. Please add me tothe ists as well. Td
reyKar
Section Chief
81 CyberDivision
Cyber Engagement and intelligence Section (CEIS)
Desk] bE
cel

Unclozzema

fe—eT) be
‘Sent: Monday, August 20, 2018 11:52 AM bIc
To: Mckinsey, William G. (CIs) (FBI) vec oro ra ar Tomy (co)(aHJoie
SEject REC FACE SWAPPING

wildo sir. Thank you

Regards,

—1 od
FBI Cyber Division ie<S

[desi
|mobile)

From: Mickinsey, William G. (CIS) (81)
Sent: Monday, August 20, 2018 9:54 AM
Tol lic) (FBI) be
of Jlcvo) (81) oT) (£8) ue

(G0) (8) 1] (cas) B7®
(F8|
Subject RE: FACE SWAPPING

bre

:



Eo 1
[toyours. Thank you. [

MOK
William G. McKinsey
Section Chief, FBICJIS
10]
Mi

ron Jom om seSent: Monday, August 70, 2018 5:04 AM we
FY—CTT] | wiser,
WilliamG.(CIS) Bi) CELE)
«Joo 1 (070) (FBI) b
Subject Re: FACE SWAPPING

Thankyou]

1am addingJo this thread, as he is Chief of the OTD Technical Intelligence Unit and has been looking
at Digital identity related issues with me for several years. bs

bre

I ”
Building 279584, Pod E
pl A 22135

From____](cv0) (FBI) bsSent: 7:51AM vic
To oop Fanvcinsey, witiam. (cus) 65) (cs)(F81)
[x [CTT Tren

Subject: RE: FACE SWAPPING

Good morning all,

Jhon vou or including me i the discussion, For everyone's awareness, | have beer] Jon
Thi technology for the last monthsof 20in.aseriesof intelligence products. Most recent

bs detall where th wre
je

would ove toinclud{h that report, to demonstrate how FBI in particular s maintaining awareness, or planning a
capability build-outfor hs issue. Happy to share the Bulletin and discuss on other systems at everyone's convenience.

Regards,

— =2 vic



(mobile)

Fon Jom 5
‘Sent: Monday, August 20, 2018 7:41 AM bes)
To  Mekinsey, illam. (01) (8)p>"

JCIIS) (FBI)

5 oe]
As a further point regarding this issue...

[TofCyber Division (copied) has aso been tracking this issue and was alo at the DARPA MEDIFOR PI
‘meeting last month.

[is not alone in being concerned with this threat, so to the extent that we decide to formally track it and
develop responses, we should be sure to include Cyber (and others) in the discussion. bE

Building 279584, Pod EER

‘Sent: Monday, August 20, 2018 7:2: ue
TorNckinsey, Willa . (C15) (F3) esroomie
Subject: Re: FACE SWAPPING

©DEEPFAKES: Fake Americagreatagain (MITTech Review, 8/17) Inside the race to catch the worryingly real
fakes that can be made using Al. Perhaps the greatest risk is that the technology will further undermine
truth and objectivity.

MIT is working on detection...

This algorithm automatically spots “face swaps” in videos (MIT Tech Review, 4/10) But the same

system can be used to make better fake videos that are harder to detect.

Very good, in-depth article on the national security/democracy implications!
Deep Fakes: A Looming Crisis for National Security, Democracy and Privacy? (Lawfare, 2/21)

.



ononts/ssorasem,JPurote: 5
looks lke its still in its infancy... but is getting more prevalent. “Experts” are saying its 1-2 years
‘away from being really good. DARPA is already working on detection software.
I was afraid to click on too many articles - since its being used mostlyforporn.
these were ok.

Good basic video explaining the tech.
Face-swappingvideoscouldlead tomore ‘fakenews’ (Business Insider, 4/13/18)

Lnever said that! High-tech deception of 'deepfake’ videos (Phys.org, 7/2) This technology uses
facial mapping and artificial intelligence to produce videos that appear so genuine it's hard to
spot the phonies. Realizing the implications of the technology, the U.S. Defense Advanced
Research Projects Agency is already two years into a four-year program to develop technologies
that can detect fake images and videos. .'s easy to foresee a nation state using them for
nefarious activities against the US.

In An Era of Fake News, Advancing FaceSwap Apps Blur More Lines (NPR, 2/3/18)

Fake video news is coming, and this clip of Obama ‘insulting’ Trumo, shows how dangerous it
‘could be (CNBC, 4/17)A BuzzFeed PSA seems to show former PresidentBarack Obama saying
disparaging things about President Donald Trump, but it's actually a PSA to show how easy itis
to manipulate video and spread misinformation.

How to identify i an online video is fake (New Statesman, 2/14) As “deep fakes” raise concerns,
‘everyone needs to equip themselveswith the knowledge to spot a fraudulent video.

The deepest fake: how news tech will test our belie! in whatwe see (Sydney Morning Herald (AU),
5/4)

On 08/16/18 09:34 AM, "Mckinsey, William G. (CIS) (F81)" J wrote: bs
or

Guys, rE

Pls follow this topic. This could require urgent action our part if it is real. Is anyone working on
prevention or detection. | though the reaction of the Privacy Group was something else ~ Shul down
Face Book and face recognition

Lat’ discuss what if anything we should be doing about tis challenge. [wil help us track the
topic in the media.

MCK
William G. McKinsey
Section Chief, FBICJIS

‘
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ml
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we
oe

From] Tonsay
Sent; Thursday ASIST TG, 2018 6:53 AM
To: Mekinsey, William G. (CIS) (FBI) 7}
Subject: RE face-swappingarticle fyi

Fake videos? Computer program generates eerily realistic fake footage
Set to be unveiled at a computer animation festival in Vancouver, the software can also tweak head and torso
poses, oye movements and background details tocreate more convincing fakes
itp swe foxes conytech/ 2018/08/15 fake-videos-computer-progrant-generstesceriyeralistc-fake:
footagehtml

frond AS)(FBI)
Sent: Tuesday, March 15,2018 7:38 AM
‘To: Mckinsey, William G. (CHS)FB} bE
Subject: RE face-swappingarticle fyi Edoe
Hon Algeneraed videos could be the next big hin in fzke news (Fox News) I'sdifficult to asses he national
security risk or potential for disruption tht is presented by the threat of Albu fake videos

From: Mckinsey, William G. (CIIS) (FBI)
Sent: Sundav, January 28, 2018 12:12
 — TY x
Subject: Re. Tee-swapping article fyi ied

[J 1 googled face swapping and leamed alot. Ihave Jana |
Working on t. Thanks,

PIs follo___Flosely. It could put us out of business.

MK

Date: 1735778 GAT AM (GMT-07:00) je
To: "Mekinsey. William G (CIS) (FBI)
Subject: face-swapping aricle fyi
Evi

s



didn’t want to click on the full article. ... This is a blurb on Slashdot.com that I took a screenshotofso the
links can’t be clicked. It has enough info in it.
Made me think that ithey are doing thi for trivial crap, then what s being done to surveillance videoorother
facial recognition images by others with better tools.

| |

.



1 xs
[IMD) (CON) pc

oefrom: Cisent: Wionday October 5, 2018 TEZ0 AW
To: Vicingey WilliamG (C15) (8)
ce — Jomo) ef

CoE jo] a
em=

Subject: APPING

Magic Leaps new Al assistant looks afarmingly human (CNN)... could have far-reaching implications for
Society... This breakthrough raises ethical questions, too.
Deepfike Videos Are Ruining Lives Is Democracy Next? (WSJ) Moving Upstream explores the dark side of
sophisticated video fakery. Researchers have developed forensic methods to detect fakes.

ontonznsorz7em,TPFw
Sen. Hassan Questions FBIDirectoron‘Deepfakes' (NHPR, 10/10) Senator Maggie Hassan (D-NH)
wants to make sure the FBI has the authority and tools it needs to crack down on so-called
“deepfakes." Wray said the FBI already has a # of its S&T folks burrowing in on this issue.

Deepfakes helped Charli XCX imitate the Spice Girls in her latest music video (The Verge, 10/11) A first
for Al face-swapping algorithms — asa special effect.

ontooons ros amTFPwmoe
related side article
Chinese investment int computer vision tech and AR surges.5 US funding dries up
(CTOvision, 10/8) b6wre
on 100s 1107 AMTF[Pure siz
relatedarticle that ties in with fake vids.

+ PERSPECTIVE, Shadow Banning and Astoturing- Understanding the New War on
Ideas (HS Today) How Automation Suppressesor Promotes Information; How Analysts
Can Stay Updated with Emerging Manipulative Techniques. The key to understanding
‘manyof these techniques is that they are not new at all; they’ve only become automated.
For analysts, it's important to understand new and emerging manipulation techniques,
regardless of the format, in order to mitigate their effects on information collection,
research, and analysis.

onoonsns toa amTTJwmoe
related article
Machine Learning Confronts the Flephantin the Room (Quanta Mag) A visual
prank exposes an Achilles’ heelof computer vision systems: Unlike humans, they
can’t do a double take. The result takes place in the field of computer vision.

s



Onova seamJ} xwrote: »1evie
just one article of possible related interest. or possibly not
8 New Technologies Changing Video Production (eWeek) Technologies
transforming data centers in other sectors are enabling tv/video teams to
produce, edit, finish and deliver clearer, crisper and more lifelike content
faster and at lower cost.

On0921/18 nd u
woe

Arnesty International tolto tell real videos from fakes (HSNW, 9/20)
When it launched a probe this year into police crackdowns against
Russian protesters, one of ts research methods was to collect and
verify videos posted on social media from across Russia
since 2012.. created its Digital VerificationCorps (OVC).

RELATED: Someone Watching? Tenable Savs Hackers Can Access, Alter
SurveillanceFootage (MeriTak, 9/18) Zero day in popular video
surveilance tech goes public, unpatched (Cyber Scoop, 9/17)

On0918/18 11 15 av. | J
wrote.

House Lawmakers Urge IC to Look Into ‘Deep
Fake’ Tech (Exec Gov, 9/17) The signatories
asked that the report be submitted by 12/14 at
the latest.
Congress wants the IC to weigh in on how to
counter ‘deepfakes’ (Fed Scoop, 9/17) x
DHS Can Neither Confirm Nor Deny It Has ve
Records on Deepfakes (Motherboard, 9/18 —
use Firefox to open) As DARPA researchers
work on identifying manipulated videos, and
lawmakers call for an IC report, the DHS is
staying tight-lipped on deepfakes.

On 09/14/18 10:26 AM. J
wrote

LawmakerswantUS intelligenceassessment
on fake videos (AP, 9/13)
Bipartisan trio asks US intelligence to
investigate “deepfakes’ (The Hill, 9/13)
Congress seeks probe ofdeepfikes (AXIOS,
913)

2



=
‘ResearchersComeQutwithYetAnother

9/11) Carnegie Mellon researchers have figured

On 09/06/18 12:02 PM, '|

Fingerprints? (MeriTaik, 9/6)...The

intelligence to add a new layer to its
NGI system, specifically to

fingerprints...Al techniques in TE
machine learning and deep learning
have made significant

specifically trained to do, but still

onossns orn pv,

—.
related article

Semantic cache for Al:

enabled image analysis

(phys.org, 8/28)
Edge computing, as this is

known, not only reduces the
strain on bandwidth but also

reduces latency of obtaining
intelligence from raw data
However, availability of
resources at the edge is
limited due to the lack of

‘economies of scale that make

cloud infrastructure  cost-

,



effective to manage and
offer
The potential of edge
computing is nowhere more
obvious than with video
analytics (surveillance).
In our Hot Edge 2018
Conference Paper "Shadow

Puppets: Cloud-level
Accurate Al Inference at the
Speed and Economy of
Edge our team at IBM
Research ~~ Ireland
experimentally evaluated the
performance of one such Al
workload, object

classification, using
commercially available
cloud-hosted services. The
best result we could secure
was a classification output of
2 frames per second which is
far below the standard video
production rate of 24 frames
per second Executing a
similar experiment on a
representative edge device
(NVIDIA Jetson TKI)
achieved the latency
requirements but used up
most of the resources
available on the device in this
process.

On 08/23/18 02:06 PM,
bs
vic

ioe bE

vendors 10 possibly be
aware ofwatch what
they are
doing..mostlyin
India, with some in
India and the US.
The10"computer
vision" startups vou

.



needtowatchoutfor
(Your story, 8/23)

On 08/21/18 11:39
AM, bsb7C

rE
woe

Al,

Below are
links 10 OSINT
media sources
10 scan... just
Jor your
awareness, in
ase you
haven't seen
them. 1 was
researching a
line this
morning.
AnythingIfind
will be from
the public
domain
(nothing
classified). It's
not all directly
related to face
swapping,
altered
fingerprints, 0
roa
Biometrics,
but could be
gleaned for
related
ideas informat
ion. Thope a
few items help
in your
strategic
planning.
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These. articles
all relate 10
8M
weaponizing
Al-enabled
malware using
facial
recognition.
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These articles
deal more with
AL combined
with facial
recognition,
than with
fingerprinting,
but still could
provide. useful
insight.
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This main
article listed
out examples
of biometrics
(face) and AI
(bullets
below):
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From the
maker of the
Taser and one
of the top law
enforcement
tech
companies
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Side article on
the way the
wind is
blowing.
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This article
focuses more
on the
thousands of
tiny
brushstrokes
in art than
fingerprints
(the art world
has “gone
[ET
could still be
gleaned for
usefil
intelligence or
10 potentially
reach out 10
researchers
(at Ruigers
uy?
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On 08/20/18
09:54 AM,
"Mekinsey,
William G.
(CIIS) (FBI)

OJ ne
wc
bre

Sulina ssnists. Wotan srry]

We'll add you to our communication lists; pls add us (Myself, CC
[Jo yours. Thank you.

«2



MCK

William G. McKinsey

Section Chief, FBICJIS

©] he

™

fom](om) (8)
Sent: Monday, August 20, 2018 6:04 AM
T (CYD) (Fe) L— ; Mckinsey,
Willam G. (CF) (781) Cs) (Fai)
oI Fl (070) (Fan
Subject: Re: FACE SWAPPING

bs
7c
iE

Thank you]

1am addin]to this thread, as he is Chief of the OTD Technical Intelligence nit and has been looking
at Digital identity related issues with me for several years.

81 - OTD - TODB
bsBuilding 279584, Pod E 1c
bE

Quantico, VA 22135

“



Fom{ J cro) 68) vs
Sent: Wonday, AUEUSTZ0, 20187:51 AM vic
To (070) re vekinsey, wiiom &. (35)tres)
(F8l

ofJoie)Subject: RE: FACE SWAPPING

Good morning al.

[—Jthank you for inciuding me in the discussion. For everyone's awareness, have beer bs
is technology for thelast © monthsor soin seriesof ntelgence products Mostrecent bre

—

would love to include that report, to demonstrate how FB in particular is maintaining awareness, or planinga
capability build-out for this issue. Happy to share the Bulletin and discuss on other systems at everyone's convenience.

regards,

3 xwre
je#81 Cyber Division

Jess

mobic)

Fom{____________1(0m) (8) b6
Sent: Monday, August 20, 20187:41 AM vc
ToJ}Mckinsey, William G. (Cll)we} | bE
CJose|

of Teme}
Subject: Re: FACE SWAPPING

“



2 further point regarding his sue.

[ofCyber Division (copied) has also been tracking this issue and was also at the DARPA MEDIFOR
PI meeting last month.

[Je not atone in being concerned with this threat, so tothe extent that we decide to formally rack it and
develop responses, we should be sure to include Cyber (and others) in the discussion.

-

FBI- OTD - TODB

Building 279584, Pod E

Quantico, VA 22135

ol JC———¢ x
Sent: Monday, AUGUST 20, 2018 7:28 AM Fd
ToMekinsey,WiliamG. (C15) (F81} (cus) (ra) (or) re)
Subject: Re: FACE SWAPPING

© DEEPFAKES: Fake America great again (MIT Tech Review, 8/17) Inside the race to catch the worryingly
real fakes that can be made sing Al. Perhaps the greatest ris is that the technology wil further
undermine truth and objectivity.

“



src
FS

MITis working on detection...

This algorithm automatically spots “face swaps” in videos (MIT Tech Review, 4/10) But the same

System can be used to make better fake videos that are harder to detect

Very good, in-depth article on the national security/democracy implications!

Deep Fakes: A Looming Crisis for National Security, Democracy and Privacy? (Lawfare, 2/21)

onos/te/gorasem,TMT pwrote: wewre
looks like its still n ts infancy... but is getting more prevalent. “Experts” are saying it's 1-2 years rE
«awayfrom being really good. DARPA is already working on detection software.

Iwas ofaid to click on too many articles - since i's being used mostly for porn.

these were ok.

Good basic video explaining the tech...

Face: swapping videos could lead to more 'fake news’ (Business Insider, 4/13/18)

{never said that! High-tech deception of 'deepfake’ videos (Phys.org,7/2) This technology uses
facial mapping and artificial intelligence to produce videos that appear so genuine it's hard to

spot the phonies...Realizing the implications of the technology, the U.S. Defense Advanced

Research Projects Agency is already two years into a four-year program to develop technologies
that can detect fake images and videos. ..it's easy to foresee a nation state using them for
nefarious activities against the U.S....

“



in An Era of Fake News, Advancing Face Swap Apps Blur More Lines (NPR, 2/3/18)

Fake video news is coming, and this clip of Obama insulting’ Trump shows how dangerous it
could be (CNBC, 4/17) A BuzzFeed PSA seems to show former President Barack Obama saying
disparaging things about President Donald Trump, but it's actuallya PSA to show how easy itis
to manipulate video and spread misinformation.

How to identify if an online video is fake (New Statesman, 2/14) As “deep fakes" aise concerns,
everyone needs to equip themselves with the knowledge to spot a fraudulent video.

The deepest fake: how new tech will test our belief in what we see (Sydney Morning Herald
(Au), 5/4)

On 08/16/18 09:34 AM, "Mckinsey, William G. (cis) (F8)*[_____wrote:

sus,
be
bre
v7e

Pis follow this topic. This could require urgent action our part f itis real. Is anyone working on
prevention or detection. | though the reaction of the Privacy Group was something else — Shut
down Face Book and face recognition

topic in the media

o



MCK

William G. McKinsey

Section Chief, FBICJIS

ol 7

i)

From]cis) (1) >Sent: Thursday, August 16, 2018 6:53 AM pre
To: Mckinsey, William G. (CIS) FBO J» ve
Subject: RE: face-swapping article fyi

Fake videos? Computer program generates eerily realistic fake footage

Set to be unveiled at a computer animation festival in Vancouver, the software can also tweak head and torso
poses, eye movements and background details 1 create more convincing fakes

pip ews foxneves contest 2018/0871 5/fkervideos-computer-program:gensrates-cerly-roalstc-fake:
footage htm!

From (Cais) (51) edSent: Tucsday, March 13, 2018 7:38 A we
“To: Mckinsey, William G. (CJIS) (FBI)
Subject: RE: face-swapping article fyi

How Al-generated videos could be the next big thing in fake news (Fox News) It's difficult to assess the national
security risk or potential for disruption that is presented by the threatof Al-built fake videos.

From: Mckinsey, William G. (CJIS) (FBI)
Sent:Sunday, January 28, 2018 12:12 PM

D



;
To Jesyesn[ 7} 3
Subject: Re: face-swapping article fyi Fo

[11 googled face swapping and leamed alot. thave[Jana]
Working on it. Thanks.

Pls follow __Jclosely. It could put us out of business.

MCK

rere Original message rer

rom Jensen{_____} jo
fe

Date: 1125/18 6:41 AM (GMT-07:00)
To: "Mekinsey, William G. cosy ey{|

Subject: face-swapping article fi

Fv

didn’t want to cick on the full article... This is a blurb on Slashdot com that took a screenshot of so the
Jinks can’t be clicked. It has enough info in it

Made me think that if they are doing this for trivial crap, then what is being done to surveillance video or
other facial recognition images by others with better tools

»





SECRET cusssrezan av: wszee [Jos
Dating ov azaiaoes C

Cwm DATE: 01-30-2023

From: Jemem sui swromarion cameo
Sent: Tes Ai 17, 2018 1246 PM mn13mousSIED BER
To ——CT
Subject: FW. Fol Extemal Products Feedback Reload——-SPGRET//NGFORNAAES

Classification: SEGRET//Nerem/rres

Classified By: bs
Derived FronrSEL NSIC CG wre
Declassfy On: 20877231

More feedback for you, that you've seen
Thanks, be—_ ve

From: KARL, LARRYD. JR. (CYD) (81)
Sent: Tuesday, Apri 17, 2018 12:44 PM
Tel_—Jovo) rm) Jom) =
(cro) (Fa) (CVD) Foi) 1c
‘Subject: FW: FBI External Products Feedback Reload--- SEERET//NOFORNFAES we

Classification: SEevEl//Nesonntrums-
Classified By: Be
Derived Frome<EL NSIC CG be

Decla: on: 20133231

#11, Nice work!

a bewre
From Jo (ra)
Sent: Tuesday, Apri 7, 2018 12:26 PM
Towaswoomaonwenl  ___________]
MENTZER, LARISSAL. (01) (P80 KRW, WARTING. ToT TBI]

Joie) J WARSHALL HOWARDS. (CVD) (8)
CC Poowsamovwoomes{  Lowusvosrn
woos Jan)
eeTromso] Joe) i
[  hcorsionam (co)en[___—WEBER,AMY(CD) (FBI) BIE

lool] THOMPSON, REGINAE. (cD) (8)
[— lmImei{____}RODRIGUEZ IRENE

oom Jwem{J
eo Temes] Jone)
[Toes Tom
CC Jew] J
woo JuweocksteemencontE___

:

SEERET



CC: HQLDIVI9-DIRECTORS-BRIEFING-BOOKS mm bE
Subject: FBI External Products Feedback Reload — SECRET//NGFORNALES

Classification: SESRET//NOFORNA1EES
Classifd : bs
Derived From: NSIC CG bic
Declassify On: 20833231

Greetings,
The Director's Daily Briefing Units pleased to provide this weekly FBI External Products Feedback Reload. This
document summarizes the daily external feedbackwith a visual representation of the numberof FBI external
intelligence products delivered to US Policymakers, confirmed number of principals briefed, and noteworthy feedback
provided to the FBI last week.
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The Director's Daly Briefing Unit welcomes your feedback.
Please son any feedback otheunis grup &Ma accounta] beb7C

BE
vi]oR Briefing Unit

Classification: SBERET//NOSORN{ALES

Classification: SEORER//NORORNAFEES

Classification: SEDRET//NOFORNAALES

e

SECRET



IMD) (CON) hed

or ——to TR gyi 250Mbu —
Soe: TREGarren - Maing chine Leaming Systems Robust for

‘Security

we
" Seegos, oe
EE Bon

desk)wl
From: noreply+feedproxy@google.com [mailto:noreply+feedproxy@google.com]BAAAA
Te a we
‘Subject: [BULK] TrendLabs Security Intelligence Blog - by Trend Micro hd

TrendLabs Security Intelligence Blog- by Trend Micro

Adversarial Sample Generation: Making Machine Learning Systems Robust for Securi
ested: 02 Aug 2018 05:00 AM POT
The history of antimaware curt solutions has shown that malware detection is ike cat-and-mouse gam
‘every new detection technique, there's a new evasion method. When signature detection was invented,

cybercriminals used packers, compressors, metamarohism, plymorshm, and obfuscation to svade it
Meanwhile, APL hooking nd code sec methads were develop to vad benavir detection. BY the tm
machine learning (ML) was used in security solutions, it was already expected that cybercriminals would devs

new rcs to evade Ml.
To be ane step ahead of cybercriminals, ane metho of enhancing an ML system t counter evasion tactics
Generating acversarit samples, which are input dota madi t cause an ML system to incorrectly das
Interestingly, whi adversarial samples can be designed to causa ML ystems to molfnction, they an i
rest, be used to improve he ffiency of ML systems.

.



Making machine learning systems more robust via adversarial samples

Adversarial samples can help identify weaknesses in an ML model, which, in turn, can be used to gain valuat
insights on how to enhance the model. By using a huge number of handcrafted samples modified from origin
malware, it is possible to repeatedly probe the capabilityof an ML system. This way, adversarial samples car
retrain an ML system to make it more robust.

Figure 1. Using adversarial samples andAI to make an ML system more robust

At the onset of our research on a system to generate adversarial samples, we saw high probability scores. If
is detected with a high score, it means it has more similarities to the malware samples in our ML training set
goal is to gradually reduce the high probability score by modifying the malware sample until it becomes
undetected. If successful, it means we have identified a weakness in the ML system and we may considera
of activities to mitigate this weakness, such as identifying new features, do searches for related malware, or
other components to identify such variants,

We selected a malware sample as seed, and defined it as m, a value signifying a certain number of possible
changes (for example, 10, 20, 32, and 64). In our research, m is 32, which means we pre-defined 32 possib
ways to modify the malware file. Through a genetic algorithm (GA), we found the combinations of changes w
implement to the malware for it to evade detection. Here are the steps we took:

1. Generate a batch of new files with random n of m changes on the seed file.

2



2. Get ML prediction (detected or undetected) and gradient information (probability) on the new gene
files.

3. If it reaches N loops (for example, 200), collect all undetected files from the whole procedure, and
exit

4. Choose X (certain number) files as new seeds, which are undetected or detected, but with the lowe
probability score.

5. Generate another batch of files by implementing a random combinationofchanges in the seeds an
random new changes (optional).

6. Repeat step 2. The changes may damage and render the portable executable (PE) file unable to rur
Also use a sandbox technology to validate if a newly generated file is still executable.

=

Figure 2. How we generated adversarial samples using genetic algorithm (GA)

In our findings, we observed that the probability output can be a security hole that the attackers can exploit
easily probe an ML system's capability. Therefore, this number should be hidden in security products. With n
probability output as a guide, we got curious whether a brute force method can be used to generate adver
samples. We discovered that it still worked, but instead of producing one sample (in an undetected and
undamaged state) in every 60 samples (when GA is used), we were able to produce only one in every 500
samples using brute force method.

“The modification success rate of 0.2 percent (= 1/500) for the brute force method can still be considered a
successful rate for generating adversarial samples when taking into account the significant and fundamental
changes to the file structure. In our experience, approximately 3 percent of the generated samples were
undamaged even after undergoing changes, and 7 percent of the samples were undetected. However, when

5



one (out of 500) adversarial sample is used as a seed in the next phase where we generate another batch of
samples, the success rate can increase back to 1.5 percent. The generation rate of undamaged samples will
beat 3 percent, but around half of the samples will be undetected.

There are two main factors to consider when generating adversarial samples: First, figuring out how to safel
modify a PE filewithout damaging it, and second, finding a method to generate undetected samples efficient
For the second point, AI can be used for choosing the right fle features to modify and map the changes to t
features and the numerous potential changes to the PE fies. It takes a lot of time and effort to come up witt
many possible combinations of changes to a sample and to test them in a system to produce all possible
adversarial samples. ML can help quickly choose the most useful changes or combinations that can decrease
gradient information (i.e., probability) — therefore making adversarial sample generation more efficient.

Protecting ML systems from potential evasion methods and other attacks

While using adversarial samples to enhance an ML system can be effective, security holes may stil appear f
cybercriminals to exploit. For example, in the same way that we were trying to add normal characteristics to
malware sample for it to seem benign and become undetectable, attackers could find ways to evade detectic
infecting a benign PE file or compiling a benign source code with malicious code or injecting binary code. The
methods can make a malware appear benign to an ML system when its structure stil comprises mostly that.
original benign file. This can bring challenges to an ML system: If this situation is not carefully accounted for
some ML systems might detect the compromised file as more similar to the original benignfil it originated f

ML training set poisoning is another issue to watch for. When an ML system's training set includes malware
Samples similar to benign files, it will be prone to false positives. Example: the PTCH_NOPLE malware, ap
family that modifies the dnsap.dil file, which is a module that assists the DNS client service in the Windows®
operating system. Some ML systems in the industry have higher false positive rates because of
benign dnsapi.dil files infected with PTCH_NOPLE.

To counter evasion methods and other types of attacks against machine learning in security solutions, we ca
up with mitigation techniques.

1. Set up a defense at the infrastructure level by reducing the attack surface of the ML system. Some
to achieve this include the following:

+Not exposing the system to probing or making the system less susceptible to probing. An attacker ca
stealthily modify samples to probe an ML system by using a free tool that has a local ML model for
use. A cloud-based system can prevent this, as all predictions by the ML system can be recordeda
backend. That way, details on who is attempting to probe the model and where and when the atter
happened can be tracked. Distribution and usage of such tools should be limited.

‘



block malicious probing. If an attempt is detected by the solution, it will show fake results to the
attacker or it can terminate the product or service associated with the account the attacker is using

+Use security products armed with a combination of detection technologies. By doing this, the attacker
cannot exactly know which will be the only sample detected by the ML system.

+Hiding the real gradient information (probability score) of an ML system.

2. Make the ML system more robust, first, by identifying potential vulnerabilities early on in its design
phase and making it accurate for every parameter. Second, generate adversarial samples and use |
to retrain the ML model. It could be done via black box testing using GA or brute force computation
white box testing. These two methods should be implemented continuously throughout the ML syst
whole lifecycle.

3. Consider using generative adversarial network (GAN). GAN has two types of AL: one generates
data instances, and the other evaluates them for authenticity. The two AI types can train each othe
evolve. We also used GAN to find better ways to generate adversarial samples (automatically) as w
to find ways to secure them.

4. To reduce false positives caused by threats such as PTCH_NOPLE, use security solutions that not or
utilize ML for detection but also for whitelisting. Trend Micro XGen security uses the Trend Micro
Locality Sensitive Hash (TLSH), an approach that generates a hash value which can then be an:
for similarities. Since collecting all file versions and adding them for whitelisting is difficult, a simila
version of 3 file that is known and legitimate can be used to compare to a wrongly detected file. If
TLSH values are similar and they have the same signature chain, false positives can be reduced.
‘Therefore, we also encourage application developers to sign their files to reduce the risk of files bei
misclassified by antimalware products.

Enhancing a machine learning system fortifies overall cyberdefense

An efficient ML system should detect not only existing malware but also adversarial samples. Using GANS, G#
and brute force methods, among other strategies, can enable an ML system to perform such a task. This
capability can give an ML system a wider coverage for threats and lower false positive rates, which in tur, ¢
help an ML system detect and counter evasion techniques when coupled with an ML-based whitelisting meth
Countermeasures for ML evasion methods will be one of the key features in ML in cybersecurity in the future
Looking out for evasion samples in the wild is important because in the game of evasion versus anti-evasion,
will be difficult to detect what can't be seen.

s



Figure 3. Dagar ofan een ML syste tha apse odetecting and Hocking thes nd avers
ste

However, ile sn enhanced machin esming yam cain improves detection and lock ats, ist
3nd anal in ybrsscurty. Since Cybercrminl ars 150 aways an th ook for Security 99,3

multilayered defense is still most effective at defending users and enterprises against different kinds of threa

“Trend Micro XGen security is equipped with a cross-generational blend of threat defense techniques, includin

machine faring, web/URL aig, Saar analy, and custom sanding, and defends dota
Contere, loud anvironments, neuorks, 78 anda3p full ange of rests
The post Adversarial Sample Generation: Making Machine Learning Systems Robust for Security

sper fist on.
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To st taconsng thes ermal, you ayUnEiBseAbenow.

‘Gougi, 1600 Amphiheatie Parkway, Mourain View, CA 84043, United Sates
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(IMD) (CON)

From: [—T
sent: Toure AUER 2018 240 PM w=
Subject: FW: [BULK] TrendLabs Security Intelligence Blog- by Trend Micro.

— ss

mobile)

From: noreplysfeedproxy @google.com [mailto:noreplyfeedproxy@google.com]

i 1 | 2
‘Subject: [BULK] TrendLabs Security Intelligence Blog -by Trend Micro hd

TrendLabs Security Intelligence Blog - by Trend Micro

Adversarial Sample Generation: Making Machine Learning Systems Robust for Securi

‘every new detection technique, there's a new evasion method. When signature detection was invented,

cybercriminals used packers, compressors, metamorphism, polymorphism, and obfuscation to evade it.

aching (1) wes usd ects soins, as aes expec tek comer iinls wold do

To be one step ahead of cybercriminals, one method of enhancing an ML system to counter evasion tactics is

nares, whi aersane ries cn a digo a couse HL ayes to alcin, ry cn a
rest, be he to reve the ines of Me syste.
Making machin earning systems mor robust via adversaia samples

Ins one anvhead Bin 2 huge mer f hore som ote from oi
.



malware, it is possible to repeatedly probe the capability of an ML system. This way, adversarial samples can
retrain an ML system to make it more robust.

Figure 1. Using adversarial samples andAI to make an ML system more robust

At the onset of our research on a system to generate adversarial samples, we saw high probability scores. If
is detected with a high score, it means it has more similarities to the malware samples in our ML training set
goal is to gradually reduce the high probability score by modifying the malware sample until it becomes
undetected. If successful, it means we have identified a weakness in the ML system and we may consider a r
of activities to mitigate this weakness, such as identifying new features, do searches for related malware, or
other components to identify such variants.

We selected a malware sample as seed, and defined it as m, a value signifying a certain number of possible
changes (for example, 10, 20, 32, and 64). In our research, m is 32, which means we pre-defined 32 possibl
ways to modify the malware file. Through a genetic algorithm (GA), we found the combinations of changes w
implement to the malware for it to evade detection. Here are the steps we took:

1. Generate a batch of new files with random n of m changes on the seed file.

2. Get ML prediction (detected or undetected) and gradient information (probability) on the new gene
files.

3. If it reaches N loops (for example, 200), collect all undetected files from the whole procedure, and
exit.

2



4. Choose X (certain number) files as new seeds, which are undetected or detected, but with the lowe
probability score.

5. Generate another batch of files by implementing a random combination of changes in the seeds an
random new changes (optional).

6. Repeat step 2. The changes may damage and render the portable executable (PE) file unable to rur

Also use a sandbox technology to validate if a newly generated file i stil executable.

AB

Figure 2. How we generated adversarial samples using genetic algorithm (GA)

In our findings, we observed that the probability output can be a security hole that the attackers can exploit
easily probe an ML system's capability. Therefore, this number should be hidden in security products. With n
probability output as a guide, we got curious whethera brute force method can be used to generate adver
samples. We discovered that it still worked, but instead of producing one sample (in an undetected and

undamaged state) in every 60 samples (when GA is used), we were able to produce only one in every 500

samples using brute force method.

The modification success rate of 0.2 percent (= 1/500) for the brute force method can still be considered a
Successful rate for generating adversarial samples when taking into account the significant and fundamental
changes to the fle structure. In our experience, approximately 3 percent of the generated samples were
undamaged even after undergoing changes, and 7 percent of the samples were undetected. However, when
one (out of 500) adversarial sample is used as a seed in the next phase where we generate another batch of
samples, the success rate can increase back to 1.5 percent. The generation rate of undamaged samples will
be at 3 percent, but around half of the samples will be undetected.

There are two main factors to consider when generating adversarial samples: First, figuring out how to safely

modify a PE file without damaging it, and second, finding a method to generate undetected samples efficient

3



For the second point, AI can be used for choosing the right fle features to modify and map the changes to t
features and the numerous potential changes to the PE files. It takes a lot of time and effort to come up witr
many possible combinations of changes to a sample and to test them in a system to produce all possible
adversarial samples. ML can help quickly choose the most useful changes or combinations that can decrease
gradient information (i.e., probability) — therefore making adversarial sample generation more efficient.

Protecting ML systems from potential evasion methods and other attacks

While using adversarial samples to enhance an ML system can be effective, security holes may stil appear fc
cybercriminals to exploit. For example, in the same way that we were trying to add normal characteristics to
malware sample for it to seem benign and become undetectable, attackers could find ways to evade detectio
infecting a benign PE file or compiling a benign source code with malicious code or injecting binary code. The
methods can make a malware appear benign to an ML system when its structure still comprises mostly that.
original benign fle. This can bring challenges to an ML system: If this situation is not carefully accounted for
Some ML systems might detect the compromised file as more similar to the original benign fil it originated f

ML training set poisoning is another issue to watch for. When an ML system's training set includes malware
‘samples similar to benign fils, it will be prone to false positives. Example: the PTCH_NOPLE malware, a p
family that modifies the dnsap.dil file, which is a module that assists the DNS client service in the Windows
operating system. Some ML systems in the industry have higher false positive rates because of
benign dnsap.di files infected with PTCH_NOPLE.

To counter evasion methods and other types of attacks against machine learning in security solutions, we ca
up with mitigation techniques.

1. Set up a defense at the infrastructure level by reducing the attack surface of the ML system. Some
to achieve this include the following:

+Not exposing the system to probing or making the system less susceptible to probing. An attacker ca
stealthily modify samples to probe an ML system by using a free tool that has a local ML model for
use. A cloud-based system can prevent this, as all predictions by the ML system can be recordeda
backend. That way, details on who is attempting to probe the model and where and when the atter
happened can be tracked. Distribution and usage of such tools should be limited.

block malicious probing. If an attempt is detected by the solution, it will show fake results to the
attacker or it can terminate the product or service associated with the account the attacker is using

«Use security products armed with a combination of detection technologies. By doing this, the attacker
cannot exactly know which wil be the only sample detected by the ML system.

.



+Hiding the real gradient information (probability score) of an ML system.

2. Make the ML system more robust, first, by identifying potential vulnerabilities early on in its design
phase and making it accurate for every parameter. Second, generate adversarial samples and use |
to retrain the ML model. It could be done via black box testing using GA or brute force computation
white box testing. These two methods should be implemented continuously throughout the ML syst
whole lifecycle.

3. Consider using generative adversarial network (GAN). GAN has two types of AL: one generates
data instances, and the other evaluates them for authenticity. The two AI types can train each othe
evolve. We also used GAN to find better ways to generate adversarial samples (automatically) as w
to find ways to secure them.

4. To reduce false positives caused by threats such as PTCH_NOPLE, use security solutions that not or
utilize ML for detection but also for whitelisting. Trend Micro XGen security uses the Trend Micro
Locality Sensitive Hash (TLSH), an approach that generates a hash value which can then be an:
for similarities. Since collecting all file versions and adding them for whitelisting is difficult, a simila
version of 3 file that is known and legitimate can be used to compare to a wrongly detected file. If
‘TLSH values are similar and they have the same signature chain, false positives can be reduced.
‘Therefore, we also encourage application developers to sign their files to reduce the risk of files bei
misclassified by antimalware products.

Enhancing a machine learning system fortifies overall cyberdefense

An efficient ML system should detect not only existing malware but also adversarial samples. Using GANS, G#
and brute force methods, among other strategies, can enable an ML system to perform such a task. This
capability can give an ML system a wider coverage for threats and lower false positive rates, which in tur,
help an ML system detect and counter evasion techniques when coupled with an ML-based whitelisting meth
Countermeasures for ML evasion methods will be one of the key features in ML in cybersecurity in the future
Looking out for evasion samples in the wild is important because in the game of evasion versus anti-evasion,
will be difficult to detect what can't be seen.

s



bslamp) (con) —_—
From: C——Jemen

sent: Thursday October 04, 2018 855 AMTo CEsa—Jooem
Subject: FW. Deep Fakes POC

hanss, [7]

From[_____] (vo) (FB) be
‘Sent: Thursday, October 04, 2018 8:43 AM pie
TF tan, Lae. crop ren wn
‘Subject: RE: Deep Fakes POC

Works for me.

Thanks, 1]

From Jicvo)(re) be
Sent: Thursday, October 04, 2018 8:42 AM oe
Joo Frenumocorm| ®Subject: Re: DeepFakes POC

So, shall| reply that you are POC and willcontue Jon this inititiave as you
have been?

—erevev: Original message -—------Fon(Evyny
Date: 10/4/18 8:39 AM (GMT-05:00}

To: “Karl, Larry D. (CYD) (FBI LC deme{TF
Subject: FW: Deep Fakes POC B7Cbre
Good morming gin wanted torovide ome background an thistopian]

Inthe paz sine Allof which were coordinated
Ja i espomse war eve recemed ror any o the 4 products send dow for
TnI Sn, “we concur’. =
we 125 been very helpfl an provided input to il four pieces se

:



Whether thy jump on board forthe] or not, ated 0 give you a clearer picture four outreach
vo them regain i su. | Go mot FTEBo Fags shows or outreach vo them ro os oi he comet
oi.

} uemans] Se
BH

fom Jomoys)Sent: sigOTe 7, TOT 308 AM
Tic)ren, evo) a)J] ve

(0D) (FBI) b7C
oro ta FareSuan 50 ro)[Jom7

(Fi)Subject Ford Dee Foes POC

Are you the one included in the list below?

Ivoud ke tosuggestial__— seep fakes query. The
Digital Section has been conductingauthentication workforyears and we are engaged with the research
coop Teyourcol Sitsoo EECE avesponsitilty
to maintain awareness of adversary capabilities like this. be

we
Evenif the request fron___Jvasof a nontechnical nature, it would benefit the Bureau to make sure we have B7E
covered he response sc Te hoard
Im tied up all day at a video analytics event in NGA, so limited access to email today, but I'd be happy to touch
‘base tomorrow.

FWIW - the Deep Fakes issue was a key aspectof thisconference yesterday, with Joho started
this thread involved.

wewe
Building 27958A bez
Pod E

Quantico, VA 22135
(©

|
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DECLASSIFIED BY: Nszce
on 01-30-2023

Jivo) (con)
v6

From: C——Jemem ie
Sent: 01, 2018 9:40 AM
To: cro) an
c ovo) ay kn. uae. vo)Gan]

CV) on] CVD) (Fa)
Subject: FW: GANS-OCA Proposal ~~ SESRET/NOFORN
Attachments: Congressional BriefingProposal GANs.docx

Classification: SESRET/AHORORIL

Classifted By: vs
Derived From: FTe Sources vie
Declassify or? 50

[Jer our UNET conversation, please see briefing overview, attached.

Thanks, ——]

THIET,TechnologyCyber Intelligence Unit
Cyber Engagement § Intelligence Section - Gb
Maiistop: Horidg/A Cyber Re-302 6

Beak wre
J £4
stor
wT
zeny

stem
[Scio 30ics)

1995: Evry object in yourhomehosa clock& is linking 12:00
2025: Every abject in yourhome has an Iaddress & thepassword s admin

forJeoyee)‘Sent: Wednesday, August OL, 2018 9:32 AM
ofJooye [HTemife bt
|—— :

‘Subject: GANs - OCA Proposal -- SERHET//NOFORM bre

Classification: SEORET//NORoRN—

Classified By: bE
Derived Frot iple Sources bic
Declassfy On: 50XI-

TRANSITORY RECORD

As requested.
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(IMD) (CON)

From:  —oo Treda1s
To  —
Subject: ‘guess who

hanks] bE

—)aTedologyCyber tlfgence UniCyrEngagement& teligence SectionCyber Divion Federal Bureauof
flo)
fic)



bs— Jvo) (con) I
From: C——Jemes
Sent: Wednesday, August 01, 2018 939 AMTo Coean
Subject: FW: MARKETING) The Cybersecurity 202 Doctored videos could send fake news crisis

into overdrive, lawmakers warm

F11- We aeworking with SU to push a request to Congressional tars ford |

Regards,

 — veTTB Dison wre
<

desk)
mobile)

From] (cvo) (ren
Sent: Tuesday Tal 31, 2018 7:50 AM

~
re

‘Subject: FW: [MARKETING] The Cybersecurity 202: Doctored videos could send fake news crisis nto overdrive, 2
lawmakers warn

Gans

From: The Washington Post [maltozemail @washingtonpost.com]
Sent: Tuesday, July 31,2018 7:45 AM
Tol oi ra———] ve
Subjects VARKETING] The Cybersecurity 207 Doctor videos coud send fake news css no overdrive lawmakers 575
warn

Decoding cybersecurity news in one morning tipsheet. Not on the lst? Sign up here

:



Hack your day

share CEstare Ch TipsFaedoack

Doctored videos could send fake news crisis into
overdrive, lawmakers warn

BY DEREK HAWKINS
with Bastien Inzaurralde

THE KEY

Sen. Marca Rubio (R:7) on Captol Hil in Washington on March 14, (acauelyn Martnéa?)

Two lawmakers are warning that the country is woefully

unprepared for the rise of deepfakes, alarmingly realistic videos
that appear to show people doing things they didn’t do.

Sens. Mark R. Warner (D-Va.) and Marco Rubio (R-Fla.) are exploring

ways to curb the trendof doctored videos before it becomes too
widespread, saying they could wreak havoc if used in disinformation

campaigns like the one conducted by the Russian government in 2016
In a wide-ranging technology policy paper Monday, Warnerfloated the

idea of holding social media platforms liable for failure to take down
deepfakes. And Rubio in a recent speech called on government and
political leaders to treat them as a national security threat.

The attention from lawmakers means deepfakes are no longer a

fringe issue but a more serious front in the fight against fake news,

2



and tech companies may soon feel pressure to get ahead of them.
But any policy solution would have to balance the harm to potential
victims against free-speech rights for people who use deepfakes
for creative or satirical purposes.

Warner said the easily accessible technology used to make the videos
could “usher in an unprecedented wave of false and defamatory
content” In his policy paper, he wrote, “Just as we're trying to sort
through the disinformation playbook used in the 2016 election and
as we prepare for additional attacks in 2018, a new set of tools is
being developed that are poised to exacerbate these problems.”

Software to create deepfakes is available for free online, and it doesn't
require advanced production skills to use. It works by feeding hundreds.
of pictures of a person's face into a machine leaming algorithm that then
maps them onto video of another person's body. Anything the person in
the video does or says can be made to look ike it's coming from the
victim. The results are sometimes so seamless that it's difficult to tell
with the naked eye that the videos are fraudulent

Lawmakers caution that it's a tool that could send the fake news
crisis into overdrive. Think about it: Realistic-looking videos appearing
to show politicians meeting taking bribes or uttering inflammatory
statements could be used to try to sway an election. Or doctored footage
purporting to show officials announcing military action could trigger a
national security crisis.

“This all sounds fantastic, it all sounds exaggerated, it all sounds
hyperbolic. But the capability to do all of this is real and exists now,

3



the willingness exists now, all that's missing is the execution. And
we are not ready for it,” Rubio said in a speech earlier this month at
the right-leaning Heritage Foundation. “I know for a fact that the Russian
Federation at the command of Viadimir Putin tried to sow instability and
chaos in American politics in 2016," he said. “They did that through
Twitter bots and they didthat through a couple of other measures that
will increasingly come to light. But they didn’t use this. Imagine using
this. Imagine injecting this in an election.”

To chip away at the problem, Warner has proposed is amending the
Communications Decency Act to hold social media platforms liable
under state lawif they don’ttake down deepfakes and other
manipulated content shown in court to be defamatory. Right now,
the law provides immunity for platforms in such cases.

“Currently the onus is on victims to exhaustively search for, and report,
this content to platforms — who frequently take months to respond and
who are under no obligation thereafter to proactively prevent the same

content from being re-uploaded inthefuture,” Warner wrote in his policy
proposal. The platforms, he said, were “in the best place to identify and
prevent this kind of content from being propagated.”

Legislation to do this would almost certainly run into opposition
from civil liberties groups. This year, organizations such as the
Electronic Frontier Foundation lobbied unsuccessfully againsta similar
carve-out in the Communications Decency Act that sought to hold media
platforms liable for sex trafficking. The groups said the move, while well-
intended, was so broadly written that it criminalized protected speech

.



“Any effort on this front would need to address the challenge
of distinguishing true deepfakes aimed at spreading disinformation from
satire or other legitimate forms of entertainment or parody,” Warner
wrote. “Attempting to distinguish between true disinformation and
legitimate satire could prove difficult,” he said, but “courts already must
make distinction between satire and defamation/iibel.”

Deepfakes started cropping up last year on Redditafter a user
superimposed the faces of Gal Gadot, Taylor Swift and other celebrities
onto the faces of actors in pornographic videos. They've also been used
to lampoon President Trump by pasting his face over Russian President
Viadimir Putin and German Chancelior Angela Merkel. And the
comedian Jordan Peele used the technology to graft President Barack
Obama's face over his own in a widely-circulated public service
announcement warning of the dangers of deepfakes.

“It's only a matter of time until ‘deepfake’ videos become a
household term,” Rubio told me in an email

Rubio hasn't offered any concrete policy proposals yet. For now, he told
me, he's simply trying to sound the alarm in hopes of bringing new ideas
to the table.

“I'm working to raise awareness,” he said, “and find ways to address this
threat from foreign actors and criminals and defend our elections this fall
and inthefuture.”

@
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In today's conflicts, traditional systems aren't the only ones targeted. At
Northrop Grumman, we create full-spectrum cyber solutions to actively combat
these threats. Learn more.
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Son MakR Warn (D-Va.) on Gaptol Hin Washington on uy 25. (M DragoGety ages)

PINGED: Warner's deepfakes proposal is one of 20 ideas he proposed

to overhaul the rules that govern tech companies. In his policy paper,

Warner also proposes “to give users ownership of their data and

require their consent before a third party can access that information,
and to commit new funding to the Federal Trade Commission and

media literacy campaigns,” The Washington Post's Karoun Demirjian

reported. However, itis far more certain that Warnerwould be able to
garner support from Republican senators for his measures, especially as

the midterm elections approach, my colleague reported

.



“Some of Warner's proposals reflect demands that have been voiced
elsewhere around Congress, such as his calls to improve national
defenses against cyber intrusions and establish a ‘deterrence doctrine’ to
specify what steps the United States will take in response to cyber attacks,”
Demijian wrote. “But others envision a new legal conceptualization of
social media companies, as entities with a fiduciary duty to their
users, and only temporary custodians of content and information that
users could have the right to take with them from platform to
platform, much like the portability of telephone numbers from company to
company. Warner imagines laws that would allowfor audits of social
media companies’ algorithms, as well as ‘public interest laws that would
let experts and academics scrutinize how companies are using the data
they collect.”

Sen Jeanne Shaheen (ONH)on Capo Hil in Washigton Jan. 27, 2046. lex BrandoniaP)

PATCHED: A man claiming to be a Latvian official emailed and
called the office of Sen. Jeanne Shaheen (D-N.H.) last yearto
seek information on U.S. sanctions against Russia, the Daily Beast's
Andrew Desiderio and Kevin Poulsen reported Monday. The man offered
to set up a phone call between Shaheen and Latvia's foreign minister to
discuss sanctions as well as the Russian anti-virus company Kaspersky
Lab. Desiderio and Poulsen noted that Shaheen had pushed for a measure
requiring the federal goverment to rid its networks of Kaspersky software.
The attempt was thwarted after Shaheen's staff spoke with the
Latvian Embassy and realized the operation was not legitimate.

“Ryan Nickel, a spokesman for Shaheen, told the Daily Beast that staffers
in her Senate office frequently receive hoax emails and phishing attempts

;



on their official email accounts,” Desiderio and Poulsen wrote. “They
shared the more troubling ones, including the approach by the fake.
Latvian, with law enforcement officials.” However, there are no indications
yet that Russian authorities are to blame for the operation against

Shaheen. “No malware was attached to the emails, and the fake
foreign ministry official did not try to send Shaheen’sstaffto a
malicious website,” Desiderio and Poulsen wrote. *An Internet IP address
in the e-mail headers traces back to a hosting company in Amsterdam.”

Alaptop in North Andover, Mass. onJune 19, 2017. (Elise Amendoia/AP)

PWNED: “One of lowa’s main hospital and clinic systems has notified
about 1.4 million patients that their personal information might have
been breached,” the Des Moines Registers Tony Leys reported on
Monday. “UnityPoint Health officials said hackers used
‘phishing’ techniques to break into the company’s email system. The
company, based in West Des Moines, said the hackers could have
obtained medical information, such as diagnoses and types of care, that
was included in emails.” In a notice posted on its website, UnityPoint
Health said it discovered the cyberattack on May 31, reported it to law
enforcement and launched a forensics investigation,

The company said some employees gave away their log-in
credentials after receiving the phishing emails, which were crafted to
look as if a “trusted executive” of the company had sent them. “Some
of the compromised accounts included emails or attachments to emails,
such as standard reports related to healthcare operations, containing
protected health information and/or personal information for certain
patients,” according to the company’s notice. “While unauthorized access

.



to patient information may have occurred, no known or attempted

misuse of patient information has been reported at this time.” The
company also said it is “more likely” that hackers carried out the
cyberattack to ultimately steal money rather than to seize patients’

information.

— More cybersecurity news:

DHS Forms New Cyber Hub to Protect Critical U.S. Infrastructure
The Department of Homeland Security will announce on =
Taesdoy ho eatin of a centr amet at our he
nation’s banks, energy companies and other industries from
major cyberattacks, agency officials said.

The Wall Street Journal + Read more »

U.S. spy agencies: North Korea is working on new missiles
Weeks after the Trump-Kim summit, factories are stil
producing intercontinentat ballistic missiles and enriched

uranium
Ellen Nakashima and Joby Warrick + Read more »

Paul Manafort made more than $60 million in Ukraine, prosecutors
say
The special counsel's team defended the inclusion of detalls [=
iano Gane work i is lon ark. a ora
charges
Rachel Weiner + Read more »
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Chinese eco company ZTE' Bij research and development cena: on June 12. son LeeReuters)

— The federal government's ambition to contain Chinese telecom
giants ZTE and Huawei out of concern that they may threaten national
security could in return hamper efforts to develop 5G technology in
the United States, according to CyberScoop's Ryan Duffy. “The quest to
upend China's surveillance capabilities may be hurting America’s
competitiveness in the race to develop and roll out 5G wireless
technology,” Duffy reported Monday. “The dilemma presents the latest —
and perhaps fiercest — technological showdown between Washington and
Beijing to date.”

— “The U.S. Department of Defense will for the first time be using
large-scale artificial intelligence systems that could automate
mundane tasks and augment the work of military members as a result
ofan $885 million five-year contract, said Josh Sullivan, senior vice
president at government consulting firm Booz Allen Hamilton,” the Wall
Street Journal's Sara Castellanos reported Monday. “The technology will
allow the Defense Department to better compete with nations including
China and Russia, said Mr. Sullivan, who leads the analytics business for
Booz Allen.”

— More cybersecurity news about the public sector:

Supply Chain Cybersecurity a Major Legislative Priority for House
Homeland

0



The committee wants to broaden DHS’ authority to kick
ccostonabls cntacars of goverment netmors BE]
Nextgov + Read more »

House GOP intends to seek Comey interview after August recess

House Republicans are planning to seek an interview with —
fom Fo Direc dames Comey i Septener sdocuss
his decisionmaking during the 2016 slection, The Hill has
leaned

The Hill + Read more »

Russian Jamming Poses a Growing Threat to U.S. Troops in Syria
But this type of warfare also gives the United States 3 chance EN
fo ear abot th ast Russian scnclogy EB]
Foreign Policy + Read more »

PRIVATE KEY

Amazon Promises “Unwavering” Commitment to Police, Military

Clients Using Al Technology
As employees protest the use of Amazon artficial intelligence [=

affirms commitment to the government.
The Intercept + Read more »

Symantec: Financial cyberattacks are on the rise
Hackers targeing both large financial institutions and EE]
ictus for profit have rscasest ovr the pastor, EB]
‘according to security software company Symantec.
Fifth Domain + Read more »
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— Law enforcement authorities have caught a hacker who allegedly
carried out SIM hijacking schemes against cryptocurrency investors,
Motherboards Lorenzo Franceschi-Bicchierai reported Monday. “On July
12, police in California arrested a college student accused of being
part of a group of criminals who hacked dozens of cellphone
numbers to steal more than $5 million in cryptocurrency,” Franceschi-
Bicchierai wrote. “Joel Ortiz, a 20-year-old from Boston, allegedly hacked
around 40 victims with the help of still unnamed accomplices, according to
court documents obtained by Motherboard.” Here is how the scam works,
according to Motherboard: “SIM swapping consists of tricking a
provider like AT&T or T-Mobile into transferring the target's phone
number to a SIM card controlled by the criminal. Once they get the
phone number, fraudsters can leverage it to reset the victims’ passwords
and break into their online accounts (cryptocurrency accounts are common
targets.) In some cases, this works even if the accounts are protected by
two-factor authentication.”

— More news about security breaches:

Hackers find creative way to steal $7.7 million without being detected
Thieves obtain platform's private key, use it to destroy coins, then create new ones.
Ars Technica + Read more »

UK Group Threatens to Sue Facebook Over Cambridge Analytica

2



Lawyers have served Facebook with a letter before cam, the
frst top for 1 cass aco wut nh UK
Wired + Read more »

PNClee

Today

+ The Department of Homeland Security holds a National
Cybersecurity Summit in New York

+ Senate Commerce subcommittee hearing on “global Internet
governance.”

Coming soon

+ Senate Intelligence Committee hearing on foreign influence
operations on social media tomorrow.

+ Black Hat USA security conference on Aug. 8 through Aug. 9 in Las
Vegas

+ DEF CON security conference on Aug. 9 through Aug. 12 in Las.
Vegas

Ee)

San Antonio shark miraculously rescued after being stolen from aquarium
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Sam Antorio shark mirculously rescued ater being ston fom aquarium

States sue government over 3-D printed guns:

Stats sue government over 3. pred guts
How Bruce Lee changed Hollywood:

How Bruce Loe changed Holywood

Share The Cybersecurity 202 Twitter 8 Facebook

Trouble reading? Click here to view in your browser

You receivedthisemail because yousignedup for The Cybersecurity 202orbecause itis
included in your subscription
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b6Jim) con el

From: Joes
Sent: Tuesday, Jul 31. 2018 324 PM
To: (OTD) (FB)
ca [v0) Fe)
Subject: RE [MARKETING] The Cybersecurity 202: Doctored videos could send fake news crisis

into overdrive, lawmakers warn

Copy. Thanks, let me know if you need anything!

fom Jomo) (re) re
Sent: Tuesday, July 31, 2018 3:23 PM bre

od cvo) (rei)
Subject: Re: [MARKETING] The Cybersecurity 202: Doetored videos could send fake news criss into overdrive,
lawmakers warn

No

That is one of the reasons that our colleague] and | are monitoring the DARPA Medifor
program. that is our best current USG research effort ©o address this problem

FBI-OTD v6
Building 27958A wre
PodE. rE
Quantico, VA 22135
©)
o

re Original message ———
From Jomyesy{1
Datg: 773 el )
To CT—Subject. FW: [MARKETING] The Cybersecurity 202 Dociored videos could send fake news crisis into
overdrive, lawmakers warm

b6
|— sre

bre
Do we havethe ability to effectively detect this?

Thanks
—
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(IMD) (CON)

From: JeoSone TeFog OL 2018 1012 AMTo GD) 9)
cc (CYD) (FBI) Karl, Lary . (vO)FB](vo) (BY)Sobjct (61h Cyversacarty 202 Doctor TaCST TT Toke nw crsto avrdive lometers wan

usYe
— [<H

Cob be
ba

From| (CYD) (FBI)Sot ogo 020187490
Te jlcyo) (Fei)v0) ro Fo, ry. (cro) enHom)
oe]
‘Subject: RE: [MARKETING] The Cybersecurity 202: Doctored videos could send fake news crisis into overdrive,Towaters warn ”
Should have someting ater this morning, mst ely rd or yellow ncve, Fd

mans,
From[————J(cvo) (FBI)Sent EBay Tay, 2018 10400
Te [CYD) (FBI)
Cel J(CYD) (FBI)
Subject: FW: [MARKETING] The Cybersecurity 202: Doctored videos could send fake news crisis into overdrive,owmasers warn

hope lls well. you mind providing stoves ofthe reing you il provide? wil pas n this formato
to OCA, and they can float interest to the Committees. i

Thankyou for your heip! we

Coc Dion
.



From Joo) (re)Sent: Tuesday Tay 31, 2018 952 AM
To](cvD) (81)
Ce: Karl, Larry D. (CYD) (FBI)Subject: RE: (MARKETING) Th Cybersecurity 202: Docoredvideos coud sed ake newscrissinto overdrive,
Tovabers war be

now A/ADWelln and formes AS] Jane to be moreproactive with briefings on the il. This coudbeagood
opportunitya youpatoul JITSHI each out 0 GCA to discus theopportunityane follow upshort.
Thank,

from[——] (evo) (581) budSent: Tuesday, July 31, 2018 8:49 AM b7e
To) wn

Ce: Karl, Larry D. (CYD) (FBI)
‘Subject: FW: [MARKETING] The Cybersecurity 202: Doctored videos could send fake news crisis into overdrive,
owmakers warn

wanted to got your thoughts and gauge the ron office's interest nthe manstorybelow
Wy

ToS Fave red eaeUTE OCR re pos] frre Team sores
{ageties av send up forreviseagain i anyone m EN ETREFESE

|

From: The Washington Post [mailto:email @washingtonpost.com]Sent: Tuesday, uly 31, 2018 7:45AM
TeleronLe] bs
‘Subject: [MARKETING] The Cybersecurity 202: Doctored videos could send fake news crisis into overdrive, lawmakers. b7C
warn be

BB 5
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lav (CON)

rom: JomSo ITE 208 1025 AM
To C0eon
Sobct: eR
Atacments: Deeploe paprvp

w
O ue=
ra

To
es
co

rome)Sent: inday Ty 6, 2018 [TTA
To] CYD) (FBI)
a
‘Subject: RE: meetingat APL

Please see attached {admittedly rough) paper on Deepfake forensics. Hope it is useful.

have ccd TJon this aswel
Co Jt 0 vea 90 FGhpgn, LEA
TtTTT ro ttttoons se

=A
i

RRTURF

Deiniico non oquars sed cogs

from Jo a} us
‘Sent: Friday, July 13,2018 5:08 PM b7C. i



WC}
‘Subject:RE:meetingatAPL

1am interested in your paper on DeepFake.

‘so, lease dont nein touch wit Ts understandyou ar at the begining stages, and as or me
may shift temporarily o other topics, ut 1ST oud Re to touch base with youbath and ind out more about ses of
AR with respect to computer/network intrusions. be

Thanks fH

bre
Ded
ca

a—ETSent FridayJu 13, 2018 8.0620
o_ Joorm[1}SubjectREmeeting at APL

Sor Tor the confusion,have been workingonaltof different prects. To cay
Tie akties paper was my capstone, avs the one and my ou are presenting at IEE.
Thesia media/cogritive hacking paperwas for my intrusion detection class
The DeepFoke paper was for my computer forensic ass we
The AR project iswhat | am workingon right now,with]nopaperyet. Weare lookingntousing 178
Ain suppor of ber imsonfintusion detection. PIE TTT Bg stages. Ddyou wantmetoink you
upwith ners
V/R,

De nimico non oquaris sed cogites
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romJooye{______}SomeTTTTR 20M6
or3
‘Subject: RE: meeting at APL

tenosgh vos bt agape keengare med samt
we

fit was AR related, sure, feel free to send me a copy. Please specify handling coveats( assume ts just for mend 7c:rap atomat ep minot nd ROP. mt tro] <4
If it was the additive mfge. paper, thanks for Cling mes definitely the beter personfor that topic

Trae HT 858,SESStSSE

TEoo

ponJima]1]Sone ETT, 300 ATE
re—TT—
‘Subject: meeting at APL

‘Was great to meet you and discuss AR as well as video and image faking tech. if you still want to take a look at my——
we

RTTRA
1 ,
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(IMD) (CON)

From: Joo- =,
To pe wo an
[<=3 (CYD) (FBI) (cD) (FenSoot ren A

Classification: UNCLASSIFIED//Pe86 iv

Savion: Radon

From———TJowan us
‘Sent: Wednesday, November 29, 2017 1:18 PM. b7C

Tol home Pp Jem ws

cd coe WH Jee}
‘Subject: RE: Meeting on GAN -—- UNCLASSIFIED//F608

Classification: UNCLASSIFIED//FSYe

aio Rasen TI

— =

For Teo
Tol onHJ
———om————Jom——
Subject: RE: Meeting on GAN -—- UNCLASSIFIED//FOTT

we
Classification: UNCLASSIFIED//#660 ie

Tasos masonsTm

}



— :TENTOTORY Cyber Intelligence Unit b7C
FBI Cyber Division Ld

oeoul

From| (CYD) (FBI) bs
‘Sent: Wednesday, November 29, 2017 7:35 AM. rs

Hd Seam pee we
tm——Jem}Tr
Classification: UNCLASSIFIED//Pete

TRANSITORYRECORD

— se

From; [CYO) (FBI)

Pe VT——
—Hm——Jem—} ———rf — x
Classification: UNCLASSIFIED//HGUG

TRANSITORYRECORD

WT

a
Regards, ie

Regards BIE

.



— ue
Technology Cyber Intelligence Unit b7C

FBI Cyber Division be

oda!

From! Jn) (Fel)

1—— 1
f———Howm—ar—wmc— =ereSers x,
Classification: UNCLASSIFIED//Pege-

TRANSITORYRECORD

— v3

desk)

cell)

Classification: UNCLASSIFIED//®o¥e-

Classification: UNCLASSIFIED//#e¥e

Classification: UNCLASSIFIED//Feue-

Classification: UNCLASSIFIED//Feue

Classification: UNCLASSIFIED//E686

,



Classification: UNCLASSIFIED//FGue-
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(IMD) (CON)

From: Comes

by bil
oo” ee

Thanks mages were the big thing with this last year, but now I guess video is gaining popularity.

C—O— x
To eyo
Subject: New Deeprakes

And related Naughty America (adult video company)is offering DecpFakes as a service.

— i

Officeof Chief Information Officer

.



ON 01-30-2023 —

IMD) (CON)— Iwyeow 000000
Tor Joo) (Fen bre
« foocar]

Subject: RE Some Interesting recentreads, ICYNI— SEERET//NGFORN

Classification: SBGREL//NGZ6RN

ClassTf+ By: N bE

SR Soi tn

Thanks]

Li
open]

From Too rm)Son FE Fe TOS 790M
bu
ccf (DO) (FBI)SORTA Som teresting ecemre TETTRCLASSFIED

Classification: UNCLASSIFIED

MRato7

J

,



From 100) (81)Ru
% OT)——
a ob)re}ETT ET UEssreD

we
Classification: UNCLASSIFIED BC

Classification: UNCLASSIFIED Bh

Classification:UNCLASSIFIED

Classification: SecREz//NeseRs

.



os
Jao) (CON)

ns
From: CC Jooem s1e
Sent: Tuesday, September 18, 20188:54 AM bRTo vo ea ovo ee
ps
Subject: el for Tomorrow'sBriefing ---SERET/NGFERN.

Classification: SESRET]/NOSSRN

Classi . -
Derived From: Te Sources <4
Declagetty On: SOX1HUT

—"

FromJovo) (re) bs
Sent: Tuesday, September 18, 2013 802 AM we
Te CCJom} **

[CYD) (FBI)
‘Subject: r Tomorrow's Briefing -— SEERET//NOFORN-

Classification: SESRET//Nesems

Class . 5s
Derived Proms HELCIPTE Sources reDeclucstEy On: SOKTH

[Jattached Jan this morning. weare working wit—Jon J Conversation b6
RE TCLS this morning decked us to make sure FITF is aware, 50. some pot in the very near ature [ll hav] BIE

and ie a background brief e GANYOLEPPAKES we
Thanks,

roml Joye of
Sent: Monday, September 17, 2018 2:52 PM bie5 oe
[== (CYD) (CON) (CYD) (FBI)

KARL, LARRY D. JR (GD)(BNF ovo) (ren)
Subject] Jfor Tomorrow's Briefing -— SEGRET//NOFORN

Classification: SEORES//NORORN

Classttied By: 5s
Derived FrOMEIEIPTS Sources re
Declassify On: SOW
TRANSITORYRECORD

s



Good afternoon,

Please see theattached Jegarding assistance witha recent Congressional Request that was
passed to ODNI. Please Iet me know I There are questions.

Regards,

— =Tecnology Cyber Intelligence Unit b7C
FB1 Cyber Division bre

Open
secur

Classification: SESREL//N6seRN

Classification: SEDRET//NOFORN

Classification: SESRET//NeseRN

2



ns(aM) (CON) Re

From: C_J——sent: Fy September 7.2018 648 AT
pou  —
Subject To US Tavrakers call fordeepfakes counter measures

wenenenee Forwarded message —-------

Date: Thu, Sep 13, 208 at 73 Bic
Subject: U.S. lawmakers call for deepfakes counter measures

el}

US: lawmakers all for decpfikes counter mesures

ps.venturehest com 2018/09/13: lwmakers-callfor-epfikes-sountermeasures’

s


